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Abstract

In the article “information defence in computestems” is described and
presented original method of cryptography.

To recieve this method lots of materials were pedeel, such as: all this
exsisted methods afymmetrical and asymmetricalsistems of cryptography, closed
and opened channels, the areal of their use, gwaictical as well as in military
service.

To receive the above mentioned methodmmutational matrix multiply
was processed and received. Which is used to e=de®y. In order to happen
ciphering with the help of the key.

In symmetrical system, the exchange of the seawgtik executed by closed
channel or; by use of courier. Two legitimate usersw the key, with this key one of

the users ciphers information and the second —scode

Symmetrical system methods were examined

1. Tsezar algorithm — The key contains one symbol and every symbol is
corresponding to the ordinal number of alphabet.

2. Vijiner algorithm — The length of the key is three. The key length h
grown and this provoked spacing out informatiorio irblocks,
accordingly algorithm became more complicated. veymbol is
corresponding to the ordinal number of alphabéehis algorithm.

3. Vernam algorithm- There is used wide spectre of algorithm in Vijine
method, or Vernam algorithm follows that Vijinelgarithm. The
complete text of n length is coding with its equalength secret key,
i.e L=n.

In asimmetrical system, receiving key between tugers is accomplished by
opened channel, the third person does not needanig. Accordingly, ciphering of

information, sending and coding is happening gojtenly.
Asimmetrical system methods were examined

1. Dipi-Helman algorithm — Algorithm is based on GF(P) field, the

complication of logaritm calculation, there are disaising to the
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power with the secret natural numbers, which twersiselect them
secretly. Finally the both sides receive the sageyw Afterwards one of
the users will cipher information with the receiviegl, and the second
— will code it. The reliability of this method is ke on complication
of the marked secret natural recognition numbers.

2. Raivest-Shamir-Fidelman algorithm — Algorithm is based on well —
known Filets theoremih(N)=(p-1)(g-1), p and g are secret numbers.

3. Elgamal algorithm — It is used for digital signature. Text cipherirgg i
not happening, but S, R parameters will be adddd¢iware digital

signature.

Symmetrical methods definitions are: High speed code, because theze ar
used the function of shifting and insertion; thengd of the key— low;
cryptocomplication is to reselect the key into whdadpace; key generation is
milisecond, but instead ofasymmetrical methods are charecterized higher
reliabilities. Speed is high in symmetrical methoithere is used shifting of function
and so on, but speed is low in asymmetrical methodtead of there is used the
method of raising to the power, which gives highability.

With the use of symmetrical and asymmetrical meshisdreceived various

methods. After the synthesis of mathods we got oiégnal method.

The following results are received:

* Asimmetrical matrix method. With the use of Dip-Helman’s
method was created the new method, but raiseet@dhver was
changed by multipling on matrix. Vector and matmuiltiplication
from where happens matrix choosen is availableverybody.

* Synthesis of symmetrical and asymmetrical methodd he vector
that was known to everybody in the previous metimothis case
we have kept it in secret and the result didn’egelThe dimention
of matrix became unknovn and another subject (halkegal user)
will not manage to understand or devide informatiato the

blocks. Although the mantioned fact isn’t availalie the first



method too, but the results in this method is highelity than in a
privious one.

* Secrecy of matrix We took matrix with the vector in secrecy.
With the help of courier happens exchange of folhgvand
receviving the key later on both side. With thise time of
generation is reduced.

* Discussion of various kinds of matrix For the reliability of this
method, we have discussed matrix of defferent neodahd
dimensions as bisection as well as decimal field.

* Building comutational matrix multiply . Depending on Galua’s
GF(d") fields we got (mn) construction of squared comutational
matrix multiply. Ai/A,=A>A; as bisectional as well as decimal field.

» Safety of the received methodWe have discussed multipling of
matrix, wich consists of M" were the amount of columns and
lines m=n as in the mantioned method squared matexused. M
is the input size of matrix. The complexity of ctggraphy is based

on complexity of the choosen matrix from multipling

The results of the synthesis of symmetrical andnamsgtrical sistemsare reliable,
wich is different for its high quality.

In spite of all the known quqntities except thoseaiete matrix, braking this
method is unavailable by the illegal user.

There-fore high quality of this method is basedddficulty of choosen matrix
A;and A.

We must mention the fact that, in order to be aboeationed methods reliable
and different with its high quality it is necesamatrix to becommutative.

Building commutational matrix is curried out easily A and B matrix are
comutational, if A matrix multiplication on B matrirom the left is equal to B matrix
multiplication on A matrix from the right. We camays that AB=BA besides, if we
take some kind of matrix and multiply it on itsefecieve matrix and first matrix are

comutational matrix.



Matrix multiplity is matrix field, closed multipit . To multiply two matrices.
We will receive such third matrix, which is situdtdetween the multiplication of the
same matrices.

In the end, already received new methods own asyrnmalemethods and are
distinguished with high reliabilities.

Gryptocomplication is complication from matrices Itiplication, which are
based on received reliability methods.

Above mentioned is described, are brought exampglasedules, draughts, as

well as the final conclusion.
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(i=1,...JA]) Loddmerml dggbodsdgds ao®y399eo Goigbgo, Goi dgodagds
dol 5665by@ @opom bmdgdlL Fo®Imopagbegl. BgdlBol dogmdsios do@-
Hogos: gogbodgdgao @A Lodomam 04hoogds HadlHob Eomgggm Sbe-
60d6gdmsb |A| @ geom.

35 >e0m0:

0bgm®@3ds30s: ABCDE ...
3dbopgdo: DDDDD ...
3003@madsds: EFGHI ...
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9:0. >0bodbym  sewam@omddo  aobowgdo, Log@dom os®ol gdmols
GME0, OMIGE03 3os0(39ds Loowyderme.

aooliozgdo 0bgm@dszos dgbsdanms Fo@dmgopaobmm domo obds-
b0 @opomo bmddgdol dgbodsdolow. sdol dgdwymad, Gogomo bmddgdols
oby 3030980 Loboo  {o@dmagbogn  0bgm@dsiosl  gdo@gods  Looweyd-
@OE JEoEIIYEo yobowgoo Jnggmon Al doowgds ©sBogGgmo 0b-
Q0AI>300 s begds dobo dowsigds. dodwgdo 3o dgbodsdolop godog-
@53L 0bgm®dszosl 0y03g Loowydamm asboswgdoo.

2. gogoby@ol dgmerwo. 53 Igomedo 5dmyggbgogmo  seam@omdo
Sbogmaoyg®os 39bodol seram@omdols, dbmame 03 goblbgsggdom, Gm3
06x8M@3>(300 OYMPoos dam3gose s dogdo [omdmowygbl L Log@ddols
300330982 63,

dsgdmomo: my L=3, d5dob:

06gm®@3s305: NOWISTHE ...
aobopgdo: GAHGAHGA...
3903@madsds: IODOSANE ...

>0bodbyero  FoomomoEsb bosmans hobl, G®I (3gbsGol senam-
@omdobogob  2oblbgoggdom, golowgdol Log@ddg ao0bo@s, @odsi3  go-
dmo{gos  06gm@dsi00l oymes dbenmzgdse. mydaoms ©sdoggdol s
35'd0g@ols 3GmEglo @0l sbogrmoy®@o 3OMEIEYMS, Hmama3 gl beg-
b 39bomol seam@omddo dmymom [Al. dopa@sd o3 dgomedo 3mES
LodOmgangs  do0bi  dgdm@obogno, @53 godmofgos gobowgdol  Log@ddols
2obOEsd s Jgbodsdoloe Loodgommdbsi dgoos®gdom do@oos.

3. 5936580l sangerdomdo §>@dms©y9bls gogobg@ols dgmmedo yodm-
49690900 sgoaym@omndol godmm L3gBal, godmygbgdbymo owgols gobgo-
000 gools, b9 g9Mbodols sgram@®omdo 35dmMmdobs@gmdls gogobg@ol sanam-
G0m30Esb.

N Loa®dol LOgmo FgdbBo 0dogdgds dobo Gmao L Loa®dol boo-
dere dog@om (gobswgdom), g.0. L=n.

9:0. o3 dgdmbgggsdo oslsigdo 0bgm@dsiools bog@ddg s ©sbso-
d@mgdbygo asbowgdol Loa®dg s@ol Foao. aobomgdols goigms bog-
b5 obggosolbgg gu®og@ol Laboo.
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dogdmomo: gmJgom 2353 m@o X s Y dbodggdo, Gmdagdo
(330056 063MAI>300L. beanem Aslowgdl 0wgdl X dbosdg o o{gool Y
dbodgl 39M0g@ol aodmygbgdom. asbowgdo go sligmos: sdsmegod [opbols,
53009903 g39@0l, 5dom9g0d  5dboiol, sdomyod LoGygzowsb wsFygoymo
063m@I>300l Loa@dol homgmom. sbs@hgbo 3OmE @S 3o bpgds oSbo-
@O0 bydnm segfgtomo dgmmEgdobe.

39065dol  sgmam@omdo  dsgogomos  0d  dgdmbgggols, @mglsc
9JO»M-gOmo, — gOmo dgbgogom do@Fogo, — 39bsGL saam@omdo, jgeng-
30L 2003399 Lggamdo, s@dmbbogds Loyzgmgbomseysbo dgmmegdls dm-
@ol, @oEaob gg@mbodol saram@omdo dowgdyao o0dbs gogobg@ol saoam-
@omdosb, bmenm gogobg@ols saram@omdo — 39bsGol saam@omdoEsb.
9:0. 39Mbsdol sgram@omdl Lbogydggemse 1oggh 3gbsdol sgoam@omdo.

3906530l senam@omdo  Fo@dmoagbl  3MsJBoggmow  aoyblibgen
(3>909bo3) SEym@omdl, Gmdgmoi Eegbog yodmoggbgds 0bgm@dsizools
Lobgandfogmmsdm@olio ool ©@mbgby.

dopa@od oJ39 9bs 5@0b0dbml, AMI ymggmo ©sTdoggaol s go-
‘doggg@ol d9degy, wodogdymo GgJbBo aosdi3gd ws dodwgd dbodggdols
dog@, S9Gomgdmar b obowythryl.

4. bobBgds DES Lodgd®oygamo Lob@gdgdol gensbiogydo dogoemomos,
Amdgeoi bgdmm  gobbognygan  sepam@omdgols s 0bgm@dsizools  yom-

339900 25MsJdbgdol (powsebogmgdols o hobsgmgdol) aobbm@og-
@ gdsbg @0l worudbgdyeo.

DES Lol@gds, Jggdmm dmzgdygen sbodgd@ge Lol gdgdmsb dgwos-
Mgd00, 530 gdom LYMsg]dgeos. gl LobEgds ©odydeggdyemos go@ds
IBM-oli 30g®, ©o o®og@mabol gobasgm dmpogozodgdoygmo s [o®-
dmoagbl 1977 Faowsb dggomgdygeo  dGo@gool  Lobgandfogem  LEsb-
>@A .

3M033™mIggamds  (Loodgommds) gx39dbgds sepam@omdol aoblbols
Lo@mygagl. dglsdgoms yggas 0bgm@dszos hsogomlb bgemdo s@o3obm-
60g@3> IMIbdo@gdgands, dopa®sd seram@omdo ¢bps ogml 0dwgbs® ©o3Y-
g0, M3 dob g9® dgdaml aolowgdols dowgds.

30-00b0  (argoobomgol Ladmgrmme  hodmysgodes  domgds@oiyg®o
dodo® oy gdsbo, G®MIggdoi [o®dmowagbl 3M03Gma®@sxgool dgi3bog@dye
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bogyydggeol. Amam@oEss: saEdsmmdol mgm®os, Moibgms mgm®os, bmys-
0 > 95M5, 3M3bobsGMMogs s o.9.

70-0560 Fangdol dgm@g bobggo®do 3o dgoddbs sbodgB@oymo (@os)
3003@mbolgds, @mdganoiz @ ombmgl asbsmgbols gowsigdobomgols dg-
bodg 30aL oby 39M0gal, gobswgdo RoJlodgds wos s@bom [13, 17, 23,
32, 34, 43, 46, 54, 56, 69].

13 S608IBG0IK0 LOLSIEIS0

FgBYmd0bgds o569 aosbsigdo Ggdb@o, dgbsdanms ogml, Gmym®s
sbembodbgdo, sbggg o6d5bol Gogomo bmd@gdo, sbiggg mA®domo 5b smmbo-
00 Loboo (o®dmeygboano.

osbars 9339 oo s@bom, begds gOmoEs0a0gg aobowgdol domgds
356mbog@ ImIbdo@gdangdl dm@ol s dgdpamd od yobomgbom 0bxgme-
do(300L ©oTd0gxg@s, 0bgm®dszos 5@ Ybos hoygodogl Z Ibsdgl. o dme-
bgdbgdl dob hoggdsl, @s ofds 9bps ggo ¢bps aodogdml ©s dg-
bododobo@ gg® 9bws dooml gosigdygmo Lofgolo 0bgm@mdsios, ob.
bob. 1. wos s@bom oesi3gdol dodBogo Lgds.

QN

X dbodrg i sdbo [ Y dbodg

y

Z dboty

6ob. L

od Lol gdsdo sgogm@omndol ©odogrgs o6 bpgds. o6y w©sTDoggdes-
30'd03g@ols 3Mmm@Egbo Mm@ bo®Eogmogds gl bmdognos, Gowasb dg-
0MEgd0 ygges dmdbds®gdgands o@ob.
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5d39 s@bobodbogos, O™ 3M03BMyMsB0sTo 1030 s@ols Jags bwge-
@o0. oby gL 0dpgbo oo @oibgos, MMI, mygzo dgnmedo godmygbg-
b0 g gdgb@ms Lod®ogerg doygsbenmgwgds od Goibgl, dodob gL dg-

0o sMol goydgbgero.
gbens 30 asbgobogme s@OLgdymo dgmmwgdo.

131 ,gvog;o—@y@ﬂob'ob Sang G000 do

1976 (gao o@ols sbogno g®s @03 ma®sgosdo. 9. oxgol ©s d.
39e0dsbols bodOmIomn ©slsdodo @ogom sbodgB@oygmo LobEgdgdol aob-
3000509051, MMEgbsig aolowgdols goigems, 06gm®dsEool Jog@sigos (©o-
‘d0g305) ©gd0RMS305(3>0x3M5) bpgds @os sOGboo.

>0bodbyeo 3OmEgYGs mom ol do@Bogos, dogMsd msobsdgo®mgy
303309 9O go0ms(3 30, Mgogy® AMTo, 3g® obgdbgdgb ao@gbgobl.

senam@omdo  ggdbmds GF(P) ggendo comysmomdgdols asdmmgenols
LoGn g gls.

aobowgdol wos sObom aoigers bom®zogmegds dgdwgyo Lgdoo:

X @5 Y dbodggdl deo@ol bpgds 0bgm@dsizool aowsigds ©o
domgds, ob. bob. 2. 0bgm®do300l ©sTogg@ol, 2odoggdol s goes3gdols
LJgdo@ @0 Fo®dmoagbs.

do@borgdgmos (3bmdogros) P 3séHogo, dogogro @ogol Goisbgo
=250 w5 A -dngmo Goigbggoo (1<a<P).

X abgessidaiaab t
dhots > Vaphed ssBogfryene
d Fipsier @slopsfis K onftosh
2o bamgdac
apbaghs
Jbpoda
Y fesdogfryena
hosg [€|  Dpefiligab dbpetiagid |
Frptior podogyss K
o bamgdaa
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X dbodg 06hg3l X; bo@ycomy®@ Lsopygdam @oibgl ©s 3ogdo®ols
©0s 5Mboo goslizgdl Y dbs@gls
y1= @' modP (1.1)
aodmmgaogn 3609gbgermdsl.
Y dbodgz dg@bgygmo Xy bs@y@ogy@do Looweydamm @oibgol dg9-
390500 >83m@doMgol K1 aobomgdl:

Ky = (@ = @*°modP, (1.2)
mogol dbMog, Y dbodg X dbodgl mos s@bom goalizgdls
y,= a?modP (1.3)

3609gbgamdsl, bogm X-0 5s83m®do@gdl ogogg Kz aolomgdl:
K, = (@3 = @ modP. (1.4)
doolosdyg, mMogg dbocgd doowm goOmo s ogogg K goboswgdo:
a?modP = & modP =K;=K =K . (1.5)
‘dogg@oool Igogamds (boodgommds) gugdbgds X, X, Loowydgom
Moibggool Jomgdol Lodmyangl.
y1= a*modPsd gob@mmgdowsk
X1=10Qay1. (1.6)
53 dgommols dgogamds g89dbgds LYm®go s0bodbymo sgoam@om-
dol Lodmyangl.
X1 9e0gdgbBol 3mgbs goomgdom @myeos, go®g gmdgemn Yi-ob
s Jmombogl PY? m3g@E0ols hogo@gdsls.
P Gopgob os®ol do@@ogo ®oibgo, 0go Ygodgdom bogmgdos 2"
@oibgbyg, Lowsi N ool m@Gmbomo Lodyggol Log@ddg o569 39J@m@ol aob-

bmdogrgds), 3530b sbo@olbgdsls wslbdoMwgds =2N m3g@sios GF(P) g9 by,

bo@em aommas@0mdgosls — P2,

oy N=200, 35806 @ssbmmgdom bofodms 22=210

03905300l hHo-
BoMgds @ssbamgdom 1030 03905305, M53 3M5]Hogyms© 39 asbbm@-
(30980 gds. Sbodbyamo Moigbgo oMol 3M03GMyMsgosdo Jggos bwgsdo.
356g30bogome 3sgdSeomo:
p=7, a=2, x4, %=3, d5dob
y1=2%mod 7 = 2,
Ki=2"mod 7 =1,
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y.=2%mod 7 = 1,
K2=1'mod 7 =1,
Ki=K;=1=K
odol dgdegmd brgds 0bgm®@dszool sdoggds swbodbymmo  Lso-
dere K aobowgdom s bom@zogamegds dobo aoabogbs mos s@bom.
30 Jgom, N =4—a56bmdogngds, 06xm®Is30s s@Gols m@GMmdomo —
m = (0110), g.0. M =5.
X — ©5709053L 0bggm@dsosl o Y — asdoig@agls.
Y — 3bstg 0@gdls K aslomgdls:
KK!=1 (mod (p-1)) .
9-0. xIx = 1 (mod6)
X dbotg sTdog@sgl GgJudl m=(0110), K=1
MK =5 =5 (mod 7)
Bogdamls gaboghols Y dbstigl, @mdgmoi K' = 7 aslopgdon go-
‘doggMogl
M=M =5 =5mod7).
Y dbo®9d doowe ols 0bgm@dsizos, @oi3 Lobsdwgommgdo yoos39d9-
@o ofbs X Ibs@ol dog® [20, 22, 24, 25, 28, 33, 36, 47, 70-72, 80, 81, 83].

132 RSA (B50g9b@B- dsdo@-gopgandsbol) saogerdbondo

2oblbgoggbom  woxgo-3gandsbol  sepam@omndolspysh, RSA sbm@zog-
wgdl ©odog®dymo 0bgm®dszool @os s@bom  AoEs3gdal. Sgrym@omdo
990bmds gogrg@ol 3bmdogr mgm@gdsl:
X®M=1modN, (1.7)
oo @(N) goeog@ol gg9bioss.
Lobmgome, O(N)-ol aodmmgamms oo Goibggdobsmgols Gmgeos,
dog®sd (36mdogros, GmI
D(N)=(p-1)x(a-1) , (1.8)
amegbsig N=pg, bopsi P ©o g do@Gogo Goibggbdos, doa®@sd P s J oG
M0l YH00gHmdsdBogo Mobggdo, sdo@md O(N)# D (p)x D (q).
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dm3zgdgeo M 0bgem®dsioolsmgols
M AN = M modN. 1.9)
sdogdgs dgdpgao  Ljgdom bmdEogmegds: bsoederem P, ( ©o
®(N) do@ibggdobomgols X Ibsdg dgodhggl obgm € s d doibggdl, Gmd-
@930z 53354mRBogdgb 3o@mmdsls edEIModDP(N), sdsbmob € ws N @oib-
390L aoo3bogdl, boem d-b osbsoydemgdl, 35dob Y dbocgd, dglod-
gms, € Moibgol d9dg9mdom ©sTog@ml M 0bgm@dsos:

M®=C modN , ()
5o 3odogdsgl Ibmermo X dbody:
(M9=M . 11)

20339900 3mddobodmgdom gbodengdgaos X s Y dbodggels dm-
@0l Looyderm 0bgm®dsiool aoigeols gobbm@dogergds obg, @™ o-
dmodogbeml dgbsdy Z Lydogd@ol dmbsfoggmdols dglsdangdenmds dog@os-
3oobs s gdog®siool 30m3gldo.

dsgdmomo: P =5, =3; M= 335d0b

N=pg=%3=15,dP(N) = (p-1)(q-1) =4x2=8
ed=d(N)+1=8+1=09,
9-0. e=3,d=3
Y dbotdg doomgdl:
M= C%=12=3 (mod 15)

133 gavgsdsarol sangerBoordo

oL dpmGomdo  odmoggbgds oo M HodbiHob  Gogdygmo  bygo-
dofg@obomgol. BHgJbBol sdoxgdgs o Jmbgds, dog@sd ol sgds@gods
S, R3s@539%® 930, @mdmgdoi FoGImemagbgb 086mm bgadm§g@sl.

X dbotg S o R 30G53g30g0L 583m®@do@gdl (36mbdogro — P do@@ogo,
a > 13mgero, Y =& modp@oibggoobomgol. X (1<X<p) booweademem bopowgs
(3obowydo).

R=dmodp K glggomdgdnbgggomo Gogbgos),

S=XR+KM (mod(p-1)) , )1

32



bowsg M=H(M), bognm H(M) 39806930l Gomdb@ogo gubjcoss (M<P).
Y dbodg BgJuBol LolTm@gl sdm{dgdl dgdwgao 3o®mdom:
a=y*"RM modp /MIRIISI . (1.13)
43920 B9JLAL ob ©m3ydgbdl dmemdo msb gHhmgol byendm§gdes,
bgerdm{g@s  s@ol  ogdooygemo  as@sb@os  ©mgydgbdol  sgBmOmbobs,
@M m3ydgbBo bodwgomem g3mbol 53BmMAOL s sMs gobdy Lbgsl.
RIISI 3565393 ® 950l dgdm@obs 9uem bamol dgogamdsl ©s dglo-
b53d0lo@ oMY@ gdl sdmEbmdol 3GmiEgLl, dog@sd Lodsgogdmo, Loodg-
OmMbool gob@Eoll bodx by, 0bOEgds Jog@dszool WOME, A3 5@ s@ols
dobowgdo. dog@sizool @AM 5@ 9bos ogml dogrosh oo s slggy
‘dogg@ozool 3OMEglo 5@ Ybos 0gmb ©s353doMgoymo Lodm e ggomsb.
Ygbodenms 0bgm@Isizool goigeol @AMl dJnbogl slgmo gsd@o:
063m@I>305 hoodo@ml Lbged s dgigommmlb s dob boggeroe dob dod-
©gdl dob dog® dgJdbogno 0bxgm@Isios 2oy bogbml, slgmo gsd@goobs-
2ob 03o8L bgedm{gmols sds@gds dogdm@gl [14, 16, 19, 35, 44, 67, 74,
76, 78, 86-89].

14. 608IBBOIR0 8BS SLOJISHNIKO LOLSBIFIS O
FIRSBI30000 56500

LodgB®ogeo LobGgdgool ggzgas saam@omndo Lako@mgdl 39cog-
@0l dmbsFomgmdol. xg® Lobsd dmbegds 068m®@s>300l dowe39ds, dobod-
©g bpgds golowgdol dofmpgds, @oms dgdoamd dJmbogl o3 gobowgdom
2oboabogbo  0bxgm@doz00L  sToBgAs s Yglsdsdobow  Jomgdbymo  0b-
RMAI>300L 25F0BgAS3.

bodghdogmo Lobgdgdowsb eEgb-rrgmdon y3gmsby 330G
daeos DES (Data Encryption Standart) @ gds.

Seam®omndo 537 doggol 64 doFosbo gobbmdogngdols @os GgJbEL
©> 094gbgdl 56 doBosb golowgdl, mydas gobowgdol gmggeo dg-8 do@o
yfmdobg dgdm{dgdolomgol aodmoygbgds, sdoGmd dodomsw ¢ybjiosls
SOy gdls 56 doGo.
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DES (Data Encryption Standar@hl@gds (100 — 1000) — «xgé dg@os
LY Gonddgegdon, gop@g sbodgpGonmo LobEgdgdo, ob. b@omo 1. DES
(L0dg@GHoe0) s RSA (5b0dg@d@oam0) LolEgdgdol dobslosmgdgmo 3s@e-
d9B®gd0l Fgo@mgdomo sbogobols dohggbgden gdo.

Ne 3sbsbosmgdgero DES RSA

1. ‘dogg@o300l LobJomg dooano O350

2. 2odmygbgdgeoo aosbs(zga gdo, sbo®olibgds
a96d3z0o holido

3. aobomgdols Lop@dyg 56 500-bg dg@0
b0®9ddo

4. 3M03Gmobsgnobols aobowgdols dod@ogam gdo
boGmyang bog®M 3930 dongenosbo 5 dans

dooMbggs
5. | aobomgdols agbg@siools dogoo{sdgbo Tgomgdo
OO
6. aobowgdol Godo Lodgd®ogemo >b0dg@@oyeo
3gb®ogoo L

bomans hobli, DES s RSA Loli@gdgdols @os@gdomo ©s 499Mymx500m0
dbomggoo:

DES Loli®gdol gobowgdols Loa®dg dmgengs, 3300 ©@@m biodogds
2oLo@gdols aoolinbyxgol, mobsi aodmygbgdygemos aowsbsigergdols ¢ubd-
(305, @53 0dsb bodbogl, G®I gobowgdol 3mgbs ¥u®m dgbodagdganos.
9-0. DESlLob@gds bogangdoe Loodgom, sgomosw as@gbgowos.

boanm  RSA LolLEgdol gobosmgdols Logddg aoGomgdom  dg@os,
30000g DES aolo@gdol Log@®dyg, aolowgdol sdm@bggolbomgols asdmoygbgds
sbo@olbgdol @9bjios, @o@ 0dsl bodbogh, M3 Lsjdsme oo ©@OMS
Loko®e  gobowgdol 3mgbolomgol, @gogy@d ©®mTo dgydagdgamoi 4o
>®ol. gl doggomomgdl 0dobyg, md RSA s@ol Loodgoem ©s bobosmgds
domogno dgegamdom.
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I osg0l @ by565

aobbogogen  0dbs  3H03G@MSR0s, 0bgm@dsool ws3gs — wobso-
adgrmgds, domo  godmygbgdol  s@Egogro, dgmmEogs @S 3MSIE0 Yo
aodmygbgdol dglsdangdenmdgdo.

30033 MyMx0s M@0 Jods@nym gdom goms@gds: LodgB@oygmo ©s
sbodg@@mogeo.

bodgd@ogmo s@ol olgmo LobEgdgoo, OmEglsi gobowgdol yoi3g-
s bo@3Eogermgds oby@ygmo s@bom, by dgbody 3ool, 3y@og@ol yo-
dmygbgdom.

sbodg@@ogmo Lol gdgdol @sdmygbgdols @Ml 3o, aobowgdols do-
©gos MM03g obmbog® JmdbdoMgdganl dm@ol bpgds LEYmose @osw,
©os>  >@bom, dopa®od 0dgboe oo, @md dolo ao@gbgs Iglody
5M5356mbog®o dmdbdo®gdeool dogd (3539M0) dgydan gdganos.

aobgoboggen s s g@oa odbs m@ogg LolLEgdgdol Dgbsdsdolo
d9000M©9d0 ©s SEAMA0mIgdo, dopds@omgdo s domo dobsbosmgdan gdo,
5EJO0M0 ©S YoMymgomo dbo®ggdo.
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090092900 @ 8500 35b6bxs
00530 1II.
SLOFIBPB0IRO LOLBIOL 3>BBHOGIR0
830)MKROL IFIBS33dS

bgdon 9339 ~@boBbgm ©s yobbogygar ofbs SbodgH@oygmo ws bo-
dgB@ogao LobEgdgdo, domo oEgdomo s Yodymxzomo dbo®ggdo. asbbo-
oo 0dbs Lbgoslbgs dogsmomgdo.

od dgdmbgggodo, Bggb goggbgdm SlodgB®oymo Lol gdgdowsb gHm-
9ONb, ©0g0-3gedsbols Igmmels.

2.1 Sb08IBE0IR0 IR0

sdmobs 1. 33543l m@o X ws Y dbodggdo.
aobogdygmos (3bmdogos) P (dodBogo) Goibgo, 3bmdogos € 397-
Am@A0.  g.0. 3bmdogros aobbmdoangds, oSbiggg bmdogmos ggdBm@ol ©o
doH@oEol gargdgh(hgdo, Gopysh gogom P @ogbgo.
doolosdyg, 3bmdoaos dos@@oioms Lod@sgarg, Go3 yggeslbomgols
bgendolsgomdos.
X dbscy 0@hggl mogol Ay Lsowsdmem sg@oiol ds@@ogoms Lod-
@53 0©sb s 393do@0l @os s@bom goslizgdl Y dbodgl aodmmgaon
y1 3bodgbgeomdsls
y1= ex Ay modP . (2.1)
Y-0 9go@hggl mogol Ay Loowsdmem do@d@ogol ©o sgm®ddomgdls K aslo-
0gdl:
Ky = (ex A) XAy =ex AjxA, modP . (2.2)
nogol db®og Y dbodg X dbodgl oo s@bom goslzgdl godmmg-
googn Yo db0dgbganmdsls
y2=ex AymodP , (2.3)
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doG@oEe >@ol bygarmgobo, oy dobo yggms gargdgbHo byarol @Ho-
0o,
doB®oEs oMol gOmgyemgsbo, oy dobo ©osambsenbyg dmmagligdey-
@o 9ergdgb(Hhgoo s@ol gdmol Heogro.
do@®03Es> oMol yoeyygomgdgeo bodbogl, MmA 53l gdbdye gdy-
@0, 9.0. ©9BJNIobsbBo o0 oMol byal.
AAt=1. (3.1)
A 353@0i3ol HOBL3MboMgdamo dsd@®oEs 50obodbgds AT s o3ds-
4o goggdls 30OHmbdsls
AAT=0. (3.2)
dop®ois oMol LodgB@oymo, M9 0go 5@ 03380 g0s AMobL3mbo®yg-
b0l AEML, by

A=AT, (3.3)

A T=A. (3.4)
doB®o3Es oMol mOmmymbsgry@o, mey

At=AT. (3.5)
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do@®oizs oMol ggo@s@yeo, oy dobo Uggdgdols s LE@om-
6900l @smEgbmds FAmeos. 0dolomgol, G®I dggJdboo jmAyEoGoy® Isd-
@o@oms Lod®ogany, 3oMggan @oydo 9bes aogomgomolfobmm, G®I ymgyg-

@0 doBMos 9bps 04ml 3goE@SE Yo

A1 | A | Az | ... | Aan
Az | Ao | Aoz | ... | Ao

Amn =| Az | Asz | Asz | ... | Asn (3.6)
Aml Am2 Am3 Amn

Am@Es M = Nnosby LggHgdol o LEHMJmbgbol Gomegbmdbs Fmeros,
oby BoB®oe ggo@s@yaos, d5dob Iglsdgrms 3mIPBs@oy®do s@@oiy-
ol oggds [1-9].

32 3M8IBSBE0IF)-335RG5DE IR0 335F0GIS0

9:0. odobomgol @™ FoB®oigd0 ogmlb  3mdgHos@oyco, gOm-gHmno
5930809905 300MdSS, ™I JoG®03900 04ml 330 SEYao.
3350M5G o IsB@ool boyswo Loby:

a,a;,..a;,
a'21a22 "'a'2n
.................. (3.7)

am@s m=n -5, sbgo IsG@oisl gfmegds ggo@s@yano. oMz 0bwgd-
Lo gmggemgols s@ol LE®oJmbgdols @osmwgbmds, dgmmg go — bggdgdob.

9:0. Mao@ols LE®oJmbgdol Mosmgbmds, N — Lggdgdol [28, 62, 90].
>@bodbyero doG®ois Jmygmgo dgagodmos hogl g mm:
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Haik H (i=12,..,m; k=1,2,..,n).

n
dga30d@os sG@ois hog{gdmm sligmo Lobom: A = ||aik ||1

30J3om 335J3b m@o dsGdoizs A s B.
3oblLobmgMgds:  m@0  jgo@s@ymo  dos@d®oiol A= ||aik || ©d

B = ||bik || wodo ge@ols dgledy C = ||Cik || Is5B®oiol 04039 MXN 956-

bmdogogbom:
C=A+B,
0y Ck=3ak t by (i=1,2,...m; k=1,2,..,n).

C1C2C3
dld 2d3

4,3,8,
b,b,b,
a'1a'2a'3
b1b2b3

>Jgob hsbl @ma:

dogomomasg: +

b

_ a1+C11a2 +C2,33 +C3
b +d,, b, +d,,b, +d,

a

9

_ aalaaZaaS
ab ,ab ,ab ,

a(A+B)=aA +aB
(ap)A —aA +pA (3.8
(B)A = aBA)
A-B=A+(-1)B
doB 03900l 2od@sgan gdo:

c.d
a1a2a3 x Cl dlele — alcl + aZCZ + aSCS’aldl + a2d2 + a3d3 ’ alq + a2€2 + a3e3 (3 9)
b,b,b, e bc, +b,c, +byc,,bid +b,d, +byd;,be +b,e, +bye, .
. 12| [2.0 P+2BIO+20) |82
SAS : = =
QIR000 a4l 31| " 32 +am3m+4an [18.4

dog®od  my  gogomgomolfobgdmn  dmyanl, ©s sgowgdmn  bymols
Gmeols, d5dob dogomgdm

8,2 32
mod(5) =
18,4 34

3350MsG o ds@@oiol mgoligdgdo:
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L 33o00s@ 9o do@®oiol bgdoldogdo m@o LggBol o6 LE®o-
Jobol gowoswgoggdom dogomgdbm Lbgs do@®oiol, dog@msd aobbmdoangds
o6 dgogengoe.

2. 0y 305G Y doB®ozol ozl m@o  gOmbsodo  LggHo ob
bE®oJmbo, 353ob dobo aBgOdobsbBo bymols Gmanos.

3. 0y 33oeOsd o dog®moiol m@o @mdgeodg Lggdol ob LEH®o-
Jobol 9er9dgb@gdo 3OM3M@30@o0s, 35F0b dolo ©g@gMmdobsb@o byeols
Ameoos.

4. oy G030l bggdo ob LE®oJmbo os@oll Gmdgawodg Lbgs ULgg-
Aol o6 LEH®oJmbol {@xogo 3mddobsios, d5dob sligmo ds@@oiol wgdg®-
dobsb@o byeols Geenoo.

5. bog@om dod@ogero bggBol ob LE®odmbols dgagodeos aodmg-

Yoo

Aay1 Q2 1 a2
= Noy1@orAdpdne = A(@n1dordndin) = A
Aap, A2 1

6. 33500500 oMol R gMdobobBo oM  dgoigangds, 0y
Omdgerodg Lbggdol ob LE®oJmbol gangdgb@gdl ©ogsds@gdm dobo LE®o-

Jobol o6 ULggdol dgbs@ygol gangdgbdgol, bgdoldogd @oibgby goddsg-
0 gb00:

i1 o2 aq1 i

= = ag(@potAagy)-au(dptAayr) =
1 2 So1tAayn 8y tAay

= &y18p2 — A2801 + A(Gu28y1 — @28u1) = Q182 — 281

7. 33o0@s@ o do@®oizol bgdolidogdo Uggdgdols o LE@odm-
bgdol gangdgb@gdols xodo o gddymo sds@gdgdom dobo dgls@ygolo
LggBgooms s LEMoJmbgdom byaol Geaos.

a-lAjl + a.zAjg + ...+ arnAjn = O,(f)(f)(go I¢j
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8. ©0909®IobobBo m@o JsG®oiol bod@sgmols Yool o3 m@o
doB®o3ol ©g@gAdobsbBms bod@sganls
det (AB) = det(A)xdet(B)
A, B, C 35¢®M03goo 9bps 53354mxz0amgdobgb 300mdgdl, Gmym@o-
(355 3MIYBASB0YAMS, Sbm305309OMds s oLEMOdoEOYEMdS:
A+B=B+A
A+(B+C)=(A+B)+C (3.10)
(F+G)(A+B)=FA+FB+GA+G
g30Jgom A, B s C 35dM03gd0 d3dogmaoemgdgb dgdogy mgoligdgdl:
(AB)C=A(BC)
A(B+C)=AB+AC
(A+B)C=AC+BC (3.11)
(AB)T=B"A"
A(s B) =s ABlopsi sSotol doibgo [9, 39, 57, 106, 109].

A o> B m®o 5o o3doymazomgdls dgdwgy 300mdsl: AB bod-
@og3a0 by dgagodeos gmdgom, A®I “A Jo@@oEs dOsgmegds B ds@@doiaby
do3bbo@sb” ob  “B do@@®o@s dMogmwgds A do@G®ooby dodyxgbowsb”,
09 0039 I5AM0ES 5@0l  JFOOMSGHY@o s gOM0WS03039 3>bbmdoang-
b0, 35dob dgpgodemos gomdgom, Gm3 m@ogg boddogamo AB ©os BA, doy-
bgoogo  0dobs, ®md dsmo gangdgbBgdo 2oblibgoggdagmos  gOmIsbgmo-
Logob

AB =BA. (3.12)

Sbgor doBBoggol  gfmwgds  g@®0gOm3mdgHoBogae  sheoEgdo

oby goslidowo.

a1 | Q2 | &3 P11 | b1z | bis

S1 | 82 | 3 | x| b | bop| bos|=

AB

&1 | 8s2 | &3 bs1 | bao | bss
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3 3 3

2 ajby 2 abp 2 abis
j:]_ j:]_ j:]_

3 3 3

2 &b 2 ajbp 2 &bz
j:]_ j:]_ j:]_

3 3 3

2 &b 2 &b 2 &bz
J:l J:]_ J:]_

(3.13)

0y A s B 35803900l @obpo Hmenos, 35Tob sbgmo ds@@oigdo

560l gdgogomabiamo r(A) =r (B) [15, 18, 26, 29, 37-42].

hggbl dogmd dgJdboen Fgmmedo asdmoygbgds LYm@ge slgmo mgo-

Lgdgdol dJmbg do@BMogdo. yodws sdobs hggbl sdmobsdo ggJ@m@L god-

@53 gbm  IsBM03oby. gygodeos  Fo@dmgoaobmm  g9@m®o Gmymes

9Oma5bbmdogrgdosbo Lgg@dol IJmbg ds@@ogo.

al b C X al b C
e| f|x = d| e]| f]|x
gl h| i z gl h| i

> bogOommE sbodbyeo Js@G®ois

al b C
e f
gl| h| i

‘dglodgnrms [o@mdmgowaobmm dgdogyo Lobom:

a b c 0 0
d e f 0 0
g h [ 0 0
0 0 0 0 0
0 0 0 0 0

dowgdagmo byo asbbmdogngdosbo ds@®oEs o bgdmm smbodbyano

bod gobbmdoangdosbo do@G®o3s, @0l sl Y@ YOS JOMOPS0Q039.
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3o80mgo@olfobgm  @s, bgdmm  s@bodbyao  IsHGoEoms  yggeoo
0golgdgdo s dogowgm dgdogao dgogagdo.

aobgobogrmm Jogsgomgdo:

1) 0030056 5300mm  3oGo®s gobbmdogngdol dos@B®ogdo, dop@sd
dogmg 0(ygdl do@®oEs 2odgm@gdsl. g.0. dobs o@ 0Jdbgods.

2) dgdamddo ©og53300©9m dgasdwgby do@oiobg 0fygdl asdgm-
Mg0sol, olggg ©ogs303dodmm IJmeymlisE, doa@sd Mo0dg 3obmbbmdog®mg-
6ol 9@ dogo g gz

3) 99092 9Bo3bY 333 @mm — bob 2obbmdoangds — bob Imeyao
05 05353300090 odgm@gdols 3M0b303L, Jogom gohm s gbsdwyg, G™I
doegmol yobhrs Yg6m o g3gJoL 2sodmash For®y yobbmdomysols
3ob®s, @53 0dol bodbogl, HMI GmEs 2obbmdogrgdsl gbOwom ©s Jm-
el 0303gb  §OMIdr  IsHOoEs  do0b domrg  Jgedrgds, Ygodwgds
IBOO SEOYE or@) JEgedrg, dop®sd GmEs pobbmdomadol giHm-
3000 03039b ©> ogbodron oyl go. dsG@ogsdo Fgdsgomo garg-
4963900l Lod@ogangl, 35Tob do@@oEs PRO™M 3056 0fygdl 2odgm@gdsls.
0Jgob @oliggbs: Jmeymol aob@s odanggs ROM Jody dgogal gowmyg
2obbmdoan gdols yob@s.

4) oboge g0 s30@me  obgmo  FsHHoggde, GmImgdos Jmyg39db
olgm LodGogagl, Gmdmols Goibgo 0d6g0s wosbamgdom 103

bgdolidog@o do@B®oigdo: Jmyaom S:

1) aobgobogmm Lbgoslbgs Laboli ds@G@oigdo S5-ob Imymon — @3S
n=4, m=5 ;lodcogag 0693s - 5 Lod@sgmy, geopgdols Gogbgos — 16.

‘dgdeymd gosglbobxmon Lodgd®oygeo dos@®ogdo Jmeymmom S:

1) n=4 m=5 5% 1030530y, (33emogdols Gogbgos — 16, 53 999mbgggeBoc
35030 39Rgp0 d0o@gos.

sdols d9dgy gbobmm bgdoldog@o do@®ogdo MmEmbe 2sgbs@Omm
dmeao:

1) n=4, m=11 1% — Lod@sgany, 16 - 33@o©gd0ls Gozbgo.  godgm@gds of-

490 dogrosh g300b, goJ@oy@ow dgodagds omdgol, @md dobs dgope.
sbgos 3o, 9bps gobgoboermm olgg  LodgB@ogao  dsG®ogdo,

MEmbo LodGogag Josbemmgdymo 9bos 0gml bgdmwsb 1030 @Goibgl.
aobgobogrmm sligmo dopsaomgdo:
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1) xg® aobgobogomo sligmo dogsgromo:

2obbmdoangds N=5

dmoeo d=11

Lod@ogamg N=112

dopa @03 (335@©gdol MomEgbmds s@ols 25

2) aobgobogrmo dgdwgyo dosgseomo:

2obbmdoangds N=7

dmoeo d=11

Lod@ogang N=114

dopa @03 (335 ©gd0ol MomEgbmds s@ols 49.
od dgdmbggzgodo 33006 0fggol doG®oEs godgm@gdsl, obyy Lod-

Mogeg 0Jdbgods.

33 63306803530 bSOl 8SBE0CIZ0

dgdpamd  gobgobogormon  bgdoldog®o  Loboli  ds@®ogdo, mEmbe
Lod@ogemyg Joobarmgdamo 9bs 0gml bgdmwsb 103 @oibgl.
1) 30639 gBo3bg gobognsgom sbigm dopsmomls:
obbmdoangds N=7
Joygao d=11
Lod@ogemg N=114
dog®od (330@gools Momwgbmds s®ols 49.
2) dgdgy goboansgm Sbigm dopsmomls:
2obbmdoangds N=9
Joyao d=11
Lod@ogemg N=1131
dog®od (330 gools Momwgbmds s@ols 81
RQoJBMdM0go0 25dgmAgds smeMi3 3o woxkoJlodws.
‘dgdamd gobgobogrmm bgdoldog@oe smgdygao LodgB®oyeo @ em-
d0mo doB@o39d0:
dorggo = 2
3obbmdoangds = 16
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G3EoEgd0ls Homwybmds = 216 = 2128
n=16, m=2 £ _10d@ogmy, 128 — zgmswEgdols Gogbgo.

MOMb000 doGM0i3gd0l 25dmygbgdoll AOML YBO™ JoGao Jgogao
d0gomgm, BoJBodow asdgm@gds dgfyms o dgbsdsdolop dgoddbs ds@-
@o@Eoms Lod@sgany.

QIUTEN mM=10 — 35@®o@E>do Jgdsgogmo gengdgbBgdo (Mod),

N=30 — 353 @00l a56bmdogngds,

N=m"=10" - 8o@Gogoms Lod@sguy.
5Jgob bobggzo®o oMol dm@obmbFsmydsm Lodgd®oyamo s bobggs®o
3900030 aGo© Lbodgd@onmo Jo@dGoigdo. g.o. M2 —s@ols LodgBdoxero
3G0bmbFsmu@om s M2 —s@ol LodgHHmogmo §gMH0JomaAS©. 3oM©S
sdobs  olboi @bmdbogros, GM3 g  IsH®oEsTdo 3geswgdol  @oibgos
30*15=450, gl Logdome oo Goibgos. dgdbol, o569 Lod®sgmowsb sdme-
hggol boba@denogmdols w®™

t=m"xNxT , (3.14)

N —m3g@oEosms ho@omgbols Goibgo,
T - g9.0.0-0l OO,
t—9b o@olb Logdome oo Mogbgo s domsmo dgogamdom bsbosmwgds.

5956 20dmAobs@yg, my Dg3d3bom Sligm 103 @Gogbgol Gmen Lod-
@oge2gl bgoobdog@o  gdmbgggom  sgdgmo  Gogbggéol gdgagmo @
sdog®mygms Lodgd®oymo do@®o3goosb, dogomgbm Lod@sgmol b -
dome oo @ogbgl, Go3 Bgdmm 9359 FoGYr ©3ebodbgm, Gmdgmoa
aodmodhggs woo g gamdom, Lszdome oo OMOl gsJ@m@om, bsodg-
M > dgga05b0 0dbgds dolo godmygbgds 3M03EMAGSR0sTo.

o3 dgdmbgggedo  Goasb asbgoboggm  Lodgd®oyeo  ds@B®ogoo
dogoge Sbgmo Fgrgyo: goggmo dgm@y oby gogamo 3gbdHo oge Y ©g6-
dols LodgHh@ogaro, bogwm yoggeo @yfo X @g@dol Lodg@hogmo, odsh
o o3l s@ligdomo d60dgbgenmds, GmIgeno ogm Y @g@ddol Lodgd®oyeno
s Gmdgao X wg@dol bodgB@oygao, Jmsgo®o GoJBm@o s@ol ol Gmd
Lod@osganols bobggo®o s@dmhbes Y @g@dol Lodgd@oygao, dgmdg bobgge-
0 30 X @gAdol Lodgddosao. g.0. LodGsgmol babggodo - M2 s@ols y
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Aol Lbodgd@onmo. bomem dgmdg bobggodo - M2 s@ol X wg@dols
LodgB@oygao. mydas gl xsddo Loddsgagl doabmddogem @ genols.

Bo@d®030P0  Fgdsgomo  gangdgb@gdol Gogbgo s@ol N (bmg o).
bome sfgesb 93bmdos — M2 (Bg96L F9dnbggge80), Gowysh gsbgobogngm
LodgB@oygao doG@oi3gdo.

90. 9 9Om ggJdmal goged@sgmmgdm doG®oEoby s dogowgdm
o053 39JBHMOL, 2396905 30 a5bBmegds s 450 gEbmdo. slgmo ds@@o-
(39000 5dmblibs o@lisboe dgydangdgeros.

sbgmo a5bbmdogngbols Fo@@oigdo s@ol Loodgoem s godmomhggs
domogno dgegamdom [48-56].

34. 6J30680J50 ICIRIK0Os 836
L08IBF0IK0 8S3BHOCI0

aobgobogrmm  Lodg@®ogeo do@d®ogoo, membo  Loddsgerg dosb-
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aobbmdogngds N=8
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3) dgdpgao dogogomo:
doygeo = 2
3obbmdoangds = 16
(3o dols Gom©ybmds = 21678=128,
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