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Abstract

Security and quality of service in wireless networks have recently become very
important and actively researched topics because of a growing demand to support live
streaming audio and video in civilian as well as military applications. Without
adequate security, enterprises will shy away from the use of wireless networks,
governmental, defense organizations might be unable to guarantee the safety of their
personnel in battlefield scenarios and users will be liable for actions that they never
committed. The security concerns in wireless networking remains a serious
impediment to widespread adoption of wireless networks. Thus, the security of such
wireless networks is an important area that needs to be addressed if such networks are
to be widely used. Very important is for the researchers in this field to identify open
problems and provide solutions to the identified open problems. Each such effort
makes these wireless networks a little bit more secure.

The objective of this research is to identify a set of measures that will increase
the security of wireless networks. Therefore, the following topic is analyzed in this
thesis: increasing the routing security in wireless networks.

Based on this, the thesis makes aware of the fundamentals of the area of security
of wireless networks as well as the open problems. This will hopefully spur much
more activity in this area. This thesis provides a comprehensive overview of the
security of wireless networks and discusses the advantages and disadvantages of the
various schemes that have been proposed so far.

Routing protocols for wireless networks haven’t defined any prevention
measures, or security mechanisms in their specifications. Securing wireless routing
protocols had then appeared as an urgent need in order to promote the network
deployment and to widen its application domains.

Consequently, in this thesis different solutions and concepts were proposed and
defined. The primary focus in a preliminary step is on the study and the analyses of
the wireless routing protocols vulnerabilities before proceeding to the conception of a
security solution. In order to evaluate attacks consequences, the OLSR protocol is
chosen as the targeted wireless routing protocol to attack. Focusing on the Optimized
Link State Routing (OLSR) protocol, taxonomy of attacks and vulnerabilities is
provided based on which a security solution that rewards nodes depending on their

cooperation in the exchange of routing information is proposed. The proposed



scheme, which correlates direct observation of transmissions with path information
from successfully delivered packets, is shown to mitigate a relevant set of security
issues. However it is characterized with some disadvantages as well such as: usage of
observation mechanism, which have some level of inaccuracy; spreading of warning
messages in the network, which gives the possibility to punish the correct working
nodes and spread this information in the network, etc. Based on these disadvantages
the modified security algorithm (mechanism) is proposed in this thesis which uses the
system of rating focusing on new method of awarding and punishment. It also controls
the OLSR messages such as TC and HELLO in order to know the behavior of nodes.
The introduced modification gives the possibility to identify and punish more
accurately the fault nodes. It also considers the recover procedure for these nodes.
Apart from this, the following disadvantages that are characterizing the security
algorithm are mitigated: spreading of warning messages, faults related to movement of
nodes, etc.

The simulation results of introduced algorithm are given in the research. The
simulation is done with network simulator NS2 ver.2.29.2. The graphical schemes are
reflecting the behavior of nodes and their rating in different situations. The simulation
results prove the effectiveness of the modified algorithm.

The thesis consists of introduction, four chapters, conclusion, references and
two Appendices.

The main issues of the research are generally discussed in introduction.

Chapter 1 focuses on wireless networks and their characteristics. Those attacks
are considered that might affect such networks. Possible vulnerabilities are discussed
together with the cryptography methods.

Chapter 2 considers the routing schemes in wireless networks and the increased
vulnerabilities related to routing issues in such networks. Different routing protocols
are analyzed together with possible attacks.

Chapter 3 focuses on OLSR routing protocol which is designed for wireless
networks. Its functionality, messages and format are analyzed.

Chapter 4 discusses already existing improvements of OLSR protocol from the
point of view of security. The development of modified algorithm is also presented in
this chapter.

And finally, the conclusion states that:



- Security based on reputation mechanism is more effective than security
based only on cryptographic methods

- Functional dependency on rating system of functionality of nodes is
introduced.

- in the developed modified algorithm of OLSR protocol only two
elements are added, there is no need for spreading the warning messages
which secures exactly the correctly behaving nodes from faulty
punishment

- The modified algorithm checks the messages characterizing the OLSR
protocol and their checking is done via the method which makes more
secure the checking itself and avoids the generation of movements
faults.

- Has more flexible punishment and awarding mechanisms which ensure
more effective functionality of nodes.

- The introduced rating system makes more effective the functionality of
nodes (the change of initial rating states, punishment and awarding
mechanisms, recovery from wrong states)

- Is more effective against various attacks

- Is more efficient from the point of view of excessive transmission of
information.

The thesis also includes appendices: Code used for modeling is given in

Appendix 1. Scenario for movement of nodes is given in Appendix 2.
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Imdbdstrgdmobogol.  dbsdre  dobEgdby lewgbe  Jlgemgdol  abligsemszools
©oMgdnmagds  sbggg 99d0cEs  ©d  BOm  bsgmgdos, goeg  3sdgmrgdo  Jlgemols
©3dmbB 879001 mogdnmagds, [1].

960900 GO 333OEIIdgm  Pbirgbe  Hyfbmmmaost  faMmseaabl
IEEE 802.11-%5 sggndbgdmemo  lsegbem  saommddogzo  Jugemo (WLAN),
Gedgeolsg sbggg WI-Fi-b o qfeegdab, [2]. ogo  93ggbfomse  asdmoaygbgds
3960bmbsenn® 30330 gegdls  ©s  @g3Bm3gdl  Bmeol  dmbsigdms  glsmgbme
3505(3930bmz0l  Bgbmdqdl  Bogbom.  gogn®  Jlgmmsb  Fgestgdon  dm3gdymo
Badbmremmans I ygmdoemedgdls LaBmemadsls 3dmg3l 3938000 3mB)gbs0Mse  dswosh
domamo bohJserom ss3gsemb (s3¢93 Bgostigdom dmgemg 3s6doggdby). Bsdon®ee
83 Jlgemgdls WLAN (Wireless Local Area Network) alsegbe  mmgsen® Jlgemqdls
9F9596, Gseash olobo LAN-3533060l 9d3035mabBl 7beb3gmymagb 3gbmdgdls
dogboo.

383y asbbogrmo  lsegber  Jbgmgdo  dmdoenm@o  3396d580L  9HNTsbgm;sb
38155 393F0M9dmsr  sdm oEgdnmo 3606 GoJbogdme 3336058 (Hoom sb6dgdo ©s
dodmad-as@33(399900).  asts  sdols,  Imigdnmo  Jlgmgdolozgols  ss0egdgemos
35633990 bsbol  godbodgdnmo 0bg@sb@Gnddn®s, Gsms gofbodgdamo  3336d580
96033690l 085353800, 3638063383 7mmdol olgmo  Jlgmol seLgdmds, Gmdgmo(s
godbodgdnm  0bg@slBGrnddnmsl  gyhebmds,  gggms  Lsbol  asdmggbgdomo
363@sdologols  dobsmgdo 86 sG0ob.  1368L 369  Gegddo  Fgdmmsgzsbgdmem  ofbs
sbamo  lsgbe 5@ Jodgddn®s, Gmdgmoi O Lagommgdl  s@sbso®  godlodgdmm
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0bg3@sbB OB m@sl. 83 s@Jodgddneol dobgogom Fglsdmms, Bmd ygzgms  33sbdo

dmdoem@o ogmb s s gomo dsoasbo 36 sermmgdegl asblszgmegdnm e,
sbgmo 30 JoBgddneol  gho  dsgsmonls  [sedmseagbls dobbmdMogo s Jod)gddneols
dmgmo 802.11. 53 3336d98L 5OMBs6gmmsb 3338060 lngol Hlsegber Jlgemols dodmgd-
30039399900 56 bgoMegdsm.  3336d9001  ©sLs3ezdoMmgdmsr  syzomgdgemo  3336do
dobofgomdo  brgds d9bmdgmo  3396dol  d9dzgmdom.  §OMIbgmmsb  sBermls  dgmazn
33969980 I9bmdmgdl  smdmsBabgb. MmEgls  3396dL  Lbgs  3356dmsb  3s3Boco
bgodegds, 0go s3Bs360L dmbs(39990L dgbmdmgdolzgb, gl 93s6sligbgemado 30, msgols
dbM0g, 3osli39996  dmbs39d9dl s dgbmdmgdl s 8.3.  smbodbyemo  dsbsd
a6dgmEgds, bsbsd 83 dmbszgdms dodmgdo 0dbgds domgnmo. dbgsglo s®Jodgddn®s
dmonbmgl, Omd Jlgmols gmggemo 3396do SO mgdegl dsOIMnBobeBmeols e,
®obmgobs 1bes dggdemml dodstrmmgdol asblebmagms, Mo 3939390L bgodogdsm
©36086emgdols 37640l dolbsw§azse , [3]

sty oy oo bsbos, @3 Labemobs s d30609 mxgobol Jlgmgdds ©s Izo6y
bog3999 30 303308 9M0Bs(3080 9333960l 359cmggbgdoom (35350050,
3065396096300 Lsgmsbem  mmsbdo, (30em3g damd Igbmdsdo s 8.8.) LMz
d03mzs 33 mscimds, olbgzg, Gmam® 3edmygbgdol  Lbgs doGomseds  liggg@magdds.
9L dmoiegl  gm3gdGone  3sdmygbgdom  3Oma®sdgdls, Gmdmadai  ©ee3ndbgdmemas
olgo  3Omadglamse  asb30msmgds@  Bgdbmmmangdby, Gmgmeoi  s®ol Bluetooth,
[4], WIMAX [5,6], WiFi, s +.3. aets sdols, s@sdashbgdo osgoesbzy dobzobab,
Gmd  dobBbmddog  Jlgml  883sMs  3mBgbzosmo 83l dmbsizgdms  dmdogrno
303303 90bs300l gggms Feseooge bggdmdo.

0dols  a8dm, A gleegbe Jbgmgdol  asdmgabgds bBrgds Ladbgom b
3eagmogo@o b0 dbmmgdom,  gsblsggm@gdon o dbso 3m3g@soemo
dobbgd0lozgol, Nlbsgg@nbmgdol Lbgsslbzs Lszombgdo gsbbomasl Lsgomgdab. 3
bogombgdol  @sdsemo  sbsbstxadom  asesfyzgde  Lsmsbsm  mbyby  s@Lgdomoas
bsegbm  Jlgmagdols gedmme 3sdmyggbgdolmgols.

Mbsgbm  Jbgmol  doMomswo  badndsm 3606303900 smfg@s  dm(39dymos
bme.ll, Lboesg sbobpmos 3Msgsmdoxosbo  Jlgmo. 3356d0 A dmsmeme  s3gstgdls
39330601 slgmogg 3390006 B (90m0  Sdoxo), Omeqlsg s Fméol 56 ligdmdls
3930060  3gbsdsdobo  dsbsbosmgdemgdom.  LsdoMoldodme  sdals,  syzomgdgmos
dO538mbox 060 3938060, OMEgls;z 39390601 ©s3sdYsMgdge  3396d90L Fm@ol gHmds
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36 dgBds  3396dds  dsOTO B obeBmGol  Gmmo  gbes  Jgelrmmml.  dsgsmomsew,
bgell o6 s6bgdmdls s6sbsodo 3938060 336090 A s C o6 A s E Bméol.
Fglsdsdobs, 3396d96ds B s D 436d90 A s C 6 A s E 3339060l
©slsdgsgdmse  Fqsmg®o  dsOIONB BBl Gmmo  bes  Fgebermmmb. s
doM0ms3, Qbaegbe  Jlgemgdol asdm@Bhgne  dsbsbosmgdgeml ol Fedmawgqbl, Gmd
g3ges  3396dl Fgdemos, dmmbemgzbolsdgd®, dse 3O BobsBmGal Geo Bgelergmmb.
353989001 3533 ol Fglsmbgzee lsbmgdme a®dgmo s BOE 60l dogdolysh

Eslo(30350, 833508 s sOLgdom  dmnbmgbsl  [sMdmswagbl, Gmd  dse OB

(303 O00ligsb msgolngasmo ogml. [7].

15‘35).1.1 bogber Jligemols dsgsemomo.

1.2 Logtobggdo, 0sgesbbdgdo s bacggbgdo

6900Ldoge  LobBgdsl, GmAgebsz siggs bdodegds, asshbos Lolb@ggdo b
bstggbgdo, OmIgmms  bsffoeml 86 gzgemsl  gomse  sdmodhg3l  msegesdlidbdgemo
mbogddee. Fgbsdsdolse, Lob@gdol lsg®mnbmgdol dq4s60bdgd0ls dg4d6ol  g&0m-96m
dogmdsls omdmawgqbl gsbbormgs 0d Lag®mnbggdols s Legsdsnom msegoslbdgdals,
Oodgemns 0653y gsl Loliggds, 0dol asmzseolffobgdon, ™3 Loliggdsl bstzgbgdo
asshbos, [8, 9]  leg®obemgdol  39dsbob3gdds  mbos  bEmbzgemymb  Loliggdol
Qbsgz@mbmgds  dmigdnmo  Lagdmbggdol,  msgslbdgdols s badggbgdol
3950330 obgdom.  Bsbsd  asbz0boemsgegem Mlsg@mnbmgdols  394s60bdgdl, dg4dboenls
Qbsgber  Jbgemgddo  Lbgesllbzs dobbgdols dobom(gzsm, gsbzobomme  Lsgmobggdo,
05308563900 s badrzgbgdo. 30m39em G0gdo asb3bsbozdmm gl (3698930: Legdmby,
bot1g9b0 @5 mo3eslbds, [10-12]. gg30dmos dmzogssbmo Fqdrgan a3s6ds618)9d980:
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- y39ms dgomeo 86 Lsgsbo, s asdmoggbgds Lolbggdols, dcmfymdogmdbols b
dmdsmdol  LolglbBoo  Lstgagdmmdologol, Lsgdmbgl  Gedmewpgqbl. Lsgombgms
dsgomomgdo  dmozegl  3o39698L,  asbs(ygbgdmm  036sdBOMImgdl,  Lefe@dmm
330mbsgls s 300d0bsgrn® mGysbobs308l;

- badggbo oMol Gs0dy Imfgmdogmds, 86 3Oma@sdnmo  fBANb3gmmymes,
G5 0bggm@ds(300l  mose  Bmggol  doloo  Le@ggdmmdolmgol.  Latggdememdsls
Fgbsdmms  bbgeeslbgs  bobg  3Jmbegl. gl Fgodemgds  ogmb  0bgem®dszo0ls
365953 983mbogo  dobsfgemdmds 36 dmbszgdms ©sd7dsggdols bgemgmazs;

- 0ogeslbds  Femdmawgabl  3md3onBgmol  qlsg@abmgdols  3mbE®meols
39J960B3980L  ag9®@als  s3mol  Iegmmdsl.  megeslbdol  Fgregase  Fgbsdmams
3903300,  In3sGrm  0d6sl 6 a8mJdegl  dmbszgdo.  megeslibdsms  dsgsemomgdls
30939936988  3cbs(399930L  Am3s@rzs  gesliszdo  3eGgdmeEsb s dmfymdoemmdgdowsb,
1390mbm  3®0g0maa0oqdols  domgds,  dmbs3999d0ls  Ietrse  FgBsbs,  0bgm®Isz00ls
d030(30690s, Jbgmol bsgseols sbsmobomgds, ©s 8.9. msgesbbdgbo ™ doGomse
35B030M00R ogogs:

- 3sboymeo  osgeslbds —  sbgmo 0308l bIolsl  megesdlbdgmo  3sbom®ae
833000908 35398900L 36 3900980l ao3msl  lsegbm  LogMzgdo,  Gobmgobsgs
badsgder  Bomeadl 533000008, MeEash  mszesdlbdgmo  Ibmmee 833060988
250339080 3539390 ©s 8O sbrgbl dso  dmEogkgo(30698sl 36 sBosbgdsl, slgmo
05303630l dnsggl Lsdobbgl LolBgdol gmbegoegb(30semmds s®dmswaqbl.

09939, 9bEs 3060T6ML, AMI 0bxgmEAIs300l dmaMmggdol slgmds 3Ge3glids
dma308698000 Fgbsdmmms xGm  sddonco msgesbbdgdo gsdmoffzoml. Gmgmeg §qbo,
sbgmo  me30slbdol  Fodnggds  Nudm  sezomos, Zoe®g  ®mez3eslbdgdols  J39dmom
asbbogm o Lebgmdgdobs;

- 3B oneo 0s38Lkbds — gli s@0l megeslbds, GmImol ML msgrsdlbdgmo
IBOYm  JI9gdsl  sbmG(30mgdl, geEs 0dols, G®I 3sLom@se 833000908 b 3eels
(BH®og03b).  dsgemomse,  ®o30s3bbIgemds  Fglsdemms  gewsfgzoBmb 38398900l
I030(306905, RsdsBgds 6 byemsz Jlgemdo Lgzobols sbosbgds.

bsgbm  Jlgemadol  glsgg@obemgds  Lea@dbmdmase  asblibgsegogds  dsmo
39090360 36sermzol leg®nbmadaliash, @l dobgblsy gobognGo asc19dml d9bgds
Fodmagabl.  qlsegbm  a369dmdo  39300M0bsl  goeszgdnmo s domgdemo
Logbsemgdo 38930 degbaydmdl.  Fgledsdobs,  6930Ldogd  3396dl,  G@Igemacs
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2593B8360  3356dol  goes39dol ©0s3sBMbTdo  dEgdsMgemdls s ool Lam3gMssom
Lob3omg s bbgs gobozn®o ©mbol sB@odnBdgéo (dmwmmsa30s, m@otgds ©s +.9.),
3oB)gb(30Ms  dgmdmos  Logbsmol  gsBoggdzs  0dyzedsre, Gmd  3sdabsgbl  sb
bogodrsmom  30dmgdl  sMegg@o  gimEobgds  smbodbymo  Fggéol  Fglsbgd.
badocoldomme  sdals, Lsgsdgeme  Jbgmgddo  dbgegl  d9d@el  segoemo  Bgbsdmames
3Jmbegl dbmmmme 0d Fgdmbzgzolsl, o ®o30sdLbIgemolmgol dolsfaemdo asbogds
29053990l Bobogn®o LeBremgds (bsgbo, dmgim s 8.8.), Gobogolss, Gmames
F9bo, syiomgdgmos skgo Lsdygemgdslonsd dog@mgds.

Qbsgber  Jbgmagdols @330 3oegz gom 3OMgdsl FeGdmsgabl ol, ©md
QbsggOnbmgdols  sOLgdnmo  Bgdbmmmgogdo  dgdglFomsee  Lsgsdgmem  Jligemgdbgs
096830609890, G™Imgdo(s 39¢8)-65 3em9ds0 b@edogneos. s6lsgdgemo
Badbmemmaongdo BBoMse ©sdm3o@gdnmos 633500l goem@®gdbyg, OMImgdlisz 6sgswals
Md98qbo  b6sfommo  asozmobl. sy goemgergem  Taddomgddo  asbosgligdaem
Mbsz@mbmgdols  dmFymdommdgdls  Fgmdmosm  Begsol  0bL3gdBocgds  Lsgdgm
499098980 gpmboo, qLsgzOnbmgdols  dmemogogzols  Bgdndsggds s Fglsdsdolse
95306938 353033 03039 @ brgds gleegbe  Jlgmgddo, Lswsz JLgmol mdogddgdo
3BobTomer srssngzomegdesh. gleghnbogiels GMsgogogmo 3ersfgzadomasgse
sbggg  9dbgds Msdegbody (396G Gse  asbmeglgdnm  dmfymdognmdsls,
Omdmgdoz  Jlgmol  gloggdnbmgdsl  dsmsgl.  bgsglo  assFyzgdomadgdo 396
359m0yggbgds bs@gbe Jbgemadalimgol, 35903006561 83 Jbaemgdols
dsbabosogdemgdosb.

bsgber  Jlgemagdo, GmImgdoz BeOMmE  39dm0yggbgdgb  Nlswgbe  0b 9L,
JBgmolsmzgols  ©sdsbolosmgdgmo  &mbgdoesb  3sdmdeabatg, ©smi33gmos  bbgeslbgs
Lobol  0s308lbIgéobewdo.  olgmo  dgdsbobdgdo, GmamGog Mol 3mEoMgds @S
390035308, Lsg@dbmdmar  bomdsgl  dlgsgl  Lagdmbgl, dsg@sd gl lsegbm
JbgemBo gP0sEgBmo Leg®oby o6 sob.

306500036 bsgbm  Jlgmgdo s G0l ©sdmgoEgdnmo  0bg@slidGndd nesty
Esgndbgdnm  Ogbnelgdbg,  OmgmEoiss  ©gbol  Lsdogmm@o  [gsdem,  dsmsemo
Lob3omg, fy3gdo 3930060 b ga3mgmo  ds@IBobodgds, dso  dodstron
033005bdgd0ls 3sbbmd30gmgds bsgdsme segomos.
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13 1bsgg@nbmgdols dodomsro 3mb3g53(30900

bsggnbe LobBgds dgadmgds gsbolsbmgmml, Gmgmes Lobggds, Gmdgmo(s
Bbgoe 0dsl 539m98L, sz dol F934dbgemadl sz Rsggodgdnmo ©s dobmzgols o6
360l sdsbslosmgdgmo  dmgemebgemo  Jdggdgdo,  3sTobsy 3o,  Beaglsgs
053033bb3gmo  (300emmdls, Gmd Loliggds 3s6lb3zsz90mmse dmJdgegdogl, [11].

sz bmgdols 3s6dseBgds sOSlOmmo 0dbgdmes 0dols gsblsbmgMols gatgdy,
o 30Lgsb o6 @olash  seob  Lolb@gds oo, i3@m  dgBo: gobsowsb
Vo agdmgeo  legO®onbmgdol dom{gzs Fgudmgdgmos, Mbes aszgoegl  sbas0do
botriggdols s badggdmols  dsmsblol  glsbgd.  qbos  agzsbbemgogl,  G»d
qbsxgOnbmgds  dmomnbmgl, Gmd ©sd339eds dmo3zel Bgbsdmm  msgesbbdols yggems
sb3gddo, OmEgbsig  megsdlbdgmolsmgal,  FoedsBgdol  dobsmfazee, bszdsealos
dsemolbdgzols dodstrmgs gomo baldo Fgo@omolizgh. dglsdsdolse, Lob@gds odwgbsc

MbsggOnbms, Msdegbsesi Nbsgg@ombems dolo gzgmsbyg bsgmgdse Lsbom FadBomo.

1.3.1 qlbsgmnbogdol LgHgzolo

sz bmgdols Lgdgolo 80l sdndsggdol o6 3mdnbogsiool bgdgolo, Ao
313 mdglgdls  mGasbobaool  dog®  dmbszgdms ©sddsggdol  LoliBgdgdl s
063mA33(300L  gos(393sL. Lg@gz0Lds, Lags@sgome, qleg®nbmgdsty msgosbbds bos
Esdmoml, Gl 3s3m3 g7bd0mboMgdalmgols lsg®mnbmgdol g@m 6 g8 d9dsbobIl
049690L.

ITU-T  &g3mdg6@sz00l  X.800  leg@obmgdol  sédodgddnes  OSI
I gmdommdgdolomgols 83 bgdgolgdl  gogl  byo  Bgameose  ©s  omnbdgs
b3g30530796 by®gobse. (3bGowmo 1.1, [13].

gbGomo 11 qlsgeobmgdol LgHzolgso, X.800, [13].

59019680930 33(309

0396935 03580, M0 Lsgmdnbosszom mdogddo ol seol, Gsess sbemgdls msgl.
0gb gm0 mdogddol smogbBogeszos

353099698 mma03m6  3938060ms6  dodsOmgbom,  Gems  bAMbzgmymgar  0dbsls
03353806980 mdogddgdols ogbdn®mds.

dmbs(390ms F363mBmdals smmgbioggogsios
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139390600 38083930l 9BAN639mygmil 0dsl, Gmd domgdmeo dmbs3dals Fysdm ols
0gmls, sy sbasmgdls magls.

8e0fg30l gmbHmeo
Fgo0mb  sOsmnmgdsdmbomo  asdmyggbgdols 39396308  (ddgsemoms, gL bg@zobo

3M6BOmml gzl 0dsl, oy gobogol sol  dobsfzemdo  @glm@bo, ©s Mobo
293909001 m3emgds 330 dsm, gobozalsig gl Hgln®Lo dobsfgemdns).

dcbs(3900s  3mbggaab(305mmds

dcbs(390008 8338 S8R gdsdmbogmo as(3990L3.b.
3939060l 3mbggoeab(300ememds

dc3bdsr90mols gggems dmbs(39dol (335 gogBocalsl.
13939060 3mbs3gdms  Jmbagorgbzsmamds

dcrbs(399008 (380 3gme 6(}\00')(3'30 8(*)8158&5)36(}\0015 g3ges dmbs(39dols ©a(339.

dgebgmmo 39mal jmbgaegbzosmmds

dcdbdsrgdgemms  dmbs(39d90do  Fg@bhgmemo  g3gmols  3mbggoegb30semmds  333BoMoblsls 36
dcbs(39008 (356 3gmem 6@(*)(5'30.

6ogsol (BBogogol) gmbgoegbzosmemds
8335 063m®ds(300Ls, AMImals doegds Fglsdmgdgmos BEsx03bg ©s 330039500,

dmbs(3980s dngmosbmds

@965 0dols, ™I Jogdnmo dmbs;zgdo bybBee ol séol, s 93E™O0bgdnemads
®509JBds 33 bsgbs (Isgsmomse, seanmo 36 3Jmbos dmogozadgdsl, Bsbs(zzmadsl,
[oBmsls 96 3563gm9dsls).

39380600 am(g»oaﬁmbo sm3 5600

b6z gzl 8(*)8158&5)36@0]5 939 dmbs(39dols 800@006(*)25&13 39300601 O™l s
0963)030(306905L 39098 dmbs(3930L  6930LdogH  ImEogo(306190sL,  Rsbs(33emgdsls,
Fodmasls b 30683(*)(4)36&13 deabs(39dms 808Q33(¢)m6¢30 Qs GQOQ)(*)M) dcrbas(3990m0

SmeEaqbsb.

3930060L  domosbmds smEagbol 35693y

Bgdmmasbbognmemols 0Egb@ M0, RRPYORY) 9bermb39mgmezls Ibergmme
0680530306988, smEagbol as®9dy.

Bgebgnmo ggmols 3938060l dogrosbmds

9B 639yl Fg@bgmmo  ggmol  doemosbmdsl,  Gmdgmoi  dmmsgligdmmos
3°39060Lsl a33(3997m0 dcbs(3990ms dememgols dcdbdscrgdemols dcbus(39ddo.

33bLobmgMsgl  0dsl, oy Fg@Bgmmo  ggmo  ogm o 9GS IME0go(30696mmo,
Rsba(33emgdnmo, Gedmoamo 86 gs6dgmegdaemo.
“13°39060  dormosbmds
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b bgamygmxgl (3 3ggmmo  w383906m bg:»mdob 30)@0060)6.)1) s 3bLsbmgmagl
dcbs(39008  deroggo306960L 3B,

Bghggmo 3gmol 93938060 dngosbmds

963995l (39 3nmo 93938000 dmmgol Bg@bgmmo  g9mgdols dom0sbmdsls.
a30LsBg@sgls, ogm oy s dg@bgmmo ggmo dmeogasocgdaemo.

“)56gerogs
9B 639mgmxgl (3358 393B0MTo  Rsdomo  ghm-gemo  ®dogddol  dogé
30gmi0lash, Gmdgmo dmbsfomgmdes dmngmls 393306Ls 6 dols 6o do.

338Omdsby ec0l 0ddol dgudmgdememds, Fs6dmdmdols Fystre

EsslBn@gds  0dols, A  dmigdhmo  gbsgbomo  asEs39dne  0fbs  sbodbryemo
dbscols doge.

338™MOMdsby Mol mddol Fgndmgdememds, ©sbodbymgdol 360

sslig)nemgds 0dols, ™3 dmzgdnmo absgbogmo dowgdmem 0dbs smbodbmo dbsdols
dogé.

13.2 gqlegmnbemgdol 394s60b3gd0

QbsgzOnbmgdols  394s60B30 30l 3Omiglo (6 Imfgmdommds,  Gm3gmo(s
Rotrormmos 83 30m(39LB0), G@Igmo  Fg4dboemos, Gsms  smImshobml, ozl s6
s@s@a0bml dmbs3d0  Mlsg®mnbmgdol Lob@Bgdsby 0szeslbdols Bgdwmga, [11, 14-16].
sbGomdo 1.2 Bsdmmgemomos lsgabegdals 394s60b3gd0, asblsbrg@mnmo X.800-00m.
Omgmey  gbgosgm,  d9debobdgdo  sgmgomos  obgm  d9dsbobdgdee,  GMAmgdocy
bergemegds 30636098 nmo  3Om@mimmol ©embybg s olgmgdse, GmAmgdo 36 s60ls
sdsbsbosmgdgmo GmIgemady 3mbiMgdmmo 3OmEmmmol mbol W6 Mlsg®nbmgdols
bgézolbobmgol.

sbGomo 1.2. qlsg®nbegdols 39ds60bdgen, X.800, [13].

sz bmgdols 363658 Mmoo dgdsbobdgdo

9L 39s60B3980 Bglsdmms Bstrorgem 0dbsl glsdsdobo 3GmBmgmmol mbybyg, Gsms
9bemb39mygemls  begogdmo  OSI (Open Systems Interconnection) qlsgmobmgdols
bgdgolo.

53036135
dsmgdsBogmeo  semam@omndgdols  asdmygbgds  0bgm®ds(z00l  B@sblggmmdomgbolismgols
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BmOdsE, Omdgmoz XJO 8O 30l smJdeeo.  dmbszgdms  BEblgm®dodgds s
390gdo smEagbs ©sdm oEgdnmos semgm@omdls ©s sdog@gzol Lbgs Jemegdby.
30g56gmmo  bgmdmg@s

o8O o bgmdmfg@s s@ol dmbs39dol  3MadBmadsgonmo BEblam®damgds, G

Lo 3nemgdsls 0dmgzs, ™I dmbs39dols dodmgdds ssEslBn@mlb dmbs;zgdol Fysrm ©s
doosbmds s 30335 33gsemdgdoligsb (dsgsmoms, d0dmgdals dog®).
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4390093930 @sdmz0gdgm 3330l s 9dm{dgdsls atdmsewaqbls.
sz bmgdols smezqbs
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3> OB 0bocgds, 258 9b3sb, (3 selsgdomas Jbgemals Lomsbsm
39J6;0mbodgdolmzgol, bommm  msgeslbdol dgmey  ©mbybg  dmGobssmdregag 9339
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250536988 [o03msagbl, Gmd b Lsmsbspme  ggms®  0dndeml o6 bmemsgs
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336G gmdoemo  33s6do. 3ol Fgdwgy, G 030 dmebrgbls dodmgdol dogd asdmggbgdmo
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d93mdmo  3356d0 s Lbgs 3396d981 gemslizgl dzsMo 3dsbgdgdo 36 0bgmEdsczos
bodyglols Fgbobgd. dodsdgols Loz bols 399306990 bedr309emgds
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Badbogs, sgsmomse, ©sBogAzs,  gslamgdms  Lagstm  Lgd@ogogsdgdo ©s  8.0.
BPseoogmsE, 350 ms30sbEd50msb  gobsdgmaeggdmsr  smmgbBogagsieols Moo
bdgdg00 asdmoaggbgds, [7].

13.6 ms3000Lb3s gus3gdse 0bggemddszosty

0s30bbdols sbsgqds, 2360 batrz9bgdals 253mgabgdolss, Q8
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F9396bgd e 0656 86 0 IMb 36 s OB ob(300L SOMBMMEgdds sodyenmb,
6™ 3305630 0dcJdgemb,

33@3dobsdsbmgdsl - s 3OBobsiool  BAsgozol  3OmBmgmmgdl s
b 3bBOmemm  a4bs3600m3L, dsgsmomsw, “Keep alive” s “Are you up?” 3glsdemms
d0dsMmmgds B (339emb,

depogopoigdsl - dseIrmBobsool  3OmBm mmns 353939630 sGLgdmemo

0630A33(300L  ongrosbmds  dglsdmms  @olgol  J39d eyl msegse 83 3s39d)900ls

35



03000000030(3060960L  38dcm.  Fglsdemgdgmos dzsdo s OB g0l gagd(3gmgds s
9308 0dnc0 3356d980L a39M0ls sgems,

33998983 - 3O gmmms mgaoBodn® 353989080 IFGmmee 356G gmdoema
Jogs 6305636013 dog® 'Baodgmabo dgBsboemo  0bsls  Izsco 8&6'36'3@860 s

BOQOQSQZSO.

1.3.7 053005bb63ds  dsr OB obsgool 96 Jlgmol mbyby

336303 0bs300L Fobssmdregy msgeslbds ™Mo doMomswo Lsbols s@ols: dows

s 390, 356 0s3eslbds, sMobegmol dbgsglswe, JmsbogozoMgdym mbos ogml,
Ooame sJBogdo 86 3skogdo, [1].

1.3.7.1 Bos msgeslibds

dos  mogeslbds e oo Lsgdmbgs mbsegbe  Jlgemobmgols.
053053Lbdgmmds  dglsdmms  dedIGnBoba00l  IEe®o  0bgm®dsias  aseslgl
Jbgmol Lbgs 3396d90L. IBGmmse asbFymdomo 3356d0 Fglsdemems asbbogargen ofbsls,
Omgmey  dops  osgesbbdol  Ggsdm.  ds@BOyBobsiool  3Gm@Emgmemgdda
ImE00(306909m0  06x3m@s(300ls  s@dmbgbs  do®Togy Gormmos, eyt  IBHEO M
236G gmdogn  3356d901  Bgbsdmgdmmds sz Lagnms®o 3g@dm asbsmgdgdol d9d39mdom
LGemco  bgmmdm§g@gdols 3q9b9®06gds  dmeboobmb. sbggg Bgbsdmms Gormgmo  asbegl
dmb3(399900L  dmEoggogs3098L Bmeol oggg®ab(30690s, Golo dobybo Tgodmgds ogmls
d0dE0bs®g megslibds 86 lsegbe 0bjol sbosbgds.

1.3.7.2 3569 303>

s I nBobszoaby  godg  megesbbds Fgodmgds e geBgameose  sogml:
3sbom@se  ©s  sfBommse.  3sbom@o  0sgeslbds  ammolbdmdl s dGndobssools
353983900l s 9nmgdsdmborr “dmldghsls”.

smbodbyemo  dglsdmmms  FeMdmeeanbegl  dgmmdsl  ds@ OB obasools
063m3s(300L  Im3m3zadals, LsoEsbsy me30sdlbdgels Lednsemgds gdmggs dmseboobmls
0onmggmo  3356dol Lb3gs 3396d980L d0dsrn 3mbozool Fglsbgd dcmbsr3gdol sdmmads.
J3g8mo  Rsdmogmomos  qlsabe  Jlgmol Gobssmdregy bmgo  omemse
236G (30998800 megeslibds:

- 3630 0bs300L (3bOomols gsesBzommgs;

36



- saoebsdgmagmols gs39ds;
- Jools bgegemo.

L4 36038 mgceg0s

3003BmaMsgg0s  sMol  dsmgdsBogn®o  Bgdbogol  bsfoemo,  ©s 33390698 mmo
053033b3grmqdoligsb Esmmo  0bgmE@ds(300L/3cbs(398900l  Bgbsbgslmsb,  [19].
dsgamomse, Mo mgmsgonmo  394sbobdgbo  Fgdndsggdmer  odbs  dmbs(zgdms
3005300963000l ©sls3ege@.  gMadBmadsgonmo  gdgdo  odggzstse  ofbs
g3 ds390memo,  Om3  goghoo  (Bsgsmmomse,  lsegber  Loliggdols  d9d3gmdom)
25053900 0633308 gMEoMgdYmos s mgesdlbdgemgdols  dog®  dobo
0639398 0cM9ds  Fgndmgdgmos. ©s gl dombgosgse 0dobs, Gmd  msgzesdlbdgemds
F9badmms dmadmgml Esdog@mo dmbsigdo gma®om gees3gdnmo dmbsigdols byemo
Boggdols  aboo. 3M03Bmategos  slgzg  Igbsdmems  gsdmygbgdmee  0dbsl  0dsdo
sbs@(dnbgdmaee, G dmbsigdo dsemmsi 0d  bmdogddol dogd  ogm  dgddboemo,
G™dgedsy dobo Tgddbols Fglsbgd gebszbsos. 83 dsbsbosmgdgmls sa®gmgy dmbszgdms
310963)03035(300L  FmEgdgb.  3003Bmatexg0s  sbggy  gsdmogabgds  lsgg@mbemgdols
bbgs Lgdgolgdol 9bembzgmlsgmagsre, Gmameoi sol dmbszgdms dogosbmds s
33BMOMdsby 90l mdols Bgndmgdemds, ol Bgbsbgd  J3gdmo 0fbgds  Lsmdstro.
3603 maMsgg00ls b3g308emalido gm3nbocmgdsl sboqbl 3603Bma G500
3e0am®00mdgbols  ©s 3OMBMmmgdol ©obs0bls s sbsmmobBy. sbsmo®bds Bgbsdmams
bamo  dgFgml s@lgdamo  3Madmadsgonmo  3OmBmgmmadols  asBgbzgols abgdols
smdcmbgbsls.

dobgosgse 0dols, G™MI  3M03BmaMsgos [sMdmaa bl gem-96m  mdmsghgl
Lo 39oemgdsl,  mdmons  lsgg@mbmgdols  0bgobegdo  Lsobgm@dszom  bolid)gdgdols
(335 sbgMbgdgb, ogo 8O  asbmsgm  ghmsEgMmo  0sMswo, Gmdgmoi  dbgsglo
33033001 gosba(yzgdee  asdmoggbgds. Lbgs asdmyggbgdso  mmbolidogdgdowsb b
3003603600  d0mIgBos ©s L gbmadsgos. gades sdols, LolBgdgdol  ©s;3zolmgals
Fgbadmms  somgdgmo  ogml  om@oeonmo  ©mboldogdgdols  as@Be®gds,  Amgmeas
a0l 3sbgbolidggdemmdols  Ggammomgds s slggg ©dbmggzs.  Loligadols
MbsgOnbmgdols  begzgembsgmgse  slggg  36003369mmzsb el 05353l
mO3sbobss0mmo  meboldogdgdo,  Gmameo Mol glsg@ombemgdol  Lsmsbswm
3eaodogs s 0bgm®dsz00ls  dsdmgdnmo  gemsbogoadgds. sbggg o6 Tgodmgds

37



03bme0Ggd e 0dbsl  ssdosby®  Aglebosh  ©s383doMgdnmo  mmbolidogdgdo,
AmamO03 3oL 3mbBdmemo, dmBogoMgds s asbsomgds.

L4.1 36038mgcegeol dodomswo gmbgeegde

3003BmaMsgonmo  d94sbobdgdo  Fgdndoggdmmoas  3mbiMgdmemo  dobbgdols
dobom(gge. 83 doBbgdl, GOmamei  Fabo,  O03Bmadsgomem  394s60bdgdmsb
sbmocgdne 303838l fmwgdl6. dso dméobss , [11]:

- 30bxgoEgb(305emmds;

- dogosbmds;

- amogbd0g0 353309,

- 938mOmdsty Madol mgdols Igmdemadenmds;

- bymdolsfgemamds.

33 39bsdgbBsm Mo 3sBM0dBgdol gees 3MLgdmdl Jowg3 Msdregbodg Lbgs
SBO0d 0. dso Fmeol gbos asdmgymm:

3bmbodn®Omds, s gmolbdmdl  Msodg  3Omigldo  Rsdormmo  mdogddols
0968 0™l as73bagdermmdsls,

338mM0bg0s, G535 [oMdmewagbl Lbzs mdogdBobmgol Gs0dgl 69é0ls sGmgol
50308060 bsbJ300l gees(39d0l Iglsdemgdmmdsls,

M0l 08603365, G5 ©AOMOL smE(3bz0L Bgbsdmgdemmdsls aemalibdmdls,

dobsfgemdmdol  gebBomemo by 3GMogomgaodgdamo  mdogdigdolmgols
Agbmebgdols dobs(gemdmdols 39wz,

3bm0Mgos, M3 333 MM0bgdol as7gdgdsls 60Bbsgl s ©.9.

Bgdmo  smbodbyemo  doBbgdol  dobsmfgzee gmbiiool  sdrgbody
3603BmaMsgonmo  3ModoBogo 0dbs Bgdndsgzgdamo. gl 3Madogoggdo Bgbsdmms bsd
mxsbse sogml. glgbos:

L 3603@madsgos bodg@@onmo asbsmgdon — gsdmoggbgds gomo gsbsmagdo;

2. 3603Bmacsg0s sbodgBGonmo asbsmgdon — gsdmoaggbgds ™o asbsmgdo;

3. YgBgmdobgdol 3Gmgomo — 36 3nmolbdmdl gslsmgdos asdmgnbgdsls.

aobomadols  gsdmygbgdsty  aggndbgdmmo 303 madsgongmo  Loliggdgdo
Jgodemgds  asbz0bommm,  GmamG  gmddobodgdnmo  dmdmmdols  sbsgrmgo.  ds;mdo
353m0g9698s,  AMamMO3  semamGondo, sbggg  Lsoeydme  360336gmmds.  Lsowdemm
3600369mmds  s@0l  golamgdo  (sbsmmgo  Goibgols,  Gmdgmoi  3m3dabotgdem

38



drdemedls  sgdl) s 0g0  @gmmo  qbes ool 030s3LbIgemadaligsb.
3O03BmaMsgonmo  semgmGomdo  Fgodmgds  asbbogoem  0dbsl,  Gmames
30330b0Mgdnmo  dmJmmdols  dndscmdol  3M0b(3030l  sbammgo.  omgmmgds,  G™3
seoam®ondol  obsobo  gshmme 8@l (3bmdogo.  seamGomdol  obsobols
Loxs®mmds Labmgsemgdols dog® dolo LolybBggdol sbsemobol glabgd by gememdsls
o393, sdegbs, LolBgdol lsgg@ombemgds  sdmgoegdnmos  Ibmmee  asbsmgdols
bsondmmmdsty s megesdlbdgmds,  Omdgmbsig  Lydgomo 83l geBgbmls
36O03Bmadsgonmo  Loldgds,  3mdnbogsieol  lsgg@obemgdolmgol  3sdmyggbgdgemo
aobsmagdo bes g3sbbsbmgdmL.

dogbgosgse  0dobs, Gmd  golbomgdol  Bmdsl oo  360T36gemmds  gboggds,
bbgoeabbgs  3003¢mategonmo  36M0dodoggdol  Fggsbgdologols  asdmoygbgds  Gogo
BoJBHmO960ls, G@Igemmns Fmeolss:

- bsgOobmgdols ©mby;

- gbombsgnn®emds;

- 373smdol Igmeo;

- a3bbmd0gmgdols Losegomy;

- Gomdsmds.

PbogOobemgbol  ©mby  Fgbsdmms bt gdosh  ogml @ 3s3B0Mgdmemo.
MbsgOnbmgdols  guem  dsmsmo  ©mbg  dgogase  dmg3dl  0dsl, Gm3d  LolBgds
QbsggOnbe 0d6gds M@ ©3530656L9d M0 megeEsdlbdgmadols obssmdogass. 0md(ze
Mbes  339blmgegl, AmI  Ylsg@obmgdol  ©mby, msgzalmsgse,  bsMolbmémago
236 bmdogmgdss.

BPJ0mbsern®mds ©839380090mmos  3sBE0dBgdmsb s doowfTg3s
39dmmsgabgdmmo  3M0do@oggéols  asdmygbgdom.  dsgsmomse,  $3BHMOMEsy  Medoals
04dob  Fgqdmgdmgdemmdsls  LFomegds  aslsmgdol  sbodg@onmo 303 madsgools
3903983001 433mygbgds.

B30, ©330ggdnmo  Lob@gdol dods®m  megeslbdol dobsbl  gslomgdols
s0Eaghs @ st Potsmme  @sdogeramo  BaJldel sefde Hafbder  sweaghs
(963896, Lgsbosd@nmo  ©sdogdnmo  fgdol (obssmdwgy  megeslbdol o
doGomseo doEamds sGLgdmdl:

JO03Hsbsemobo.  360038bsmoBogneo  megeslbds  gdgedgds  semam@ondols
dbgdols s Fglsdemms  dmomnbmgegl  sMsjmeomgdamo 36 3meodgdamo  BgdbBols

39



dotomseo dsbslosmgdmagdols di0cge (300ebsls. 33 Labols msegeslibdolsl smam@ondols
dsbalosmgdemgdols  gsdmgabgds  brgds  Ldgiogonmo  sesgmeotgdagmo  Bgldol b
333myggbgdso aslamgdols dm3mggdolsmgals;

26900 dserol msgEsbbds. 0530053LbIgmo gggms Lags@sgom gsbemgdls (3eols
30095 mmo  BgJbdol  bsGoembg  Lsbsd  gedesddbol  sMszm@adgdnm Bl ec.
Lo dgommme, Fo63sB9d0l  dobsm{azee «Olgdnm  asbomgdms bsbgzsdr g dgo  brs
04651 353mygbadmemo.

30 ™mogg  bsbol  FgBgzs  GomdsBgdom  sbdnemegds,  dgegao
3983bBOMRnmo  0dbgds. dmzgdnmo  asbsmgdon Esdog@mo  gggms FsOlbymmo s
dmdsgamo g gmdabgds Legdmbols 393 ogbgds.

36dmads  gzgemaby  Gormmos, AmEglsg  dbomme  sdog@nmo B9l os
bgemdobsfgemdo, [11].  goo-g00  bogsdenoem  mogeslbdsl  skgo  gs619dmadgddo
(963896l mbgdo dsemol msgeslibds gggms Lagsmsygom  gsbsmgdols asdmygbgdoo.
0gd3s  dmfobssmdegagl  dgdmos  megse  gmeodgdamo  BadbBol  sbamobl
©s996bmls s dol  dodseror  Lbapslbzs  bEedobBogzgmo  Baldgdo  asdmoggbmls.
dbgoglo  doamdols  a8dmbsygbgdems  dmfobssmdegagl astgzgnmo  bmgswo
(odmeaabs Mbes 3sshbegls sgsnmo gmeomgdamo BaflbBol Bobsselols Fglsbgd.
dsgsemoms, 0baemolin®os 0go o gGsbammo, EXE (3gbermmadsero) gsomgdos oy
Java (36ma®s306980L 965) [gs®rmgdols Bsdmbsmgsemo, LsdnmsmB®em gsomo ©s 8.9.

gboomo L3 g30h39690L  ©@AMOl G AemEgbmdss  Lagodem  asbsmgdms
bbgeslbgs bmdobsmgals, [11]. 56-30@)0s60 gsbsmgdobmgols asdmoygbgés DES Data
Encryption Standard (3e6s(399ms  3erxotigdol b@sbos®Bo) semam@ondo, begne 168-
doBosbo  golsmgdolomgol  —  Lsddsgo  DES-o.  asbsmgdol  30bodsern®o  bmds,
asb6Lsbmadnmo  AES-mg0l  (Advanced Encryption Key-jmmotgdol  0sbsdgoéenmsy
bB)sbestrgo), s60l 128 do@o. Bgogagdo sbgzy 6sB3gbgdos 0dol dobgrozom, sl
Rdsba(33emadgem  3mEgdl 9fmegdgh ©s dsmmzgols 26-60d6osbo gsbsmgdo gsdmaygbgds,
Loy 26 60360l gggms  Fglbedmm  go@sbszzmgds  asbemgdl  Foedmswgbl.
aobsmadols  gggms  Fglsdemem  Bemdobsmgol dgrogan 6583969808 0dols ©s339600, €O™3
338036301 moomgnm m3gdsiosl 1 dogem{sdo Lgodwgds, s bsgdstol Lowowgl

(903896l mg3sbgmo  dsbJebgdobmgols.  3s@rsemam@o b negbols  dJmby
d036m36m395mA900  gsdmygbgdom,  gsiomgdom  @Gm  dsmsemo  360dzbgmmdals

doe(g3s  dgodmgds.  3bGomol  93s6slgbgem  Lggddo  dmzgdmemos  Fggagdo

40



Lol gdobozgols, Gmdgelsg 1 dogmombo asbsmgdol sdndsggds dgmdemos do3Mm{sdols
29635300md0lsls.  Omamé3  3bgosgm, DES  smsé  dqgodmagds  gsdmogemols  gpoboo
qbsgOnboe Rsomgsmmls.

gbGomo 1.3 Lo dgeemem O™, sm30egdgmo asbsmgdols emgmo sdmblbologals.

s gebagyme ©6Om,  Lsgodm 106
asbomgdols asbsmgdors 6™, bsgote 1 308036930 b0030L  ps-
bm3ds (doB)0) mEqbmds as80g3¢130bm3zals/ s do
32 2% =43x10° 2’'ps =358 Ggoo 2.15 8046080
56 2% = 72 x2¥ps =1142 §gmo 10.01 Lssomo
10"

128 2 = 34 x 2Wpus =54x10%Ggmo  5.4x 10" Ggmo
1038

168 2% = 37 x 25 =59x10° Ggmo 5.9 x 10 Ggemo
1050

26 60dsbo 26! =4x10° 2 x 10° =6.4x10”Fgmo 6.4 x 10° Fgemo

(3900365(330905) us

14.2 Lodggommo  3603¢macsgos

LodgB@omm-gslsmgdosbo  303Bmamegools dndsmds 6sh3z96gd0s bm@.1.2-%y. o
bogds asbsgbsegbo 8@ 3meomgdamo  BgbBol gmweomgds gmeodgdol E  asbsmadoo.
Fgegase  dowgdnmo  gmeodgdgmo  Bgdldo  dglsdmms  gees(3gdygm  0dbsl  s@bols
(gbsmgbm,  Logsdgmm 86 3mddobotigdmmo)  39d3gmdom.  ogmemolibdgds, ™3
IBOmse as6Ggmdomo 30690lmgols dobsfzemdos seboo gews3gdsmo  jmwoMgdeo
Badbdo, olg, GOmgmeg gl baboBbgs  bshggbgdo.  sbond  01930083LbIgmdls
3meoMgdgmo  Bgdldol  dbmmme  Bsfgds  Bgmdmosm,  Gmegbsg  sddondo
053059Lbdgmgdo  dols  dmeoggozocgdsls  Fgg390086.  Fgdgmd  sdobs,  jmroMgdemo
Badudo sofg3l d0dwgdl, Lswsz brgds dolo asdogdzgol D gslbsmgdoo gsBoggs,
Omgmeyy  bsbogbgs  bshzgbgdo.  asdog@zols  Fgregase  brgds  mEogobsgrn@o

41




365 30009610 B9dlgol  soEagbs, 030l ©sd3gd00m, M3 gmwodgdmmo  Egdldo
2503(3930Lsl 8@ 0fbs  dmogozodgdnmo  sfdHondo  megesdlbdgmol  dog.
R3gnmgddog, ™cozg gsbsmgdo — E s D — géoo s ogogge ©s o3 Lsghom
20bs@adl  gemmdmogo  gsbemgdo  gfmegds. sbgo  Lodgd@omm  gsbsmgdms  bgdgdn
dgbsdmms 209cgqbgdmem 065l 3065300496(305em™d0L, donenosbedols s
sm96B3)053035300L  dobemGgzee.  LodgdGomm-asbsmgdosbo  dgdgdol  doMomswa
dmonbmgbs ol gobmogm, 3 3mdnbogs(30880  Rsormmo  FbsGggdo  gHnmdemog
aobomgdls bes 099693bg6. s@bodbymo 3o gmolbdmdl 0dsl, G™3 gHMmdmogo
aobsmagdo  Glogdanbe  Logmdnbogsigom  s@boo  0fbsl  asgbsgboemo,  Gmamei gl
6oh3969008 bim®.1.3-%. s0bodbmemo 7393%0M@gds  asbamgdol  asws(3gdols 3Grdemgdsls.
9L 93ms3619b0  3OMdmgdss, asblsgnm®gdon qlsgbem  Jlgmaddo. dombgosgse sdabs,
Fg0dmgds  Fo3m083sL  Bgzombgs: “@oBmd o6 Bgodmgds dmbszgdms  gsslis3gdse
0ds39 glsgg@mbe  s@bol  asdmygbgds, GmImomsy Lsondme  asbemgdols  asos(3gds
bogds?” Legs@smome, smbodbgmo Jgdmgdgmos mGoEsb g@m-gomo dobybols gsdm:
sbgo  36bgdby Lobdomol Igbmmogzgol 86 0dol gedm, Gmd, GeeEglsg dmbsizgdgdos
a00sbs39d0, sebo bgmdole(zemdo 6 séols, [13].

{Qede] (e} F " (el (e} D00 0 D( MO0 {e}
OSBRI O gt SRS ) oyoeagiige
e 90 i\ e
dMROMIOS S dmgogabo
E 3obswgdo D Bohagabo
053053690

15‘3(4).1.2. Boﬁa@ﬁ)og@-aahogggbooﬁo 36038 mgMsg300ls doﬁ)omoQo 93'36(](30(*)606)360.

Lodggoogm asbsmgdms smam@omndgdo meo Lsbolss, 396dmeE, deme 3-gmegdo
©5 bs3smasbo 3megdo, [20].

deme3-3m©900  cbs39dms  deme3gdbg 3 Bemdl  gPmEEOMmsE. g3zgms bdodo,
Omdgeog demegl Fgeggbl, bgmdolsfgomdo qbos ogml 3s6s3, bsbsd  dememzals
337853908 ©soffygds.  Iglsdedobse, dmmmg-gmeo  Bglsdmems  gsbbogrmem  ofbsls,
OOamti 3abdos, Gmdgmo N-dod) M8 3MmEodadnm  B9JlBl  gedesddbols Nn-dog,
30oM9dnm  Bgldee.  gnbiisos  Mbes ogml  gOmy3zeamabse  Fglsdsdalo, Gsms
b b39mygmgomo ogmlb gAmazsemM3gsbo  a330g3Mgs. dmmzal Logddol Baldo bmds

42



3609369emm33608  Lsgg@mbmgdol, Bglrmmgdols s Lodorgmol  mgselsbmoloo.
demezols 33069 Log®dg, Lsgsdonome, bgml gmTymdl  msgesdlibdgemls dsérBogse
3903735l gsBoggzols  (3bGogo, GmIgmo Fgoegl  sG3MmEaMgdne - 3m@atgdae
Gadudos  Gyz0mgdl.  dmmgol oo Log®dg  dermba@bgdgmos  3embszgdos
©s303M30Ls s 3530030l asdmmgmadols Fglermgmgdol Lodorgmol gsdm s sbggy
dbasglo  asdmomzgmgdol  Bgliernmgdslmsb  ©s383806mgdnmo  xs03gd0l  dobyboo.
Omamei Fobo, asdmygbgdmmo  dmmgol  Logédgs 64 o6 128 3ogo. gl sl
360333353090 smamGomdols gzgmsby BsOmmE as3M(39egdnmo BmEds.
bsgoemgsbo  gmEgdo  gho@emmmse  dndsmdl  TgBgmdobgdol  doB by b
330 bg.  Fglsdsdobs, bogds dmbssgdol, Gmame  “bogemals’  sdndsggds. oryzo
dememgo 3306y bmdobss  (dogo 86 dsoBo), bsgsmazsbo  gmegdo  Tglsdemems
565989800 ogml. olobo e LiMsgos, 30067 demem-3megdo dmfymdommdsdo
s dmombegl bsjgmadse Gormem Ldgdgol. bsjemzsbo  3megdol  wdgdgbmds  396dem

s 3mbgoEgbs0smn@oas.

s3I0 s@bo s3I0 sGbo
asbsmgdols
T g6
€ e
30R0bs ¢ dofobssedregag )| R3O
Ee(m)=c (33900 sGbo Dc(c)=m
Ll m
v
3618 30530 3618 30053 M0
0bgge®ds (3000 0bggeads (300l
T9o6 ©3608. 3300
semals dmdo

15'3(4).1.3 bodgdGomm-gsbsmgdasbo gmeomgbols LoliB)gdol demgemo.

43



143 sbodgdeonmo  3M03¢maMsgos

sbodgdonmo  3mEodgds  3003Bmategool  Ledsmslmosto ol meools
336dogn by dogmash  36033b69mmazseb  [obgsmswadnm bsdoxls FoMdmsoagbl. sodyg B39
365bgm, O™ Beswoiommo Lodg@Gomm-gsbemgdosbo 3003EmaGsx0s gom gsbemgdls
0949690, Am@Imomsy  asd3bsegbo s dodmgdo  gEMMmogse  LeMggdmmdgb.  aséis
8dobs, s@b0dbmo dogmds 396 bEOMb3gmymRl ©i(335L, o) d0dwgdo gesgsemdgdls
F9Bymdabgdsl s asbssbegdl, @md  ogo  gsdabogboliash  s@obl.  smbodbeyemo
F9badmgdgmoas, Mgl m®o Ibsdg Bemmdls golsmgdls s 83 ghmmdmoago asbsmgdols
a33myggbadom  momemgnm  dsmgsbl  Fgmdemos  Fgdgmdobgdol  Fq4dbs.  sdgbsc,
Lodg@ogm-gsbamgdosbo  bgdgdo Logmms® msegl o6 sbodgdgb asdgbsgbol omemse
5190968053035(3001 glisdemgdermdsls, [7].

do399em 19990086 8333806980 3o©g3 gOmo  3OMdmgds 7353806 g0s
aobsmadms  qlsg@mbe  asbsfomadsl. 83 3OMImadgdmsb  3Gdmems  sLodgd@oem-
aobsmadasbo  3M03Bmadsgools  dopgmdol  gsdmygbgdom  Bgademgds.  sLodgdGomema
doamds ™6 asbsmgdls 0ggbgdl — Loxs®m s 396dm gslsmgdgdl. Loystm gsbsmgdo
Fgbsdmms  (36mdomo oyl 6gd0Ldog@olomgol, Gmegls ognmolbdgds, Gmd  3g@dem
aobsmado  dbmmme g gmdobgdol  F9dJdbgmo  mdogddolmgol 8ol (36mdagmo.
Jbgmol gmggem @309dBl, GmIgebsi dgBymdobgdol gsgbsegbols Lm@gomo s43l, gl
mc0 gobomgdo 3ssBbos, Lebgmemdd o Loxs®m ©s 39dm  asbsmgdo. asbsmadgdo
96003s69m0lgsb  3sbLbgeg90s,  Fsg™ed  gOmAsbgmmsb  dsmgdsoggdee  sMols
©8353d06gd o,  gsdEs  3dobs,  gedmmgmols  gmoboo  s@S3GSIBognmos  3g@dem
aobomagdol  sdmbLbs  Fbmmme  Loxsdm  aslsmgdols @3  3M03Bmydsgomemo
seoam®omdol  (3mEboo.  3g®dm  aslsmgdol  sdmblbsl  @sdsBgdomo  0bgm@dssos
Eslgomegds.  ogdzs,  dombgrsgse  Bgdmmdnmols,  asdmmgmols  mgselsbEoloon
33000 9bes  ogml FgBgmdabgdols sBogdzs b 33Bogz@zs, GemeEglsz Bgbsdsdobo
aobamgdo (36mdoemos.

3mbodbyem  dogmdsls sbggg sbodgBGonmo gfmegds, Gsysh 9B ymdobgdsms
©sd0gMzolsl  0dobgsb  goblbgeggdgmo  golbomgdo  asdmoggbgds,  G@s3  dobo
3530g330LsL.  Fgladadobs, Lbzs  d09ddadl  Bgmdmosm  3356d0lz96  dodsrormemo
F9Bgmdabgdols 3meodgds 83 336dol Loy st asbsmagdols gsdmygbgdom. sdols Fgdega
b 3396d6  Fggdemads g ygmdabgdol  asBogdgzs  dobo  396dm  gslsmgdols
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a3dmygbgdom. sbgom Fgdmbzgzgddo dsm, gobsy Fgdymdobgdol gmeodgds Bgndemasm,
36 dggdmoso dolo gsog@gs.

bodgdoogmo  goeodgdol  bgdgdl  qlsg@obe  s®bgdo  LFodegdem
3006950 kmzols  4sdmbaggbgdgmo  gsbamgdol  gsesbszgdse. dgmégl dbMog, Lagsem
2obsmadols  gmEaMgdsl o Lomrgds skgmo lsg@obem s@bo s s@bol  dodsero
Imobmgbsy  9nem  Gdogoas. sl Ibmmee  olbgmo  s@bo  LFomegds,  Gmdgmo(s
339090L  890968)003038308L. 3boBbymo Lsgotms Igmeyg Fbsol Laxstm aslsmgdols
&933s0Bmdol  sbsslgyn®gdmse.  skgmo  seboo  ases;39dnmo  0bgm®dsz00ls
3006530096(305emmd0l (338 Y30 gdgmo 8@ sMob.

sbodgdonm-gslomgdosh  Jgdgdls  Fgmdmoso  qbEb3gmgmb 83 m®™dsty
1860b 04dol grdemgdemmds, 3mbgoeab305mmds, dnasbmds ©s  SmgbB 050 33(30s.
ogd3s sbodgBGonmo gmwomgds IgbsdRbgzer bamos.

33 33dBol  gsdmolimbom, Bmgswse baxstm  asbsmgdol  3meomgdols dqgdgdo
b dmbsigdms 330609 MsmEgbmdols 3meomgdobmgol  asdmoaggbgds, dsgsemoms,
23bsmagdgdo, asdmyabgdymo LodgB®onmo gmeomgdolmgol.

Omgmei  bgdmo  sm3zbodbgm,  3M03Bmatexgos  skodgdGonmo  gslbsmgdoom,
31m963)03035(300L  godEs,  33BMOMIsBy Mol »Jdols  Bgndmgdmmdals  mbs@lsg
bEOb39mygmgl.  smbodbnmo  doom{gzs olgmo  3mb(3gn300L  3edemyggbgdom, sy
Gogegmo  bgmdm{gms  gfmegds s gbbBEOsbmos  0dolsmgol, @md  bgmoo
bgmdmGg@ol  ogegmo  skmo  qbANbzgmygml.  sbgmo  gdmbggzolsl  mdogddls
F9B)ymdabgdols BEsbbgm®domgds 396dm gobomgdol dgdzgmdoo Fgpdeoas. smbodbryema
353m0g9690s  m0gdol bgmdm§g@se g ymdobgdety. dols dgdgy 6930LdogH  Lbgs
®09dBL  Fgndemos  bgemdmdfa@ol  Lagsrm  asbsmgdols  d9339mdom  gessdm{amls
BsbbgzemEdss0s bgendem{fgeoe 398gmd069d5By. 3mbodbyemo (3050
bgendmgeols 3039933050 §963magqbls. 303953309 9T megds, 500356
0g3eolbdgds, Gmd Ibmmeoe  mdogfBolmgol s®ob  bgemdobsfgomdo dobo  3g®dm
aobsmado.  sdpgbs,  slgmo  Fgdmbgazolsl  3g@dm  gobemgdo  bgmdm(g@ols
dgLsJdbgemac a53m0ggbgds, begm bogg st asbsmado — bgendem{geols
F9bodm{dgdmaee.  gbs  a3oblmzegl, O™  (30x60mm  Bgmdmgsl  gad3397memo
dsbalosmgdemgdo  qbes  gsshbrgl.  dsgsmomseE, 030 EsImgoEgdgmo  mbes  ogml
bgmdmGg@oem  FgBdgmdobgdsty,  mbes  0ggbgdegl  3edabsgbobogol  bogsem@
063mA3s(308Ls, A3ms 3o ogml, AMIMAG  gogerdgdol, sbggg  MeMgmaolysb,
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dobo dgddbs, (300008 8 a3sdmfFdgds Fgs@gbom omeo wbes agmb, dobo gsgsmdgds
a33mmgmol 035 bsbGolon  sO83GsIBognmo  bos  ogmb  (OBmgmei  sbsgmo
9B ygmdobgdon  sOLgdmmo  ogemo  bgmdmg@ologol,  olg  asgsemdgdemo
Gogeagmo  bymdm{geon  dmgdnmo  Fggmdabgdolmgol) s dolo  Igbsbgs
I lsbg@bgdgmo by ogmls. d93m0835Bgdmm0s €030 Se0acm®00mdgdolss
sbodgdeongmo  asbsmgdgdom, dogsd  Ibmmme  Gsdegbodys  legOnboi s
308 JBognmoi.  gedes  sdols,  bmao  smamGomndo  gmeoMgdobogol  mems
dmbsobg@bgdgmo,  GmEglsg  bbggdo 9uem  g89ddme0s  (308360mmo  bgmdmg@ols
350350L{0bgdom.  sOLgdmdl  Lsdo  semamGomdo,  Gm@Igmo 3o ddemdls,
OmamO  gmodgdol,  sbgzg  ogemmo  bymdm{adgdolmgolsz.  gbgbos  RSA
sgmgmdondo, ElGamal segeméomndo s Rabin semgméondo.

1.4.4 3g8gmdobgdols 3Gemgogmo

smam®ondms  jogg  ghmo  gmsbo,  Gmdgmon gedmmE  3sdmoygbgds
3O03Bmacsgonm  3Om@mgmmgddo, Gl 398o6gdnm  gmbigosms  gmsbo, [22].
sbgmo  semgmcomdgdo o Lbgseslbgs Labobss, Gmamei gl bshggbgdos Ly@smby
L4, gasbomgdm  398-363090L 36 LFodgdse  Lsowmdme  gsbsmgdo, Gmegbsg
abogdosh 3g8-0363093b boowmgdme asbsmgdo bFobwgdso.

aobogdm  398-gabipogdl  goGsmme  39B-ggbdegdl  gfmmgdgh,  bowe
asbogdosh  39B-c39643000l — Bgdgmdobgdol  sgmbBogagaz00l ol (MAC)
Message Authentication Code, [11,19].

399-g9bd309%0

135Lsmgdem 3obsmgdosbo

bne.1.4. 398-36d00L geosboggogszos.
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1.5 asbomadol dsrmngs

Jbgeols  3396d580bmgol  smzomgdgemos,  G0d  9Omdsbgmmsb  lsgOnbm
30316038308 ggdemmm,  [LII].  qleg@obeo  Lsgmdnbogsgom  s@bBgdol  seligdmds
236 gmmegdom  360dgbgmmgsbos  lsegbe  Jlgmgddo, @0l dobgblsz  Plogbe
mobggdols s sbgmo  Jbgmgdol Lbgs dsbsbosmgdemgdol gsdmygbgds  Fedmaswgqbls,
[25-27]. sbgmo  s6bgdo  Logodms  3Msgsemo  m3gdsizoobmgol,  Gemameoig ol
dmbs(399900L  goigems 36 Lagmb@tmemem  3s398)980L  aoigms  dsIGgBobodgdals
b, 0dobsmgol, md  sbgmo  legdOnbm  gmdnbogsos  Bgbsdmgdgmo  ogml,
37309090, O 3336d900bmgols  Bgmdolsfaemdo  ogml  gslsmgdoms  Lsmsbswm
dboms.  smbodbyemo  FoMdmaggbl  aslsmgdol  dsermgol  3Geigglol  dobebl.

13%08L369cm AL ogo  ogigs  glaegber  Jlgemgdol  33emg30L  degmosh  sBome
sérgegmas, [28].

aobsmagdols  dsdmgols  3609369mmmdol  asegs®dgdom  Fgmpeligds,  Amame(3
390gmasbo,  oby  qlsgbm  Jlgmadologol,  Fgndemgdgmos.  3G03Bmacsgommo
bgq3980L  asdmygbadalisls, Gmgm®oi Mol 3mwodgds ©s (oMo bymdm{adgdo,
30BOM@obs s dmbs(3gdms  BOsxgogol ©sbs(zegse, gebsmgdol dsdmgol LgMgobo
gmggemmgol  smiomgdgmos.  6gdoldoge e dbsdgl  Fmdol  qlsgOnbo
30376035300bm30L MmG039 ™dogBl Mbos 3eskbrgl Lsoendmm bowowg 6 gsbsmgdo.
boge@rsmom  gbgd0, GmIgmmns  asdmyggbgdom  sé0l Fgbsdmadgmo  sbgmo  glsgz@obe
303160353001 ©sdgoegds, gsblsbormggmo  ™dogddgdolmzgol 60B6s3l 6 gOO™Iemog0
asboegdoll  gmemdsl  (LodgdGonm-asbsmgdosbo  Lol@gds) 6 gs6lbgsg96memo
asbo@gdol geomdsl (sbodgdeomnem-gslsmgdosbo Lob@ggds). asbsmgdol dscrmzgo 360l
360390, G@Imol 39dzgmdomsz begds gsbsmgdms doffmegds Jugemols  3356d9853c),
dsomo  aemdxmdgligds  (3730e9demdolsl), Fo8ms ©s 8.3, sObgdmdl  sdegbody
bogggbmo, OmImomsy  gbes  ogml  ©s3e390mmo  aslsmadols  dsGrmgo,  Begm®(s
LodgB@omem-gsbsmgdosbo  Loligqdol, slgzg sbodgd@onm-gsbsmagdosbo  boliggdobmgols.
dso BmErobss:

p—

Lolig)gdols dmdbsddgdgmms obogzosmobazos;
aobsmadols dsbsgmols Fg4dbs, asbsfoemgds s 0blgsemsz0s;
a3bsmadols dsbsemols gsdmggbgdols m@asbotbgds;

I

adlaegdols dsbsemols dmeg@bobgds, asmddgds ©s asbsangds;
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5. aobaegdols dsbsgmols sstJoggds.

306390 Legggb@ols  ©sbodbnmagdss  LobBgdol  asdggds. ogo  dglsdemems
dmo3o39L  bbgoslbgs  s@s3M03Bmadsgonm  m39Ms(3090L,  Omaméoi  séols
dmdbsgdgmms  0bgm®dsool  d9dmdgds, Lob@Bgdol dmdbdsergdgmms  0egbd n®Omdols
9bOMb39mymgs,  EsslEn®gds  0dols, O3 s Lemsbsem  3BmgMsdemo
bOb39mygmgs  gsshbosn  gsbsmgdol  dsemgzol  3Gm3gLldn  dmbsfommgmdalmgols s
8.3. s@bodbyml  Igdegy  dmbeggl  golbomgdol  dsbomol TFgddbs s  gsbsffoemgds.
aobsmagdols dsbsgmols 3gddbs s asbsfoemagds Fglsdemems dmbrgl (3968 Osm0bgdmemmo
b 553968 Bsmobgdmo  babom. golsmgdol  dsbsems  0blismomegds  Lbgewslbgs
3396998%9. 83l dmyzgds  dgledy  Lagggb@o,  Omdgmbg  golamgdol  dsbsgms
a53m0ggbgds  Lbgeslbbgs  3396d93L  Fmcols  3mdnbogsiool  @olsgegee.  dgmoby
bagggbndo goesdfyzados 03 bsgg@mbggdbg Ggsao®gdologol, Gmdmgddsy Bgbsdmms
339m0(30m6  gobsmgdol @olgol 4399 ©oggbgds. golbomgdol ®olzol 399 ©sygbgdsd
dgbsdmms  dogzoyzsbml  3mbgorgb(30semmdol  bogmgdmdsdryg,  obggy  Gmgmés
aobsmadols  s@snnmgdsdmbor  3sdmyggbgdsdreyg.  sbgmo  Bgdmbzgazgdolsls  asbsmgdols
dsrm30l 30m(39l983s 3sbemgdals ganddgds (sbmogds) Mbos HbEOMb3gmygmb. gstios
8dobs, Bmgxg® Fgbsdmms Molgol 398 ©oggbgdmmo aslsmgdols Rsbs(zzmmgds gebogl
SM(30adgmo. 36 30l somgdgemo 0 33s6dol  Golgol 393 sggbgdmemo
aobsmadols  Bsbszzmgds, Mmdgmoz megesdlbdgmol  3mbBGmeml 4393  0dgmezgds.
bodmmmme,  dgbsdmems  sqiomgdgmo  asbegl  dgbmog  Laggb@o  olgmo
3900b393900LsL,  AmEglsy  golamgdol  dsbogols  Fgbsbgss  Lsgodm.  smbodbryemo
3365 3mm®gd00  3603369emmgsbos  olgm  Logyms3098380, GmeEgbs  golamgdols  skgmo
dsLogms  sz0mgdgmos  smeoBols  dobbgdobmgol, Gmamei g, dsgsmomsw, brgds
badstrosen(fs®dmgdolsls.

OmMymeG sMg 9339 0dos sblbomo, sOLgdmdl 3M03Bmatsgonmo Lolggdol
™60 doG0ms©o 398930600, 396dme Lodg@®ommo s sbodgGommo
3003 madsgonmo  Lolggdgdo.  asbomgdols  dsmgols  3Gmigbo  gsblibgeggdme
Badbogel  amemolbdmdél 83 m@o  Lsbol  3ead@madsgonmo  Loliggdgdolmgol.

LodgBdomm  gsbsmgdms Loligdgdls dmeols Kerberos a3boegdols dsmzol  gsome

39303990 mmo  LolBgdss  Feseooge  Jlgmgddo.  qbos  s@obodoml,  G™3
aobsmagdols  dsrmgs  qlsegbem  Jlgemgddo  NRO™m  Gommos, oy BGswozome
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Lolgdgddo. 830l dobgbo Gsdgbodg  FoJBmEos,  Gmameoi ool qlswgbe
™063980L  38300Bm@ds,  (396@O N0 Rmgdsdmbomgdols  bs3emadmds,  Lodfody
Oglg@ligdols, GmgmGoi oMol gmgddOmgbadgos, Igbloggds ©s  Lobdoeyg, s
Fgndmgdmmds  3s0d3980L  Bgdgy  3396dol  Agbemdemadols  [obslfed  gsblsbma@obs.
(065398069 m33d0  gsbbognmmos  gobsmgdol  dsemgol  3Omdmgds  qlswgbm
Jbgmgddo s sblbomos Msdegbody Lsgstsnoem doegmds smbodbymo  3Gmdemadals

253 O gmsc.

151 sbadgGonm golsmgdby segndbgdmo dorgmds

boxsder  asbomgdols  30038macexgos  dmonbmzgl  glsg@obe  mdogddol
s@lgdmdsls, Gs3 (36mdogmos gsbemgdols dstrmzol  LgdBogoomgdol mégsbml (CA)
Lobgemom. CA-L  a0sB60s Ly s®e/3g6de  asbsmgdos  (yzomo, G@3mol  Laxserm
asbsmgdo (36mdogmos gzgms 336dolmgol. CA asl39dl Lg®donozsdgol, Gmdmadacs
Loxodm aobsmgdl  3396dl 865396, sLodgdeomm asbemgdby wsegndbgdgmo Lolidgdols
Boseogonmo  dopamds  9dgedgds CA-l 9sdmyggbgdsl. dombgosgse  sdols, dbgsgbo
doamds  8dmgbody  dobgbom 80l sG3GsJBognmo  Mlswgbe  Jlgmgdologals.
30ézgem 03380, CA  Jlgmols osriggmo  396d¢o0 0bgds, asbbszmm®gdon  obgmo
F9d0b3930Lsls, oy o6 brgds dobo  asbsformgds. CA-L 0olzol J393  wsygbgds
Lo Boemgdsls doli39dl ms3083lbdgels bgemo dmsfgdml 69d0ldogm byd@Boxozedl ©s
89335030 Igdmmb  6gd0ldogo 33360l dodsdgs o6 bgdalidog@o  Lge@ogozedols
35749905, 3093 MG 360d3bgmmmgsbos ol, M golsmgdol dsermgol m3gMsz09b0ls
FgbOrnmgdologol CA  6930Ldoge Ol mbos ogmb  Bgmdolsfgoemdo. o7 ogo
bgmdolsfgemdo o6 séob, Lol@gdols 3396d98ds Bgbsdmms 39¢ Bgdemmb  gsbsmgdos
23636 9ds/ B3390, 3963 sbomo 336780 Bgdemgdab  Lg® 050308900l Im3mazgdsb.
dobs30mdmdols  gomdxmdglgdolsmzols  Bgodmgds  aszgoegl  CA-L Lg®zolgdols
©7omomgds, 333 dseBogds Edmodgdsd  dglsdmms  goegg g™ dgd
36mdgdgdedeyg d0g309396ml. 6930Ld0gM0 (38em3gmmo skmol Gobzol J398 ©sggbgdsd
Fglsdemms  dogosbo  Loliggdol  gmmsglbo  asdmoffgoml.  smbodbrmo  3GBmdemgdols
a00sg0l abss CA-l bmdol gswsbsformgds 3396d900l xamndo 3396958 ol
s 33335650  3330d980bmg0ls  3slmbolidggdmmdbol  gsbsfoemgdols bsdmemgdols dozgds,

[7].
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1.5.1.1 bsfommdtog gewsbsfomgdnmo Mamgdsdmbomgds

(065398569 5330 dmgmae G0l smfgdomo  begmmo  3M03Bmy®sgeols
(ThC) threshold cryptography 3m6(395006 Udgds, o beBnemadsls  sdmasl n

dbsdrggdl  geobsfommb  3M03Bmadsgogmo  ™3gMszo0l  Fgliermemgdols  mbséo.
3335em000Lbmgols  gsbgobommme  (3ogGmo  bgemdm{ads g gmdobgdsty. s Lgdmdls
Badbogs, G@Amoals  39d39mdon  (3emggmen  dmdbdsegdgens  Bgmdmos (305360
bgmdmGg@ol  394dbs.  odze  3Omdemgds  Fodmodbgds  olige  O™L,  Gemeglsg
dm39dgemo  dmdbscrgdgmo Hobgl Gomdmegqbl s6 dolo bomds o6 Fgodmagds. slgmo
39900639305 3909L  Jogmdsls  FsGdmoeagbls (3emggnmo  dmdbdsegdemols  brmdols
3365Gomgds 3Gsg3mmdomn dImdbdscrgdmgdls dmeob. Lmege 330l dobsm{ggee 0dédzols
Bogergmo  3O03Bmamsges.  bmgtmmo  3MadBmadsggools  dobsbl  Foedmawagbls
0bgm™3s(300L (335 dobo  gsbsfomgdom N xangol  ™mdogdBgdl  FmEol.  astis
sdols, 36733l begsdo t, sbeogodgdnmo ThC  dgdgdmsb, Lsess N xgmxol
6960Ldoge t-l gmdemos  3O03Bmategonmo m3ghsiools dgbdgmads. sligm  gdgdls
(n,t) ThC 9398 9fmegdab. (n,t) ThC L3930l Bqgdmbzggolsl t xamedo Bgdsgee
(930909 bogmgdo  xamuo 3960 Bgdmgdl  3@03Bmacsgonmo  m3g@s;zools
FomdsBgdom  Yglernmgdsls. doymbgrosgse  sdobs, ThC dgbadmms  asbbogrgemo  ogml,
Omgmey  bsogdmm  0bgm®dsizools  glegdnbem  gsbsfommgdol  dopgmds.  sd3q
3923005 ©33065bmm, G030 F9dmbgzgzedoz 3o,  OmEgbsg  ®dogddgdols

256133990 MemEgbmds  (bmgermem  t-bg  bsgmado)  Jlgmdo  Goligol  mdogddgdl
Fodmagabab, Lob@Bgds o6 ask ®obgol J39d. Jbgmol asé3397mo  Gamegbmdols

3396d960ls  donF3mdmmdsl  (guem  byldee go n- t 3396d0) sbgzg o6 9d6gds
2365 LolBgdol  39Bsmdsby.  ThC  Ldgdgdo  3603@mgdegonm  m3g@sis0sls
a365{0rmgdols dgomeon sLGrmemagdab, [1, 29].

dglsdemms 259cgqbgdmem 0d6sls bdq9s, s3dbgdmemo bogernmo
36033 matsxz00l  Bgdbozeby. Loliggdsl, Gmdgmoi Jlgmol  336d980L3s6  Bgrgads,
Logstrsmome  baxstm/3gmdm  gobsmgdols  (gzomo  qbos  asshbrgl.  aslsmgdos
sbodbmmo  Fyzomo  msgesdomggmse, 3336d980L 38839883y, dgddboemas  Lsbom
15e98sdmbomo  md0gddol dog@. sdol Fgdega g@dm aslsmado ogmags N bsfoemse
(n, t+1) Bozrgmo  30038maMsg00ls bgdols asdmggbgdom. Bgdroga gl N bsfoemgdo
236m33bgds  Fgdmbzggzom  s@Bgmem 339639830 Bmgdsdmlomo  mdogddol  doge,
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Gedgedss bags®e/396dm  gobsmgdols  ygomo  9dbs. 83 g@Bgmem 33060730
b9M3960980  gfmeEgds.  39®dm  asbseadol 6sFomadols La®gg®gdobogols  gs6sforadols
99093 (396G nM0  mgmgdsdmbomo mdogddo s@sd 360l bsFomm. Fqlsdsdolsw,
G0BO M0 Bmgdsdmbommo  mbdogddo  bagodms dbmmme  RsBzommgol  gsbaby.
oommgge  bgaggdl  sbggg  aoshbos  aolsmadms  Lsgnmsto  (gzomo  ©s  obsbagls
Jbgmol  gggems 33360l Logstrm  gslomgdqdl.  390dme, mommgnmds  Lg@gg®ds
(Bgehgmeds  3396d3s) ool Lbgs  Lg@zg@ms  Legs®m  golsmgdgdo.  Bgmgasw,
b9e39698L  9O03sbgol  Fmeol  gleg@obem  mabzgdol  Rsdmgsmadgds  Bgmdmosom.
sebodbymo  Lgdzolol  Lsfgolo  gmbgoaamsios dmigdgmos  bmdsmby 1.5, [30].
Lge30LL, O@ame dnmosbmdsl, gsshbos Laxs®e/ 390dm  asbsmgdms Fyzomo K—k.
bogodm asbsmgdo K (36mdogmas gggms  3396d0bm30l, Gowglsg 390dm  asbsmgdo k
Esgmzomos bsfommgdse s1, . .., sn, Leesy gmgger Lgdzgel gomo bsfomo  sd3b.
gmzgee bg@g9el sbggg goshbos Laxstre/ 390dm  asbsmgdms (yzomo Ki—ki. Gmoqlsg
bogodms, 03 LgdBogozsdo  bgmdmfgmorn 0ol Lob@gdol  396de  asbsmgdols
a9dmygbgdom, begds  LgMzg®gdosh  ©s3538069ds.  mommggmo  lgggdo  sbrgbl
bgedogozedol  6sfommddngo  bgmdm{gmol  agbg@odgdsl  390dm  golsmgdols  od
bofoemols  godmggbgdom, Gmdgmoai  Lgezg@l  goshbos.  6sformdcogo  bgemdm(g®s
99093 3995960069890l dogfmmgds, GmIgmo  bsformmddogo  bgedm{gegdowsb
sbdbl Lemmo bgmdmg®ol 3sdmmgmsl. 9bos s@06086ml, Gm3 gsdsg®mosbgdgemo
396 83demgdl Lermemo bgmdm(g@ols 894365l bsfoenmddogo bgmdm{adgdol 3s¢9dy.
Boggsto-g0@de gsbomadols Fygomo K-k

396dm  asbsmgdo k

VN

EsgmBomos bsfomgdsm

N

.5'] .i'z _'S'rl_
Kl_‘kl KE_;CE v Kr.'_kfr
Lgezgeo 1 bge3960 2 bgéggeo N

15'35).1.5. Eogogmbﬁ)ozj 6060%’0@363@0 '3({3@86030)150@36015 3006303 E8(300.
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30650006 dmzgdmeeo  bgds  g9gecgds  bmgtrmmo 3603 mycsgool
3639500L, Loliggdsl Bgmdemos LsGoligem Lag®zgdgdol asblsbma®rmmo Gemegbmdol
©53398s.  Bglsdsdols, t o6 t-by bogmagdo GsmEgbmdol Lstolzm bgegzg@gdo 396
Fq9dmmgdg6  Lobndol  3900m  golamgdols  domgdsl. gl begds, Gewgsh  Lstogbm
b9e39690L  (0gmemolibdgds, Gmd t-Bg dgBo @ s60l) msgse s Bgndmoso LfmGse
boemdmgdomo  Lg®Box038900L  39bgM0mgds,  3s3cmdrabs®g  0dowsb, eI dsom
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d0dabstry Batrggdls, Goeash dsemMgBobszool (3bGormgdo JlgemBo 36 39mEgds.

[QIUPTQIOT oli@)sb0n@-39Jdmermm, sbgag s bols degmdstrgmdols
3630 B0bs300L  3OMBMgmeEmgdl, a03Bb0so  Lagmmado  bsgmmzgsbgdgdo s
1306058 9bmdgd0.  ds@BOrBobagool  L3ggogon®o  3Gm@mgmemo,  Gemdgemogs
bonggogbme  393smdl, ©sdm30@gdnmos  Bm3mmmgosby, 3sdmygbgdomo  3Gma®sdals
dImnbmgbsls ©s 336d0ls Bglsdemgdemmdgdby, [36].

2.2 36msdBonmo s Ggsddonmoe dsGdGgBobsigeol Jgosdgds

356303 0Bs300L  3OMBgmemadols  Tbgeslbgs  gmsbogogszos  9e3dbgds
bstolbl, GmImol dobgrogomsy ¢l Fgddboemo dserdGrndgd0. 33dmdeabstry sdgwsb,
36 gdmdl mE0 3sbbb3s390 7m0 oBgamens, 3gMdme: 3Omsddonmo ©s Mgsddonmo,
[7]. 3Omsddonmo  ds®BOrBobsgool  3OmBmzmemaddo 3356980,  R3gmmgdcos,
(ROEMdgb  3OmsBonmase 39Jdbst dsOIMnBgdo bsbsd [omdmodgzgds s30egdencds
b3g30930760 (T 9o6rm036 b3g309306 86036+ 9ds9c0y Bsg030l
356303 0bocgdobs. 3396d9%0, R3gmegdcog, sbodbyemls sbmO (30909096
dsdergBobsz00l 3960mE7mo a365Bemagdals 253 bgboo. 256 5dolss,
s dOrgdobsool  gobsbegds  0absgbgds  gmggmmgzol,  OemeEgbsy  Bm3memgos
03360905, 3@b0Bbmo asbsbemads b Nb3gmgmgl, B3 3356dl Mebeglo dse G B0
3Jmbeogls bbgs 33963935300y, 30dobocgdmeo sbols deamdsergmbols
s drgBobszool  IOmmgmmgdo  (OLSR)  dbasgbo  3Gmpmgmmol  3séao
353500000,

dgmegl dbGog, Ggeddonmo 3OmBmimmgdo ™  3396dl dm@ol s BB
436056 Fbmmme olign O™, GmEglsg 33 ™6 3356dL BmEol Ggammo BEsgozols
253 bsgbols S50 900 ©a9ds. 33%6d300, Amdegdags @98 JBommo
336 3O B0bs(300l 3G 3eremgdls 04969946, sbodbyemls, hggmemgdcog,
sbod(309ma096  JbgemBo  ds@IANBol  dmmbmgbols  Fgdymdobgdgdol  gegezgmgdom,
O@Imonsz F9somesh ©s60367mgdol 3164dedwg s OB ol Bglabgd 0bgm®dszools
dmobmgbs  brgds. ds@BO Bl dmnbmgbols  FgBgmdabgdgdols  FodmJdbs  Fystrmdo

bogds  ©s  Jbgmdo  gdGgmeEgds  3s530b,  AmeEgbsiy  Fyeoml  sbodbmmgdols
376 olbogols dmbszgdms  gsszgds  Lodegds. bsdmmmme  ©sbodbymadols  376Jd0

(36 33%6do, GM3gmoi 7gebslbgmse ©sM39380MEs ©60TbNmgdals 3M6JBL), owmgdl
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3 3ol dmmbmgbol Fglebgd 9B ygmdabgdsls ©s 3sbgbmdl dsls  dodstrormmgdols
dgbsbgd  sgomgdgmo  0bgm@dszoom.  skgmo  3OmBmgmmols sty dsgamonls
(o63ms@agbl  dobbmdtozo  dmobmgbon  ©ol@sbion®-3gddmenme  (AODV)

3™ geaemo.

2.2.1 égeddogmo 3Gmgmgmegdo

Ogsddomgmo  (sbg3g dmmbmgbom)  3Om@Bm3memgdols dobgrgomn  Bemdmemaools
dmbs3g9gd0  demggdpmos  Ibeme  3s80b,  Gmeglsg gl syomgdgmos,  [7].
gggmogol,  Omegbs  33%0dL  glsgodmgds s 3OB ol (3:bs b0 dbyemgdols
33960539, o0go 9369l JlgemBo  de@BGBol  dmebegbol  FgBgmdabgdsls.
30b0dbgenl 036 sBemagls sdsgdomo 83300698 03 godBosb  asdmdwabstg, Gm3
s IrgBo o6 80l ©smym3bgdemog bymdobsfzomdo.

- DSR  ((yomwsb  @obsdoymo  dse3Gmobsios)  0ggbgdl  Fysermls
3630 Bobs300l  dgdsbobdgdl  sbyy  3sggBob  dmgmo  ds@TGOBHo 383980l
053L5O0Tos.  smbodoyymo  megzosh  33s(30mgdl  dsdABol (3030 nO™sL.
363030l sbseagbs  3396do 9303998l JsM OBl dmmbmgbsls s gemmeEgds
3sbgbl.  6980LdogMo  dodmgdo 339600 Lsgmms  dobsdstals  dsdndl s BGdols
dIbmgbsls s sabegbol 38398, Amames  go 383980  dosm{azl  Lsdmermm
©36036emadols  3396dL, gl 396013690 sbrgbl  dsGOBG Bl Mg39OLoGgdsl  ©s
5363360l ool Ladslbgbem 339, s@bodbmemo  Fgbsdmgdgemoas, oy MAC
3OmBmgmmo  o@dbGog  gmdgbogsosl  0d398l.  Gobssmdmggo  Fgdombggzalsls
©36036madols  3396d0  Slirmegdls Lbgs ds@B@mBol  dgdbsls 386, F93Jdbgemsdeoy.
gmggmo  3356d0  sbggg 0bsbogl s B dol Lazegl, G megoEsb  g3somgdls od
3o 33900l dgdbsls, G@Imgdoz 1339 (36mdoemas. s BGnB ol Lg®zolols dgdsbobdo
LoBoemgdsls  odemgas, 63 934d6gmo  3396do  Fggmdabgdmee  0dbsl  dserBGrB ol
0630l EsbB0sbgdols Fgbabgd.

- AODV (Ad hoc On-demand Distance Vector routing) (30%6md®030
dmnbmgboon ©0lid)s6(307-39 B ™m0 356736180 b(309) §o®3maoaqbls
oliB)sb30n®-39J@mermmo  3sGBOEobsool  3OmPBmgmmls,  sby s BGBgd0
(o®3maqbomos, Gmame d0dstmmadols ©s 3s6doemols 39d@mGo. odobsmzgols, 3
somgdne  ofbsl  dgmdsb-gmeeols  “alsberngrmmdsdeg  ogmol”  3Gmdmgds s
o3 Bobs300l (3030 NOMds,  Fggmdabgdgdol  3mbBemmologol brgds  Gogomo
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6036930l 3sdmygbgds. ©s60d6madols 396JBedrg G mBol  Ladmgbgms  3396d0
a008l(399  RREQ (Route REQuest) 398gmdobgdsl. RREQ-ol  gos39ds  30dmgdo
339699801 dog®  bgds 3365, Lsbsd o0go  ©360Bbmgdol 3Bl 86 Fyemgom@
33%6dL  30omg3l,  OmIgmlsi  sbsmo  s@BONBo (b dsOBOBo,  dsbmsb
sbmodgdnmo  Gogomo  6mdGom) 843l ©s6oBbmmadols  376JEedwg. 3ol Bgdrga
bogds RREP (Route REPly) 398 gmdobgdols 2583908 s6086memgdols 376480l dog®
RREQ-ols  8534d6gemolsgge. RERR (Route ERRor) 3q@gmdabgdgdo  asdmoygbgds
3396d960ls 3g8)gmdobgdalimgol 063980l asgbzol dgbsbgd.

- DSDV (Destination-Sequenced Distance -Vector routing) (cs6036xmgds-
056303q30rnmo  oliB)sbion®-39J@menmo  dse 3O nBobs30s)  [FeMdmepagbl  jowg3
900 ©aligebiog®-39]dmenmo  ds@BOBobsgool 3OmBmzmel,  Gm3gemocs
dmombegl, M3 gmggmds 33603 s BOBobsiool  3bAomo  dgbemdemgdls
Fq089mdobels. dser3OrBobs300l 0bgmEdszos 90303l BsGBO L Gogom bmdg@L,
©36036madols 37640l dolbsdsrml, ©sb0dbynmgdols 396l ds6domls doyxgdom ©s
®0gom 60l doegdnmo  0bgm®dsiools, 83 ©8393B0Mgdnmos 6o dbmgdals
376JBmsb, Gmame gl megs ©s60dbmmgdol 3m6JBol dogH sGol ds® oMgdaema.

2.2.2 3GesJBonmo 3Gogmzmemgdo

badoMoldome,  3Omsddonmo  3GmBmgmmgdo  (so  sbgzg  3gGom@men 6
b 3OmBmgmmadl  imegdgb)  bslosmegds  Bedmmemaools  3ebB@memols
9B ymdabgdgdols  3gMomeEmmo  gsgmom.  3386d9d0  SgMom@mmse  sbsbemgdgb
33630 Bobs300l  bognmsd  (3bGomgdl. Fgbsdsdobse, mbBOmmomgdswo  BEsgo o
9RO B3O mo,  dsa®sd  dedogzos,  bome  s@3OBgd0  —  dgobogMse
bgendobs(gemdon. asbzobomme dsma dsgseomgdo:

- OLSR (Optimized Link State Routing) (=3@0dobomgdmgmo  s61bols
damdstgmdols  ds®BG B obs30s) 360l sebols  Bpamdstigmdols  dsGBG B 0bs(300l
3OMB™IMEo, Gmdgmoi dmdegzbem mszdos sofgGomo, [37];

- OSPF (Open Shortest Path First) (;msgolggemmo  «gdmgemgbo 3563680
3oézgmee) ool gogz gomo  s@bol  deamds®gmdol s 3GrmBobaz00ls
3OMBMIMEo, Omdgmoi  asdmoygbgds 38398 me0  gows;3dol  Jlgm3o ARPANET.
OSPF  Jugemols Fmdmeemaool 3glsbgd  0bg3m®ds3osl 0bsbsgl dmbszgdms dsbsdo,

OOdgemoi gmggen  3396ddns  @s(3mo.  dmbszgdms 33 deBosb  mommgmmo  3336do
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0270l gdemgemgbo  ds@BOBol  bgl b0 dbymgdols  3m6dgdedmg 35398900l
3o 3rB0bodgdolmgol.  dgbmdemols  smdmbgbs  bm®zogmegds HELLO 35398900l
3°3320b 3boo;

- FSR  (Fisheye State Routing) (;mg3bobogsms  3ogmdstrgmdols
s drgBobotgds)  [odmseegabl  joregs 9o sbol  dpamdstgmdol  3GmEm o,
0ommgamo  33%0d0  ©s60domgdol  376JBol  sebol  dramdseigmdols  0bgm@mdszosls
39bmdemgdls  3o@sl39dl  LobBotom, Gmdgmoi  93n3OM3mOGoNmos  ©sbodbrmgdals
376JBol  dsbdogmols  asblabmzerneml  doxgdom. Lbgs  Logyzgdoo G@3  gmzsm,
06333308 ©sTmGgdmo  336d930L  Fglsbgd  bsgmagdse  bBoMse  gssg(399s.
Fgbsdedols, gmgger 3396dl Byl (3mebs goshbos dobo segommddogo ascrgdmzzols
Fgbobgd, OmeEgbsg  (mEbs  ©3BmGgdnmo  3396d930L  Fglebgd  bogmgde Byl os
(3gsh 30l Lsbgmo  mgzbolbmgsems).  s@bodbmemo  babBl  brol 353989800
o drgBobozosl  [gedmbs @ ©60Bbmemadols  376JBol  Losbemmaggl.  FSR
Lsmsbsms o Jlgmgddo m3g@omgdolsls;

- TBRPF (Topology dissemination Based on Reverse-Path Forwarding)
(BHm3mmgools 3360336835,  ©egndbgdmmo  3mdodstronmgdon  ases39dsby)
Fo63mag bl sebol dpamdstrgmdols 3OmBmmeml, Laswsy monmgnmo  3356d0 5398l
(o®3mdsgemmdol bgl, 0gqgbgdl s Bm3memaool (3bGomBo Fgbsbme  bsfoemmdmog

BM3mmmaon@®  0bggm@dszosl. smbodbmmo by qbEOMbzgmygmgl ds@BOBgdls  gzgems
dolofgemd 3396033 s dobo  gsdmmgems  brgds  dmeogozodgdmemo  Dijkstra

(egodbBes)  semamGomdol  gsdmygbgdom.  moomgnmo  3386d0  3gBom@emse
0bsGoemgdls  dmzgdgmo  bol  6sforols  dgbmdemgdmsb. HELLO  3g,gmdobgdgdo,
Omdmgdo Ibmmee I bmdgmas bgsgnbol (33mmomgdsls g399(36m896, asdmoggbgds
d9bmdgmms smdmbgbolimsols;

- ADV (Adaptive Distance Vector routing) (s@s3@mmo woliBsbionm-
30JBmEnmo @G Bobs30s)  3OmsdBHogmo  SOmBmgmeos,  dsg@sd  bmgo
Gg8ddommo  dsbslosmgdmom. gmggemo  3396do  0bsfoemgdl s BO B0l 0bgm@dszosls
d9bdemndosb, 39mdsb-gemdrals 265§ 0 gdmmo 0lid)s6(307-39 B om0
sgamomdols Fglsdsdolse. dombgosgse sdobs, ADV-8o 3356d0 0bsbsgl dserdermd)ls
Ibermme 03 33960988304, Gmdmgdoz G0dy sIBoGo 3938060l dodmgdgdo  $G0s6.
356 sdols, dsOdArgB ol asbsbemadols LobBomy dgeggmdl Jlgmol wsBzodmgols ©s
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dd0rr@mdosh  33dm3absdy.  sdwgbse, ADV  L{6sgse  sbegbl  s@s3@ocmgdsl
Juoemols sB)300030L 9388900 (33em0eg0950Lswdo;

- STAR (Source Tree Adaptive Routing) (Lsfgolbo bob  s@s3@n®o
o drgBobs(308) 099698l gzgms 339600l doge  gsdmmgmoen  Lsfgols  bgl, Gsos
desbeobml 33983900l dsdIOnBobaias. gmggmo  3336do  dogmash  Bgls  0bsfomgdls
d9bdemnd0sb;

- LANMAR (LANdMARKk 356736780 b(300) §o®3maoaqbls
oI Bobs300l  3OmBmgmml,  Omdgmo  mmgogn®  XFYBIVR  ©IYMRBoEo
dbbgoemo  Jlgmgdologol sGol  gsbzgmgbomo. ogmmolbdgds, Gmd gmggmo  33s6do
0968053030098 mm0s  EsdolsdsOmgdol  bgdoo,  G@Igmoi  Bgoezb  xamnel
bsoegb®ogg03s300 6m3g@l s dsL30bdmols Lsoegbdoggogsom bmdg@l. sBemmdegdsti
3396d9601s 3srdrmB)g00ls Iglbslsgmaer 33960580 0ggbgdgb dserBMrmBobsz00ls Gorgem
3OmBm3mmgdls, dsgsmomse FSR-L. gmggmo xagao 06hgsl oéogbdoml. 38398900l
o drgBobsz0s  brgds m@ogbBocgdols dodstorgemgdom, G@Imgdo  ©sbadbmgdals
376dB0b  xanxol  bsowgbdogogszom 6mdgdls dggledsdgds, dgdmgy o Ndsmme
©s60db7emgdols 39643 aosq(3999;

- WRP (Wireless Routing Protocol) (sqlspgbem 3563680 bs300l
3OmB™mImmo)  ggdbgds  dodsormemadols  dgdbol  semam@omdls, Gz 33306981
36O Bobs300l (3030 9OMol  semdsomdsls.  WRP- 3o mommgnmo  3396d0
39bmdemgdmsh  0bsfoemgdls  dsd 3O dobeool  (3BGoml  ©sbodbyemgdol  mommygne
376J o0y 3s6dogols s dgmEgeEsb 38651 36gmsdeg doyxol gems3gdol dgdzgmboo.
33960960 @b @l 3bs36056 gsbsbemgdmmo e3P gd0l domgdol Bqgdrga. gmzgemo
3396d0  0bsbagls dsbdogmols, dserIGrmBobsz00l ©s obzols @oGgdmmadols (3BEOgdls
s dg3)gmbabgdol bgmsbems gswssgdals Losl;

- WIRP (Wireless Internet Routing Protocol) (qlsegbem 068966968
3o 3OBobs300l  3OmBmgmmo)  Fedmsemagbl  ds@BgBobsaiool  3BmBmzmenls,
393933909l glogbem  0bBa@bgly  demonbgdmsb  (WINGS)  m3g®ocgdoliogols,
O@dgmoig addxmdqligdam 0300083300980  dsO OB obsBmeOl  Femdmaogbls
b6 2561990 do. 650003 gmdogneds 30 OMEEgds FAMA-NCS
3OmBmimmols  dogd, G smImgbzmezl  sgstrmmo  Laam@gdol  3Gmdemqdsls
96036036 Jligemgddo. gmggmo 3396do 3398 s NBoBs00l 0gPsBJomem Byl s
dox s Mbsformgdls sl Fgbmdmgdl,  Golmgolsy  sbegbl  ©sbadbrmgdals
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0o0omgae 3960wy dbmemme  dsbdogmols s dgemEgEsb-1 368l 3bgmedeg  doxols
25033938k, dsM Aol asbsbemgds ygggms 3336d3s b sEsLENOML.

2.2.3 30ddr0enmo 3GmEmgmemgdo

30dGoEnem  3OmBm3mmgdl sdzm, Gmamei Mgsddonmo, sbggy SOmsBommo
dmbgds.  B3gnmgdéog,  Jbgmo  ogmegs  Gggombgdse s 3396do 3OS ome
3OBmgeml  0ggbgdl  sbmmm  3gbedemgdmsb s 3B obodgdolmgal,  bemerm

G dBonm 3Ompmgmml — 83 Ggaombl gsdge dseIGEobomgdalimgols, [7]:

- ZRP (Zone Routing Protocol) (bmbyco 3s6:3émdobszool  3Gmdmzmeo)
9390 3396dobogols  3sblsbmgMsegl  Meonll  (doxgdol Gsmegbmdom), GmImol
dogbonn  Brgds 35398900 ds@BOgBobezos  dOmsgBongmo s IGnB 0300l
3OmBmzmmols  asdmggbgdom.  Gseomlols  astge  dgmgo 3369801 dsrIrB)gals
sagbs brgds 563G 0bsi0ol MgsdBonmo 3OmEm Mmool asdmggbgdom. ZRP-L
bodndsem  Ggg0do  saommdfogse  asbolsbogdgds  IARP-ol  (IntrAzone
3o 3O7Bobs300L  3OMBMImmo) 30ge, bom  Jigmols sdhgbogmo  bsfoolozgols
(Goonbl astgm) — IERP-ob (IntErzone ds63éq@0bsigool 3Gm@mgmenn) dog®;

- CBRP (Cluster Based Routing Protocol) (3msl@g®dy ©segmdbgdnmo
3o 3rBobs300l 3OMBM3mEo) Jugeml gmgl asesnsmzols s 3sm0d30l s zze6dm
33bBggds, Loy mommgnmo  3msliggco  ©osdgdon 2 doxos. momemgmeo
33l a®obogols 33l adols Lsoom 3364l 33060 39mE9bmmgds
3630 Bobs300b  sdggbo  TgBymdobgdgdo  Lbgs  gemsliga®adl  genigemmb.
oonmgnmo  gmsligg@ol  Bogboo  asdmoggbgds  3@msddommo s 3Gy obazools

3O gmmo, Omegbs 3l g@msdmamolo  ds@mdGnB 900l ©aEagbs gsddommse
brgds, s dOmB ol dmobmgbols aboo.

224  o3odobodpdama  s@bol  dpamdstgmdal 3@ ddmobszools
3temgmgomo (Optimized link-state routing protocol)

®38080BoGgdgmo  sGbols  doamdsemdols  séBGmBobazool  SGmBmmmo
(OLSR)  §o6dmorgpbl  Bodomé  s6bol  doamdstgmdols  3s&3@rmdobszools
3Gofogoml,  Godgmoi  ™3Bodobobgdmm  offs  qloegbe 33693080
3odmgpbgdobogol,  [37, 38l s6bol  doamdstigmdols  BseBEmBobssools
3O 3mmaddo  3396d930 gBeg60s6 s OB bs300L T gmdabgdadl, Lswsz dsmo
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qdgome  dgbmdemgdos  Rsdmmgmoamo. gl FgBgmbabgdgdo,  Bdmgdlsi  sébols
dgmdsgmdols 9B gmdobgdgdo  (LSA) gfmwgdsm, Jlugmdo  3639megds.  Grawgsh
qbogbe  Jbgemgdl, Bzgnmgddog,  bgmdolbsfgemdo  Lobdod gbomoynmo  szm,
OLSR-ob  gmbposs - Jlgmdo  dserBergdobszools  Fgdgmdabgdgdol  gi39dme0
29363900905, B93memboBbmemo  dGsgsemdox0sbo  asws3dol (MPR-Multipoint Relay)
390(395305L  953:9dbgds, M3 F0bsdmgdsdy mszBo 0dbgds s@fgMagma.

MPR-l  ©36036mgdss  s@bols  dpgmdstgmdols  gsbsbmgdol  as3é(3gmgdols
m3Bodobsios. MO Bobs300l  Bodon® 3O mgmmdo  dsdIGgB b0l
9B ymdobgdgdo  Fgdgabsodse  g@gmEgds:  gmggmo  33s6do,  GmIgmo  oegdls
F9Bymdabgdsl, msgolmsgse  gggems  dodsGromgdon 336 (39eadl  deO TGN 0b300ls
B8 gmdobgdsls (3osli3ndl gggems 3396l aems(39dols ségeemdo Broadcast). Lyé. 2.2
230h39090L, ™3 3356dol A Bogd  agbg@odgdmemo g gmdabgdgdo  JlgemBo  0fbgds
293039 9dmmo.  OmM3me3  bydsmoesb  Bsbl, gs3e(3gmgdol  skgmo  dgsboBdo oG
360l bsgdsmobse 9390, Gsgsh  Lbgsslbgs  33%6d903s  gMmo s 0go3g
F9Bgmdabgds Fgodmgds IMsgserxag® doommb.

e \
N J
]
N [J""“-%r" N 2
[ | ( |
I NS ./
Loy
" . N TN

l'\__ /

15‘35).2.2 dsderndobszools '83(?)3(*)6053632)0]5 303(‘)03(}\*}360.

OLSR-80  dg4dboen  0f6s s 3rmdobseool  obgmedszools  as363gemgdols

953600 98398000 Lgdgdo. s mommgamo  3356d0 LSA-L  as3é(39mgdols  s3m(3ebsls
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3306981 beremme G360y gOMmdox0s6 LodggEome dgbmdgml. 83 L3g30sem o
339609801 F9ehg3s brgds 0dyzeMeE, O3 fbEembigmymaomo ogml LSA-L  dogem
939ms  mGdoxo0sbo Igbmdemols doe(gzs. LSA-L goms;zgdologol Bg@bgmm 335698k
MPR (MultiPoint Relay-3@sgem3nbdidosbo Ggmg) gfmmgdsm. dsgsemomse, Gmgmé
b Loty 2.3-00  6sB3zgbgdo, Omegbsy A gemsbzgdl  ds@BrgBobszools
3365bemadsls, 030 ge@sli(3gdl dsl gmggem  gOmdox0s6 Igbmdgemb. gzgms gl 3396d0
0mgdl s 8393390l BgBymdobgdsl, dogsd Ibmmme ol 336dgd0  aswsli39996
3363gmMgdon  FgBgmdabgdsl,  Gmdmgdai  A-bogol  MPR-L Ge@dmswaqbab.
806036 33306981 3s6dgmEgd0m0 B gmdobgdgdol  MemEgbmdsl s, 3333568,
OLSR-U 3096 gqbgcotgdaem 30dwabs®rg batrxgdlss.
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b9@.2.3 OLSR 35636980 bs300l 3G geagmo.

OLSR-30 monmgnmo  33s6do Hello  3g8gmdobgdsls absgbols  3g@omemmas
(Bsgoemomse, gmgge §93b) mommgnmo 3396dols 0b@B)gGagolbom. Hello 8g@)ymdabgdols
doszs60  dobsbos  LaBgsemgds  dolzgl  3396dL  Bmeme  (gBmdoxosbo)  dgbmdgmo
s@dmshobml.  Hello  89Bymdobgdgdol  asws3pds  brgds  dbmmme  gémdoyosbo
I9bedegdalimgols s 36 goesogds 3396dols gHmdoxosh dgbmdmgdby dm@L. Hello
9B ymdabgds  Fgo3e3L  9934dbgemo  3386dol Labgeml,  g@mbogosh  dgbmdemgdls,
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Oodmagdoz  9994dbgeds 3396038 339 s@dmshobs s 3396d38L,  Bm3magdacs
999436gemds  3396d3s  MPR-©  sodhos.  Gmgméi  go  3396do  gs0aqdls  Hello
B9 gmdabgdsls, ogo  83:mFdgdl, sl oy oM FgBymdobgds  Fgddbogmo  sbsmo
d9bedmols dog ©s oy sbgs, 0go b6sbrgdl gOmdoxosbo 3gbmdemagdol Losls. Hello
BB ymdabgds  sbgzg degosh  36033bgmmgsbos MPR - 3mb3953300L  dbsdresbegg@sc.
0000 o 3396d0 33358l dgberdemgdolizsh dowmgdmem Hello 8g8)gmdabgdsls, Gsms
©s06sbeb, ogm oy 8@ ol s@BRgHmo O™M3gmodg Igbmdemols dog® MPR-e. o slgs,
3396035 by gesgt3gmml  ds@BOBobezool  asbsbemgds,  3gbgotgdgmo  od
d9bmdemgdols  dogM, G@Imgddsy ogo MPR-p  soébogl. omommgnee  3396dL  slggg
dgmdeos Hello 3g8gmdobgdols asdmygbgdoo asdmmgsemml, Gemdgmo 33s6do 0dgmagds
doligeb ™0 doxol ©sBmBgdom, GoEash mommgnmo gemdoxosbo dgbmdgmo Hello
398930698580 Rsdmmgemols  gggems 33960, Gmdgmoig dolash gPmo  doxom  sGols
©s3mG9dnmo.  moomggmo  33s6do  dols MPR-L  06Bg3l  asdcm3robstry  e®doxosbo
3953306, 33Egbse, mommgnmo  m@doxosbo  Igbmdmol  dom(gzs  MPR-U
d9339m00  Fgodemgds.  JlgemBo ool dpgmdsdgmdals asbsbrgdol gswszgds  bogds
Fggmdabgdols  39dzgmdom,  OmIgmls  Femdmmmgool  3ebBGmmol  (TC)
Fq8gmdabgds gfmegds. TC BgBgmdobgdgdols as3@3gemgds JbgemBo brgds, Bgdwmga 3o
gm39en 33960 Fgmdemos  smboBbymo  0bgm@ds(300ls  asdmyggbgdom s BGrmBobazools
bogmmeto 3bGomals assmzms. 3336 39ead0l 3Gmigbo  beodsogmegds MPR-980ls
d9339m00, Geameiz gl bgdsmby  2.3-0s bshzgbgd0. OLSR-L  3gdmbzgggolsl o6
60l s730egdgmo, Omd  mommgneds  3356dds  gggms  d9bmdgemls  FgeBygmdobmls.
b 3dscobos dgBgmdobgdnm 0dbsl ol 3356d0, Gemdgmo dm3gdynmds 3356dds MPR-e
soéBos.  OLSR  sbgzg  Bgoiegl  Fgdgmdobgdsms o6  sdsdndon  Labgmdsl:
dsli306demols s Jugemols (HNA) (host and network association) 3g@gmdobgdgdls,
Oodmadoz 33963930l Bogd 3oty Jlgmgdmsb  3s3doGol  FgBgmdabgdolozals
a0dmoggbgds 36y Jlgmgdols,  Gemdmgdo  dmbsforrgmdsl 86 owgdge  OLSR
s drgBobsz00ls  IOmBMImEBo, ©s  IMsgzmmdomo  0b@gOngolol  ©gzmsGsz0als
(MID) (multiple interface declaration) Bq@gmdobgdgdls, Gedmagdoz  asdmoggbgds
b 0d 33369001 doge, OMAmgdlsig dGMszmmdomo 0bBgMxgolgdo asshboso s
dmbsfoemgmdsls  omgdgo OLSR  3s630B0bsz00l  3Om@mzmmBo  0da3zscse, 6m3

bbgs 3396d90L  Fgmdemoser  asblibgsagadmmo  0bBg@ggoligdols sbmigodgds 3 3356dmsb.
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OLSR s 9b6mb39mymrgl  gBgmdobgdols  smmgbdogogsosl s, Bgbsdsdolsw,
593390208 m830sbbAsms Labglbgsmdgdoliogol.

2.3 os3sbbdgdo dser3Grdnbomgdsby

(065390569 m330  gusEmgdsls sdsB30mgdl Bmgogdmo Lsbol megeslibdsty
©s 83 0o3eslbdsms  asgmgbsty  leegbem  Jlgmol  ds@BOydobsiosty,  [7]
as630bogmmn bsdo Lsbol msgoslibds:

- Fools bgdgmo;

- 9eg30lgdn®o msgeslibds;

- “Lodogs”.

2.3.1 0s30sLb3s “gool Bgdgemo” (wormhole)

05303Lbds  “Fools  badgmo”, B3gmemgddoz, dmombmgl dobbmddog  JlgeBo
Lo (308 60 3m6L306sonmo  3396dols s@lgdmdsls, [1,7]. 3G mmoe as6§gmdoemo
33%6d80 39macegogmse 336332493000 bR ogmb, Beos Msgrslbls ggdG Mo
s@dmhbgl. sbgmo Mmegeslibdalisls B nmse asbfgmdommo 3336d0 03gMmMAL 35398580
303y 3mbogooEsb ©s “g30088mmse” aseslizgdl dso Lbgs IBGmmse 336G ymdoem
33%6dL,  Omdgmo,  oammolbdgds,  Om3  godgzgnmo  3sbdogmol  sBmEgdom
3905693, Bgdrgmd, 0g7molibdgds, GmI ey B  gsbFymdomo 335600
“sa30608898mm” 35398901 sEanemdMogse  asesliyqdl. sOLgdmdl  Msdegbodg abs,
Gedmols 39339mdomsy 60l Bglsdmgdgmo smbadbemo az06sd0ls 8q436s, [39-41].

33061380L  Iglsddbgms  3oMggmo  dgmmeols  4sdmygbgdolsl, o3 bshgzgbgdos
bgesnby 2.4, d@EOnmoe 3s6(ymdomo 3396d0, smbodbmmo X-om, sbegbl 3gbmdger
33960 A-psb  domgdmemo  3s398)0L  0bzexglimmomgdsl.  sdols  Fgdmgy  g3ebdo X
9a%3360L 06353 bmmotgdnee 35398 IFO N  36Fymdor  3396dL Y. 3396d0 Y

3360(390gdl  Egz9x3bmmomgdnem 35398l dgBmdmgdl  dmEol.  sdegbse,  Lsfgolo
353980, goesgdgmo A 3396d0ls dogd  dgbmdemgdobmgol, 3GGgmegds Y 3396dols

dog® 3ol dgbedemgdls FmEol, dso Bmeolss B 3336d0(3. dsgsemoms, o 33560 A-l
dog®  gosgdnmo (s X-ol dogd  “rsg3068858mmo”)  Lsfgolo  3s3980 Hello
353980 ogm, 33%0d0 B 83 3s3980L dowgdolsl  Rsmzgemol, ®md 33s6do A dobo
dgbmdgmos, sz o0 Fgglsdsdgds bodstmemgl. Lbgs dsgsmomo  gsbgobommo: o
33%6d0 A 30@3b(399L dsOIOBol dmmbemgbol 35393 33963 B-l, 3396do X Bgdemgdls
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sbgmo 353980 “o3306088908L” @3 Y 336d0logol  dofmegdsls 383980l
063553 memodgdols  abom. Fgegase, dsOTOBol  dmnbmgzbol  dmzgdmmo 383980
bogmgdo  doxgdom  dosmg3l  @sbodbyemgdols  33s6dL B, goeég  ds3Gdols
dmnbmgbol Lbgs 3s39B0, GmIgmo Lbzs ds63Ggdom  dogdstrongds.  s@bodbmemo
brgds  ds®3Oobsool  6g30ldogho  gleg@obem  3Om@mgmmols  3sdmygbgdols
dobgosgsm, olgmgdol, Gmdmgdai sMg ogm  bsblgbgdo. F9bodzbs: X-b s Y-U
om0l sOlgdmen  336d98L, G@Imgdoz 35398 assli39396, @ Bgmdmoso 353980k
0bBg®3OgBocMgds,  GeEash  ogo  0bzeglymomgdnmos.  Fglsdsdolee,  dsor oG
Fgdemosm 3oy gdol GsmEgbmdols 4sbOs.

23065801 gl dbgemse dgmery dgomeols asdmggbgdolsl, Gmdgmo bydsmnby
2.4-05 6sB3gbgdo, ogmmolbdgds, Gmd Mo GO mmew asbfymdomo 3356dol — X-ols
s Y-logol - bgmdobsfagomdos Lobdomol ©0s3sbmbl astrge s lgdmgmo  dsmsemo
Lob3omols sebo. s0bodbmo Fgodemagds doefgnm 0fosls, dsgsmomse, ™6 3356dL
0l bogsdgmm  mobiol  s@lgdmbomn b oo ©0s3sBmbols  dJmby  dsmsemo
Lbob3omol  legbm  mabgol  39dzgmdom, Gmdgmoai  asblbgeggdnm  Lobdamgby
3960698, 8333068,  s@bodbmmo  dgomeo  dmombmgl  L3gosmobgdgmo
F9bsdmgdemmdgdol  3Jmby  dmGgmdommdsl s, sdEgbse, RO  Hommos, oMy
(0bsdm@dgoo  Igmmo.  dmgdgmo  Fgdobzgzel @embsg  sbgsg,  A-b dogé
ases3gdgmo Hello 3s3980 8g0demads 3s63gmcgdom 0dbsl aswszgdnmo B 33s6dols
sbene 3pgdsmgmdsdo. Fgregase, 3336d0 B Rsogmol, Gmd 3356do A dobo dgbmdgemas.

0bgog3lmmomgdgmo  3s398)900

624 0s30lbds “Fools bgdrgmo” (0bgsxzlimmotigdnmo 3s398)900).
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dbgogls sdols, 33960 B-bogol dsd @B ol dmmnbmzbol 3s398ds 33963 A-
©s6 gbadmms e L{Gsgse dosoffoml 3396dl B-b (653 086086:memadols 37698
(963576l o3 mBol dmobmgbol 38398 gd0bmgol) ©s, Lsgsdrsmeme, bszmagdo
30%9000, 30650036 ™G IBHEOmsE  abFymdoen  3356dL  FmEol  dssmo  Lobdomoals
306033060 0b30 asdmoyggbgds. Fgogase, dgodmgds s@dmhbegl, ™3 g3zoMsdals o
Loborgmo  Faddomo  90mdsbgmmsb  dsgmash  sbmml  s@ol.  smbodbymols  bsmemse
sbsbsbs obommgmn bmed. 2.5. s 33%6d0 B omgdl 353Gl Lsd dmabemgbsls.
Boogemos, Gm3  dsH3GBHol  dmabmgbsls, domgdgml  “Fools BgGgmon”, y3gmsby
bsgmgdo doxo 9d6gds. 0Jdbgds Bmsdgdwomgds, O™ IBEmmse gsbfgmdomo  3356d960
Lobodggdeme  Ladbabadl 9793006  30398)900L  @sgz0msdgdom. gl sbg  0fbgderces
33969980 bzl Ladlsby@l dBEmmo asbbEsbzols 456939 Om3 9fgmebab, dsg™sd
IBOmee 356G gmdomds 3360903 dm(3gdnmo  megeslbds  Fglsdemms  qlswgbm
Jbgrgdol Lb3sesbbzs 3OmBmimmns dsmgdamo 31dsmdol docol gsdmbsmbEgmso
253m0g9bmb. 1360936 9emmgsbgls 3603 gme s, O™ b3 dgbsdmms
B99ms@b0dbymds  0930sLbdsd  gogmgbs  0Jmboml, [oMdmseagbl  dsdIGnB0b300l
3O mgmmo, Gmames gl seog  asbbomgmo  dsgemomgdoesb  Bsbl.  dmbszgdms
damgzgds, dmbszgdms dofmegds s 8.8, [oMdmseagbls dsgemomgdl  Lgmgalgdals,
Omdmgdoz  Fgbsdmms  asgemabols 4398 dmgd(36g6.  megeslibds  “Fool  badgmo”
Jgbsdemes  FoMdsdgdnmo  s@mdmbbegl 0d Fgdmbggzedos, oy sl Faomds s 83l
3390600l Ms0dg  3M03Bmadegonmo  dsbegsby.  dsgemomse,  bgdmmbsbligbgd
bn@smgdbg (2.4 s 2.5) oogeslbds “Zools bgdgmo” Bgbsdmms  Fsédsdgdnmo
sdmRbegls Lolg)gdol bermmmmmadosbo 3386d980ls (BmgmEo s®0s6 3356d980 A s
B) dogm  as3mggbgdnmo  golsmgdols  (3mebols  as69dgis.  gets  sdobs,  Jbgmols
33%0d960L  Mobzol 398  @sggbgds  smzomgdgemmo 86 oMol sdazeMee,  0ds3y
boboBgdbg, g396d900 X @ Y Bglsdemms  [otdmsmagbebab  astg  3396d98L,

GOImgdo 8O 3036 Mggmmsrgmo Jigemols bsfogmo.
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b6.2.5 0s308bb3s Fools bgdgemo (LobBool ©asdsbmbls aségm s@lgdnmo s61bo).

2.3.2 gemgoligdéo osgesbbds

93093 033l gogmgbs  od3l  Ogsddonmo  dsd OB obazools
3Oomzmmbdy, [1,7]. Ggsddonmo dserderndobszools 3Gm@mgmemol 3gdmbggzolsl,

339600,  Omdgmlsi MO E0  Loegds  ©606mgdol  376Jdedwg,  Jlgedo
33630 B0bs(300L  Imnbmgbols 35398901 930390290k, dsOIGNB0b(300l I bemgbols
Ibgoagbo 353989001 3930(39egds Jlgmdo 3mbBGmmomgdseo gbom brgds. sdazs6s,
000070 3336d0 Jomgdammsgsb 3bsegbol dsdIGnBol smeEagbol Fbmmeme 3oMgge
35398,  ©s6sMBgba0L 3o Mgmeaegdl.  megesdlbbdgml  dgmdmos  Ggsddomemo
3 dOrgdobsool  3OmBmgmemgdol 83 dsbsbosmgdemols  asdmygbgds.  smbodbyyemo
bergemegds  ds@3Grmdol dmonbmabol 35398900 ©36036mmgdol  316@0lzgb  gemzals
LbolGosgom  asabsogbom.  Fgogasm,  3336d980,  Gmdmgdo  sbgm  “gemgaligdn®”
I bemgbsls 0mgdgb, asesl39996 dob s edgmegb s 3O Bl gzgemms dmmbegbsls,
Gmdgeoig dmgzosbgdom  dmeol. Fgegase  dowgdagmo  ds@dGYB 900 1339 89039396
053005dLbdgels, Lowsy 0s30sdlbdgemls m3oMsBglo 3mBozos gsshbos.

3smbodbyemo  megeslbdols  Gedmfyggds Gommo  sm  sMol.  ygzgmeigdo, M
sdobogol 860l Lsgodm, gsbemsgm ol, Gmd 0830s3LbIgmds s 3OBol dmmbmgbols
353989001 ass399s g™  LfOsgse  dgdmml, goe®g sdsl  dsemdmbogmo  3356d960
83909096. 053053LbIgels sdols gszgmgds “Fools bgdgmadols” gm®docmgdoon Fgndemos.
03039L 393909088 083083l sbgzg Fgmdemos s NB ol dmcmbemgbols 35398900l
dogdsls @5  god(399sl  dm@ol  ab@Bg@gsmol  0abm@omadol  abom. smbodbeyemo
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0b@gegemo asbolsbmgdgds dsdMndobszool 3OmBm mmadol dogh, Gsms msz300s6
0651 somgdmemo  ds@3G Bl dmnbmzgbol 383983900l gmmobos.  0s3sdbBIgels
sbggg Bgmdmos  3OmBmgmmgdols dogd  asblebmzdrnmo  0bBggsmmol  0gbm®otgds
bsegbm sl dobsfaemdse. 83335600, gzgms sbgmo F9dmbggzolsls Bgbsdmgdgemas
e drgBol  dmnbmgbol 35398 90bg  “gemzolgdamo  0sgzEslbds”.  “gemzolgdne
05305Lb3sbg” 993060980 srgogo gbes IsOTArgB ol Fmmbmzbols FgBgmdabgdgdals
d99mbzgzomo  Bg@Bgzols  sd39ds.  sdqbse, 0gmmolbdgds, Gmd  gmzgmo  3356d0
doomgol s AO B0l Jmobegbsms  brghme  GemEgbmdsl.  sdols  Fgdogy  336dl
d99dmgds  dgdobgggomse  sdmodhoml  ds@3GmBol  dmobmgbs  domgdgemo
Imobmgbgdoesd s asgbegbml.  msodsmmo  gbes  ogml  smbodbnmmsb
sbeoegdmmo, GsEagsh o) 3396d0 dsIAnBgd0l dmmnbmgbols brgtnm Gomegbmdsls
050357900l 336ds3emdalisl 396 doomgdls, ogo  Fgdmgdl  ds@G Bl domgdgemo
I0bmzbgd00sb  s3Ehg3el.  Cmamey  bg@mmo  GsmEgbmds, olg  msodsmomols
3603369mmbs  Log@ombogon 9bes 0bsls dg@hgmemo. donbgosgse  sdobs, dgJsbobdo
Jgbsdmms 3OS 065l 0b@)gacomgdnmo 696030y 95 0meo
33 gBobs(300l 3BmBmgmmBo “gemzoligdn@o meg3slbdgdolysh” mszol slszege.

2.3.3 osgoslibds “Lodogms” (Sybil)

“bodogns”  megeslibds  gmemolibdmdls  gdmo 339630l s®ligdmdsl,  G@Igmoa(s
03536 §363msRgbl  M3dgbodg 3396ds s geshbos Bglsdsdolo  oEgbBogosB ™G0,
b6 oEgbdnemdgda.  [18, 42-43].  @sdsBgdomo  ogbdyn®mdgdols  dm3mgzgds
Fgbsdmgdgmoas  Lbgs 33569801 dodsdzom o6 gsemdo  0EgbENOMIgdals  asdmygbadoom.
g3gems 83 0@abBnmdols  asdmygbgds  Fgodmgds  gPmEOMMmse 36 Mol
25633910 3gMomeol  as6ds3emmdolsls. de3gdmds megeslbdsd dglsdmmms gogemgbs
0Jmboml  lsegber  Jlgmols  @sdegbody  Lg@gzobby.  dsgsmoms, 356 Bgbadmms
353965 0mbocmls  3M835¢d0dsMogemgdosh s AGB B30, Lasi  bagsdsmome
3500370 dodsGogmadgdo  Fgbsdmms  gzgms  gsomegl  IBEOmmse 386 gmdar
33609,  Gmdgmo  Gdmgbody  “Sybil-opgbdn@mdsl”  0ggbgdl.  derzgdmends
05300556353 sbgzg  Fglsdemms  asgemabs  ogmboml  dcmbszgdms  dma@mggdaty,  Lawss
960bs s 0dsgg  3396dL Fgmdmos  bgmo  Fgfyml  dBsgmmbon  szombgsl s
mommgge  39dmbggzedo  asblbgeggdmmo  oEgbdnemdgdo  0dbgds  gedmygbgdmemro.
Fgbsdmms  bgdmddgegdol 4399 s@dmBbregl  Gglm@lgdol Leds@omosbo  gsbsfoemgdols
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d9Jsb0bdo(3, GsEash 3356dl Fgmdmos dmomnbmzgml ghm  ggmgbogn  bsffoembg Igdo,
239099698 s Lbgssbbgs “Sybﬂ—ogggﬁ(fi)'aﬁ)mbab”.

“Sybil-0@gb@nmmdgdol”  s@dmbgbols  dsdBogo  doamds  Fgodemgds  ogmls
oot aobomgdol  bgd@ogogsdgdol  asdmdzgds  yzgms  0©gbdnmmdolngol.
dobgosgse  8dobs,  3OMdmgdsls  FoMdmagabl (396G mGo  emgdsdmbogmo
G360l selgdmdals  smz0madmemds,  GmIgmoi  bgddogozedgdol  gsbsfomgdsls
dcsbrgbs. smbodbymo  dogmds 0ggbgdls 0d RsdBl, O™ gmggmo 33s6do  Bees
Ogbneboon @0l Igbomenmo. dgdegy BgbBon begds 0dols assdm(dgds, asshbos
o0 368 MommgHe 0EIbG YO Baldocmgdgmo Oglg@lols Lsmsbsem Gsmegbmds.
80965, 3339070, MM gmggm 0EgbdNOMIsl BalBomgdgmo Gglg®dlol gHmo
©s 0303) mEIbmds gsshbos. Beg Gglm@ll 3sb93mm3b90s gedmmgms, Bgbsbgs s
30376035308,  3sa®sd  Fglademms 83 Mglg@bgdols  Baldocgds  lsegbe s
bgbbomerge  Jlgemgddo  Lfmeo 86 ogml  Jlgemgddo  Logsdemome  sebgdmmo
36139603350036980L  Jobgbom, Mol gsdm gobogne@ Infymdoemmdgdl BgliBocmgdyemo
Agbnebol GamEgbmdols gsblbgsggdnmo bowowggdo gsshboso.

30093 960 Fgdmmsgabgdgem  Oglgell  Gsomdodmgdo  [FeMdmawagbl. o]
©sd398s ol sM0l, Gmd  gmggem  gobogn®  dmFymdommdsl  dbmmme  gHmo
GsEomdodmgdo  3J3l, GmIgelsy o glFgzl gbso gPmOmmmse  gesligl s
dooels  IgBgmdabgds gonbg dgB)  sObBg. sda3808@,  33s6dL, OMdgelsig  Luel
290333 (dmb,  (oMdmamagbl oy 98 Gmdgmody  dobo  dgbmdgmo  “Sybil-
0©gbBOMISL”,  g3gms  dgbmdgmmsh  sObl  gsdmgmgl.  Imbsgrmebyemos, (™3
dgbmdgemo  3396d0  FgBgmdabgdsls  asdmgmagoemo  sebom  geesli3gdl.  3gdsdmdgdgema
339600 dmlsbdgbs  Fgdmbggzom  sOBL  0Bgzl. oz s@Rgme  sOBBY  s@bsoM0
F9Bgmdobgds o6 oldol, Fgledsdolo  3396d0l  0EgbB O™ Sybil—ogaﬁ@‘aﬁ)mbag
Bsomgmgds.  jogz 960 doamdsls  (oedmawyqbls Sybil—ogggﬁ@gﬁ)mboh 803905
a3bsmagdols Igdmbggzomo Gobsbfsmo gsbsfoemgdols #gdbozom. Fgdmbggzomo asbsmgdols
3030l J9d980L  3sdmygabgdolsls 3356d30 dobl gsd39883g of)z0Mmgds Igdmbgzgzom
aobsmadms  gPomdmomds.  3386dds,  Amdgemaig  3G9Bgbbosl  s(3bowgdl  s0dy
0968 Omdsbg,  Mbos  ©3s3B303ml gl oEgbBMOmbs,  Gobmgobsy  sbgzy b
dc13bEobmls  0dol  gdmblB®omgds, md sl geshbos  dmzgdmemo  oEgbdm®mdols
Fgbsdadobo  golemgdgdo.  s@bodoyel  3396do 839098 sFogz@ols b gsdogggols
3903309030 gobsmgdon Imbsfoemgmdols gbom. slgmo dgdmbgzgzolsls megesdlbdgends
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306ggem  03do  bs  ImsbrEobmls  dMsgsemo  3336dol  gaBgbgs, Gomsy  dobmgols
dolbsgemdo gsbrgds mommgnmo 0EqbBnMmdols dglsdsdolo asbsmgdo. sdols 39dwga
0530535bdgmds  Fglsdemems Fgdemmls goemdo oEgbdyn®mdols dg4dbs.

Sybil-os300Lb30b  s@3mbgbols  goegs 9o doamdsl  FeGdmsmagbl ol
OmEgbsg 1dgdsdo moomgnmo 3396do (396@Gsm Mo Bmgdsdmbomo mGysbmls dog@
bOb3gmygmgomoas  gbogern@o  Lsondmm  abgm®dsioom.  33s6dols  dog® 83
bsondmem  0b6gm@dsz0osb  bogds  398-xsg30l  domgds.  3396do (3968 GOSN
95e9sdmbomols dogd  sbggg bEOMb3gmmymRamos  0Egbdn®mdol  LgdBogosEom,
OOdgeo 3396dol  0©gbdOmdsl  bsoydmem  0bgm@dsizosls  8dsdl.  ogmemolbdgds,
Gmd  3396d3s, OMIgmoai 3G9 6ok o3baEgdl  mzgdne  0EabBMOM™sby, b
(o63magobml  0qbBnemdals  LgMdoxozedo ©8 9bes sl n®Omb, ®md ogo
Remdls 1603500 N 0bggm@ds300ls, byd@ogaiocgdgmls 0968 nOmdals
bogdBogogsddo. slign®o Fglsdmms  Lsgodm  agml o6 3356dL om0l gmggemo

1O00ge0Jdggbolisl.

2.4 qbsgobo OLSR

bemgo  bfgds  OLSR-L 39356000908l a3m385m8l  ms30sbb3gd0bswdo
Igegamdolmgol, [44-46]. dso  Bog®  Bgdmmogsbgdmem  dmozs®  owgel  OLSR
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bbgeslbzs  3396d9d0l  dog®).  Fgdmgzo  doxo  s3mdgdl  FgBgmdobgdols
396 0x3035(308L,  dMsBmEgdl  Fobsdm®dgoo  3336dol  Bgmdm[gMsl s 33sd)gdls
bogmoadl.  Fglsdsdobse, bgmdmfgms  Fbmmee  0dsl  sdm(dgdl, Gmd  3396d0,
Omdgemds(z  goessgbagbs  Bdsgogo, ol sGol,  Gmdgemdsy  bgmo  dmsfgds
F9Bgmdabgdsls, ds3Msd o6 339m98L MEgbsgrn@o  BgBymdabgdols smmabBogozsz0sb.
F9B)gmdabgdsms smmabiogozs30s 98ndbgds 0d bodgdGonm asbemgdgdl, GmImadls
33960980 065§ orgdab, beeme bgmdm{g@ol 89436s bmeogmegds ®s0dy Lsbols 398-
gbdiool,  Gmameog ool SHA-1,  asdmggbgdom.  gstgzgmgmo  s3@megdo
asboboemsggb  OLSR  3g8gmdabgdgdols  smogbBogogsiool  bdgdgdl  gsdgmen

75



boggdgge by, Gmeglsy OLSR - 3q8)gmdobgdols  d0dmgd  3356dL  g39,m  Bgmdmos od
33%0dol  soabBogozs;zos,  Omdgemdsy  bafgolo  FgBgmdobgds  gddbs, 3oy
B8 gmdobgdols  assdsdolsdstrmgdgmo  3396d0Ls, [45, 46]. J398me  éozg  Ldgds
56O0 B emnese seol asbbogmmmo.

30613960 bdgd0ls 3900 bg935do gOs©mgds 3035B30em959em0s
90368 05035300by  dox e Leggndzgmbg.  bg@. 2.6 a30h39690L  doromsw
boemdm(gesl,  Gmdgmoi  0sb  9emzol  gmggem  OLSR - 3s398)b.  Lgdobs oo
sgoamtondols  ggemgdo,  6sBzgbgdo  Ly@smby 2.6, gsblebmzsggb  segm@omndl,
Gedgmoz bgemdmg®ols  8g4860lmgols  gedmoygbgds  (dsgsmomse  SHA-T).
bogemdmg@ol  gabgdomgds  brgds  393-gubiiool  (Gemdgmoi Fgdgmdobgdsdo
a3b6Lsbmgdnm  Ldgdsls @ semameomdl  g3mdbgds)  asdmggbgdoom OLSR 353980l
0s3bsémols  (header), OLSR 35338380 38gdsgsemo OLSR  3s63&80ba300l
98930698980k, Bgemdmg@ols gsgstommgdols 39mmgdol (oboemg bm®. 2.6) dodstro,
35608 bgmdmg@ols ggmgdols ©s asbsfomgdnmo Lsoeydme gobomgdols. ©Omals
6036gmol  ggemo sbgzg Logodms dmigdnee  bgdsdo  odobsmgol, Gm3 G e
336G gmdomds 33369035 396 Fgdemeb  bgemsbagmo  megeslibdol Fsdm{ygds dser dogé
bbgs  degdsdgmdsdo  asessegomgdols s sy Bsgomo  FgBgmdabgdgdols
baemobamo 3583900l 3boo. 0dolsmgzol, O™ s@bodbends bdgdsd 0dndsmls, 33560581
bdodegdsn  dsmo  Igbmdemgdols  30dwobs®y O™l (3mEbs. gl s&  dmoobegl
3396d960ls  dogé  Lssmgdol  Lodbermbobszosl. gl Fbmemee  0dsl  Lsgodmgdl, Gmd
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83003550096 bggdol  308Fmme  boogdagmby.  Ligdol  Borsgséo  owgs  Bgdrgaos:
OoEqbsg 33909980 gbegbost  OLSR  3qgmdobgdsl, olobo  gamdyxmdglgdnemo
boemdmgéol (ADVSIG-Advanced signature) dg8gmdobgdsl é0s396 06, Gmgemds
9L 6583969808 Lm@emby 2.10, [45,46].

bgemdmgeols dgmmeo sx833bmo MSN

6@(*)2)&@'360 Mol bodbymo
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sl m@ol oMol bodbammo #1

sl ol bgmdmGgas #1

sl m@ol ™ol bodbrmo #n

sl ool bgemdmg@s #n

b96.2.10 ADVSIG 3g8gmdobgdals ggerddsdyo.
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mobgol  dgmeg  dbsdol  dogéd,  Gemdgmo  IgBymdabgdmmos  Hello o6 TC
F9¢gmdabgdom, ©s bgemdmfg@sl, mdgemls s@bodbmmo 9B gmdobgds Bgasegl (s
29690069805 0b 30l gmeg dbscrols dog®).

25 qlsghnben  sGbol  dpamdstgmdals  dsedGgBobsigool  3Gmgm jmmo
(SLSP)

Qbosgg@nbo  sGbol  dpamds®gmdol  dsB3GE b0l 3GmBmgmemo  (SLSP)
o0l Udqds,  Fgdmmsgsbgdmmo  s@bol  dpamdstigmdol  ds@GrmBobszools
QbsxgOnbmgdologols, Lswsg gbsg@obemgds doom{azs sLodgBGommo  3@adogoggdols
393996980l abom, [7]. SLSP amemolibdmdl, &md Jlgmol gggms 3396l Ly strm-
3960dm  gsbemgdms  (gzomo  geshbos. gmggemo  3396do  asslizadl  Lgd@ogoi0mgdme
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3396d0  83m(agdls “aubgmoemo doxgdol” ggeml. 3396d3ds ool GemEgbmds doxgdobs,
O0dgmoi dgBgmdabgded 339  3sdmosts, G gecol  bmbol  Gswomll R
8398 mmo  30dwabsdrg 33980l TTL lbowowg (TTL Lowowg g6mon  diocwgds

oonmgaee doxbg). dgbsdsdolse, 3356d0 393-3biz0sls “asbzmommo doxqdols” ggmols
dodsrr TTL-x96 0g4gbgdl s s@s19dls 3ol bmbol Gsonlol 39mls (B3 hR(X)-OB

BoOmos). oo bopoey Gommo 7bos agml:

h™™(hops_traversed) = h""*[h* " (x)]=h®(x) = zone_radius

oy LSU  ©sdm{dgdnmos, 33%6d0 8330698 TTL-l, 393-03164300L  0ggbgols
“aob3momo 3oy gdol”  3gmol dodsti s 3sbdgmEgdom  aswslzgd LSU-L. LSU
Ibergmme  3sbsdg 0bsbgds, Lsbsd LSU mabzol dgemég dbmowsbsz 0469068 domagdmemo.
OmeEqbsy LSU-U @spsligm®gds dmbogds, ogo asdmoygbgds 3396d%9 3dsrdered)gdols
3365brgdologols,  Fobssmdregao  Fgdmbzgzolsl  ogo  fdwgds.  dsabz s Lgdmdls
F9bsdmgdemmds  0dobs, ™I ™o 3336do  gsgMmasbEgl  s@s@lgdmo  mabzols
98906980l asbsgbsgbs. SLSP-b slgmo 0s30slbbdols smiggoms 86 dgndmos.

Boo Risu 335367600
FBebols Goorlio

SLSP_LUS SEQ

LSU—bgeodmfos

a3b3momo  dogxgdo

15'3(4).2.11 LSU '83(?)3(*)6063601) 0s3lseoo.

81



3. m3Bodobomgdnmo  sGbol  drpgmdsdgmdols  dsedGnB0bs0ols
3OMB M 3o

3.1 36m@mzmmol gubiiombotgds

(0bsdrgdsmy  Jggmsego  dobbse  olsbsgl  séy  asbboemmemo  OLSR
3OmBm3mmols  gmbjombodgdol  @ademm®  asbboegsls. OLSR o396 J30mbsgomds
Ogemobgdmmos  doGomse  bsfoemBo - “amemBo”,  Gmdgmo  o730egdgemos
3Om@)mgmmols m3gmomgdalngol, ©s ©sdbdsey gmb]i30gdol 653619880, [37].

“ammo”  mogee  3sblsbmgtegl  3OmBmgmml, Gmdgmbsig  Lsdgsemgds  s3b
9bGmb39mygml  dsOIOgBobszos  s3E™Mbmdond  glegbem  JlgmPo.  moomgrmo
©sdbdsdrg 316300 NBON639mYmRL  ©sdsBgdom 36 (30mbsE@dsl, Gs5 Bgbsdmams
293099698 0465l B3g30506  Uy396569680,  dsgsmomse, olgmo  Jgdmbzgzolsl,
OoEqbsig 339000 MbONM63gmygmal 393806 Mlsegbm  Jlgmls s dserBOnB0b300ls
bbgs ©mdgbls Femeol. ygzgms ©sdbdsdryg ogbios 0sglgdswos, 08 gstamgddo, Lawss
©sdb3sg 3630980l 69dalidogdo  (39) g@romdmomds Fglsdemms “grmmsh”  gPmse
236G 309mmeql.

a3 5dols, 3Om@mgmmobogols slsdz9d0s 3615353 336173560
(39B)gOma96®0)  3396d960l b6 03 33969580l sbss@lgdmds  JlgemBo, G@Iemagdos
sbed(309emq696  sIBISGY 3630980l asblB3s398 M J399GMdmomdgdls.

3.11 dotomsro 376J30mbsmmds

OLSR-l  g31bJ30mboemmds  asblsbma®agl  3396dob  J3930L,  O@3gmo(s
sodn®gomos OLSR  06@96g0bom, dmbsfomamdsls omgdl  qlsegber  Jlgmdo s
0g4gbgdls OLSR-L  3s63érn8obszool  3Om@)mgmmse.  smbodbrnmo  i3mbJ30mbsgnmds
dmo(3e3l OLSR  36m@mgmmol g gmdabgdsms  mbogg@lsenn®  b3gi3053035(300L s
JLgmdo  gosgBsgbsl, mobzols  8Fcr3bmdsl,  Bmdmememaool  gegd(3gmgdsl s
dser 3B ol gsdmmgemsl, +.9. [37].

“ammo” doMomspse d9dmgao 3m33mbgbB)gdolast Fgmaqds:

353980b gm@dsdo s gowsgbagbs

353930 gm@dsBol  bogg@lsemm@o  B3g3003038308 8 as3@3gmgdols
m3Bodobodgdnmo  394s60Bdo  Fomdmamagbls  OLSR  3mb@ememols  B@segogzols
BB EMq60ls 39Js60bab.

82



0630l 33m(36mds

0630l 8336y bemdogmegds HELLO  398)gmdobgdgdols  3géomememo
asabogbon 03 0bBgOngolgdol  Ledpemgdom,  Gmdgmas  dgdzgmdomsi brgds
3939060 F9dm{dgds. 0bzols s3m(36mdol Fgegase 3omgdor mabggdols swaommmdog
gO0mdmomdsls, OmIgmoi  sofgdl  @ob3gdls  “segommdtog  0bBgengolgdls” s
“sdmEgd e 0bBgeagolgdl”  (sb Igbmdgmo 3369801 0bEgORgolgdl)  Bmeol.
o) obzols  (s6bol) @ebols dogd  bOM63gmymgomos  Lszdstolo  0bgm®dssos,
Fglsdemms  0go  0fbsl  asdmygbgdmemo  saommdfog  mabims  gBmmdemomdols
d93b900Lmgol HELLO 3g@)gmdobgdals bscsgemse.

99Bmdmals s@demBgbs

o) dmigdnmos  Jlgmo  Ibomme  ghmo  0bBg®ngolol  3356d9800, 335635
dgbsdmms  Igbmdgmo  ghommdmomds  gedmmgsrmls g Bmgemee  3o33e0mo
0653353000086, OM3mE3 0630l 33m(36mdol Bsformo: gBm-0bB)gMggolosbo  3356d0ls
“dotromseo  dolsdstrmo”, gsblebmzmgdol dobgogzom, oMol 83 3356dBy  gOMsEgBMO
063953900l dobsdsdmo.  IGsgmmdon  0bBgPggoliosbo  3396d930Lgsb  Fgdege®
JbgemBo,  dotroms  dobsdstnby (s,  Fglsdedolse,  3396d98%g)  0b@gMezgolols
dolsdsdmols  sbsbgologol  ©sdsBgdomo  abgm@dsigoss  Lsgodm.  sdsBgdoma
063033300 Im3m3zgds  IMszEmdomo 06 gORgolol  ©gzmstsiool (MID multiple
interface declaration) 9q8gmd0bgd9d0l d9839mdoo brogds.

MPR (Multipoint Relay — 8¢sgsgm396480s60 6gemg) Bg¢hggs

MPR  39éhg30ls  dobsbl  3396dol  dogd  Igbmdgmms  J3ggGomdmomdgdols
0333500 dgMhgzs [oMdmeeagbl, O™ gows3gdnmo FgBygmdobgds, dewsgbsegboemo sb
Fg@hgmmo  gbmdmgdals dogé, domgdmee  0fbsl 2 doyxom  ©sTmEgdmmo  gggems
3396dols  3ogé.  3356dols MPR  960mdmomdols  asdmmgms  0dazsse  bogds, 6md
m0mmgamo  0bB)gex5g0bolozol  dmgdne  306mdsl 8 3359mnomgdogl.  smbodbrymo
333mmgmol  Fglslermmadmase  sgomgdgmo  0bgm@dszool  dm3mggds  HELLO
98930698980 3gMomenmo as;gemols aboo bogds.

BM3ommaoal  3mbBommoel  TC  (Topology Control)  38g8gmdabgdols
3%3630mgds

Be3meemaool  3ebBGmmol  Bggmdabgdgdol  3s3@3gmgdol  ©sboBbmemadsls
Fom3maagbl  Jlgmol  mommgnmo  336dols  fbEMbggmygmess e bols  dgmdsdgmdals
Fgbobgd Lsgdsdobo 0bggem@dszo0m.
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3363030l 3sdmmgms

o) dogndnmos  sebol  damdsgmdol  obgm®dsios,  obgzy  Gmames
339699801 0b@g@eggolol  3mbggoan@s(30s, dm3mzgdgmo  dgBygmdobgdsms  3g@omereo
25330l abom,  mommgamo  3356dobomgol  Fgledemgdgemos  de@ TGN 0b300ls
GbOools  asdmogems. 83 d94sbobdol  Loggebdm  owgsls  MPR - g@mogdomds
{96350 96Ls.

3.1.2 sdbdstrg b 300b5grends

OLSR-l  bs3gs6dm  o37bdzombsgmmdols  asts,  sOlgdmdl  8gdmbggszgdo,
OmEgbsig  Lalg@ggmos  sds@gdomo b Jzombsenmds.  s@bodbmo  demogzegls
Bodygeogdl,  Gmegbsg  33%6dL  dGsgmmdomo  abBg@gggolo  asshbos,  Gmdgmms
6sfommo  ds@mBOrgBobszool  Lbzs  ©md)6do  dmbsformgmdl, lLswsy  0bBgMggolols
360313306908 Jlgemols dmFygmdoermdsdo  sdsggdon  0bgm@dszosl G bzgemymals
0630l Embol  FgBgmdabgdgdol  gm@don ©s  Lewsy  Labydggmos  Jlgmolbogols
Fs6d0  0bggm®ds(300l  dofmegds  3OmBmgmemol  d0deabsdrg  bstixgdols  sbgse0Bom,
[37]

313 35398900b gmEdsBo s goesg bagbs

OLSR 3OmBmgmemo 0ggbgdl 3s3980L gbogazoMgdnmo gm@Is@ls, G™Igmocs
LogOmms  3OmB)mgmmnsd  ©s393300909m0  gggems  dmbszgdolmgol.  ogo  sa@gm3y
someaols bbgeeslibgs “(?)0301)” 063m@3s(300L 39900056985 9B gBsgboemae
s, dgbsdsdolse, Bgdmsmbodbymols Mgsmmabsizoologol  Jbgmols dogd  sd39dmo
369000L  dsJbodserg@o  Bmdols gedmyggbgdol  m3Bodobszosls gdbsbr@gds. dezgdymo
35398900 UDP  @s$sa®s35880 osgbregds Jbgmon aseesgdalogols..

gmgagmo 383980  sbegbl ghmo 86 dgdo g ygmdobgdol  0bgsgzlgmomgdsl.
F9Bymdabgdgdo  0bsFomgdgb  meglsdmol  Lsghmm  gm@dsBl, Mo Ladmamgdsls
sdemg3ls 33969980, Lfmese doommb ©s (o7 as3moggbgds) gswsabs3bmb  3bmdo
3030l dgB)gmdabgdgdo. dgBymbabgdgdo  Fglsdmms  asg3dzgmegl dmgem  Jlgendo 36
253039908 dgBgmdobgdol  dgdJdbgmmols dogd  Fgobemmlb  3396dgd0m  ©asdgBE0ls
Bodgmgddo  (doxgdols  MemEgbmdol  geomgmmom).  690LdogMo s gmb@Gmemm
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398)gmdabgdols 29303900 900Lsls 3ot gdamo 2553 bs3600 sdmggb3Ms
s@30mdG0350  dmbegds (367 mommgnmo  33%6d0  Bgozezl  7demagdem
JO0MImomdsls, Gsms somgdnee 0d6sl OLSR  3m6@@memols dg@gmdabgdols ey g
a%3b336s) s dobodobgdmemo  0fbgds gl JlgemBo  MPR-L as3mggbgdols
d9939mbom, Gmames gl J3gdmo séol sofgdoemo.

a 1 2 3
012345686785 %012 34560785901z 3456078501
T T et T T A e T L T S S e e
| degndel Laatdy | doandol Gogomo bedyfo
s T S s s ol S e T B B e s s
| Byhgmdnb, fole | Voo | Anihgmdobgdols Bods |
O Tt et o T R s T T L T S e e e
| BEjEEpmenl Soledefon |
T et T s T T S s S S e Rt Tt
| Time To Live | dapghol feog. | Whgerdobodol Aogeon Brdg@o |
T T Tt T T e et Tt R s S S S e
| |
Brjh gradobode
I I
e T R s c T T e T B e
| Bohgednb, thodo | Veptn | Bihgerdinbgdols Beads
S S BSOS S SR SRS S ST SR S S SRS S S S

| Agdddbgreals doledsfmn

+

+

|
s e m e I at s B e o e a2
| Time To Live | doxnol Geog. | Bihgerdinbgdol GAogomn Bedgfo |

e e e

| Anhyerdobods |
T STt e Tt T T T s Rt st ST S ST S

[37].
L@.3.1 OLSR-U 6950Ld0gc0 353980l dotromseo gm@dsdo.

353980b Logmdg

353980b Log@dyg (ds0$98d0).

3s3980L Gogomo 6mdgmo (PSN Packet Sequence Number)

(PSN) gmggem  x9®by 0bs 0bsl  gomoo  asb®eomo, Gmeglsg OLSR
353980L  goes(399s brgds. mommggmo  0b@gMggololbmgol  (3emmgg 0bsbgds 353980l
®ogomo  bmdgdo  0dxzetee,  Omd  0bBgeggolon  gsesigdnmo 35398900
03630393 gesmgmomo  ogmb. TP doledstrmo  obBgdggoliols, Gmdmmoms(s

85



dobs 353980l 3eabsegbs, Fglsdmems domgdnem 0dbsl 3s3980b TP msgbsdimawsb. o
353980 36136506 FBgmdobgdsls 36 o393l (dsgsmoms, 353980l Log@dy 6s3emado
36 Bomos 353980l 0sgbsdmol bmdsbyg), 383980 hndse bos 0d6sl asmJdgdmmo.

FgBgmdabgdals Bodo

do39dgemo  ggemo 330396981 g8 gmdabgdols Bodl, Gmdgemoag Immeglgdmmos
“'33@)8002)0636015” bsGoemdo.

Vetim

3mbodbyemo ggmo 330639690 domgdoEsb Msdwgbo Bbol gsbdsgmmdolsls «bos
Bosmgammls 3356035 FgBygmdobgdsdo  Fgdsgsemo  0bggm®ds(30s  dsgmdmbogase,  sbsd
063m33(300L ImGogo gebsbemgds 0dbgds dowagdmmo.

398 gmdabgdols Bends

3mbodbyemo  339dma3l  Fgdygmdobgdol  Bmdsl, Mo gsdmmgmomoas  dsodgdom
s 0bmIgods “'38@30060636015 @03015” 39e000sb  dmde3bm “'83(3)3006063?)015 (8)03015”

390l sfggdedeg (6 — oy o6 36lgdmdl  Imdegzber  Bgdymdabgds, 3539830l

3L bermemadeg) .
3934d6500ls dobadscrmo

smbodbyemo  ggmo  Bgoiegl  doMoms  dolsdstal  3396dols,  Bdgmds(y
0330830639msE  Imsbeobs  dgBgmdobgdols 3gbgomgds. demzgdnmo  ggmo SO qbrs
3339000 Fgotmls  dobsdsrmmsb, Gmdgemay dmmsegligdaemos IP-l msglstmdo, s
OOdgemo 4oz xgOBY 033mges Fgsma®o  3336dol 0b@)gMegolol Fglsdsdolsw,
G™3geds(y Imsbeabs g gmdabgdols gssabsgbs. d9ddbgmol dolsdsmo  sGslimegl
36 by Fgo335mml gssg bagbolsls.

Time To Live

3mbodbymo 3gmo 903938 3o JLodsern®  GemEgbmdsl doxadals, mImgdlis(y
asabagbomo  Fggmdobgds  asogmol. bsbsd  FgBgmdobgds  aswsogbsgbgds, Time To
Live l-00 bos 89930009, Geowqls 3396d0 omgdl dgdgmdobgdsls, Gmdemols Time
To Live 0-b 6 1-L «qool, TgBygmdobgds o6 bs  ass0abezbemls 36196506
2561990198960, Bzgmegd®oz, 3396do 36 doomgdls Bggmdobgdsl, Gmdemols TTL 0-ob

Bomos. 8333568,  smbodbyymo  ggmol  gsblsbmgMon  BgBgmdobgdols  BgdJdbgemls

Fgdemos as3639egdols Mseonlols Igbomnogs.
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30900l Gamegbmds

3mbodbyemo g3gmo Bgozegl MemEabmdsls doxgdols, GmImagdoy BgBygmdabgdsd
1330 390565, FgBgmdobgdols  assabegbsdmg  doxgdol  MemEgbmds  1-om  qbs
330B360mL. Mmsges30M3gmse, dgBymdobgdol dqdddbgmo sl O-oQ a36LsBgmsgl.

FgBgmdabgdals Gogomo bemdgdo

Fq8gmd0bgd0l  g9bgM0cgdolsls “Bqddbgemo”  3336d0 momemgme  BgB)ygmdobgdsls
16033 ®  LsoegbBoggogsom  6mdg®dl  sboggdl.  s@bodbmmo  bmdg®o  offg@gds
9B ymdobgdols  Gogomo  bmd@ols  ggmdo.  Mogomo  bmdgMo  gBmom  0bMEgds
0000970 dgBgmdobgdobmgol,  GmAmols  dgddbs  gPmo  33s6dol  dogd  brogds.
9B ymdabgdols  Gogomo  bmdgMo  gsdmoygbgds  0dol  bANb3gmlegmase,  Gm3
dm399mo g8 gmdabads 3356d0ls dogH 9@y e 3G 0dbsls gewsgbagboema.

Mbes  900b0bmb, ™I 9B gmdabgdgdols  ©sdnTszgds s esdolsdsrmgds
™G0 gsblbgeggdnmo Jdgeadss, M3 asblbzegzgdnmo Falgdom 360l as630OH@dgdmmo.
831353908 3930060gds  FgBgmdabgdols  Togmsglol  asdmyggbgdsl,  GmeEgbs
3500330bsdsMmgds  ©3353F0Mgdnmos  0dsgg  FgBgmdobgdol  3esg bagbslmsb  Jlgemols
bbgs 3396d960lmgol.  s36md0 Bodols FgBgmdobgdado 83 segmEomdols dog® “o@mdse”
o6 mbs  adsdolsdsdmEgl.  goesdolsdstmgds (s TgBgmdobgdols  dstrmgdmemo
0sglsdrmols a36LsBeg@s a53Lsdolsdstrogdgem, (36mdagm B9¢89c130698580)
Fo63mag9bl  seam@omdols  3slbmboldggdemmdsl, Gmdgmoag  asblebma@egl, Gmam®
qbes  dmbegl  FgBgmdobgdol  dsGmgs s,  3iomgdemmdolsl,  gssgBaghs.
3b0dbyemo Ladgemgdsl 0dmgzs FgBgmdabgdols Bodo 0dyzedree asbolsbmg@ml, Gm3
29083990 g3863s3emmdalisl  dmbegl  dolo  dmoggazadgds  (dsgsmoms,  sbsbgs
o drgBobs,  Omdgmo  FgBgmdabgdsd  sobos).  smbodbpmo  sbgzg  MPR
253639900l 394sb0Bolmgol  339M@al  sgemol  Lsdmamgdsl  odmggs, o @sady
dobgbon T ygmdobgdol  Labgmdol  gmsbogn®o  as3@3gmgdss  s730mgdgmo.
3e0am®0mdo, Gmdgmoz 0dsl gsblsbmg®agl, oy Gmam® bes 0ds@mml dm3gdneo
9B ymdabgdgdo,  GdGsmmE  dmsbrgbl g gmdabgdol  assgbsagbsl,  dombgrsgse
MPR-Us.

F93)gmdabgdems Bodgdols gOmmdmomdals gsblsbma®om, s OLSR-\
g3gms  M9emobs(308d  bes  sdmoibml,  Fgbsdmagdgmo  0fbgds OB gmeols
2353300m39ds  dgBgmdobgdems  ©sdsBgdomo  Lsbgmdgdol  Fgdm@ebom, 0dsgMmmse
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30 93900 M95em0ba3098m6  mo3ligde@mds  Bgbs@hbgdmmo 0d6gds. OLSR-L Uy 3386dm
37163006530 lmz0ls sm30emgdge BB ygmdobgdsms Lsbggdos:
- HELLO Gg$gmdabgds, Gmdgmoz sbermemgdls @obzol  sdm36mdol,
dgbmdemols gsblsbmgobs s MPR-L dg@hgz0l sdm(3sbsb;
- TC (Topology Control) 3g8gmdabgdgdo, Gmdmagdoz Bedmemgools
©q3mscsi00l  (36bols  damdstigmdol BB ymdobgds) 333968l
Sl gd96;
- MID (Multiple Interface Declaration) 3q@gmdobgdgdo, Gemdmagdo
3396d90by  dMrsgemmdoma  0b@Bg@e3goligdol sOgdmdols ©g3msGadgdols
333865 SbEInemadab.

3.2 abggerérdsz00ls bozogg00

OLSR-U 3M0BOmmol g gmdobgdsms  as;3zemol  abom  momemgmemo  33s6do
sbgbls Jlgmols Bglsbgd Bqdmgao 0bge®dsoals s3mdnmomgdst, [37]:

dsgmmdomnn  abBgeggolol  dmby  3396d900L  Lsabgm@dsizom  dsbs.  sebols
0bggm®ds(300L og\)aogmbﬁ)oao d3bs 0bsbagl  0bgger@ds(30sls 3306(*)6;:)360006 Qoﬁdgboh
'8315¢1‘)325.

39bedemgdol Lsobgmedszom 3sbs - 0bsbagls 0bgm@dszosl dgbmdemgdols, 2-
dox 0360 Igbmdemgdols, MPR-Ls ©s MPR-L 3996B93900ls glsbad.

Jbgeols  mommgamo  3336do  0bsbagl  0bgm®dsiasl  Jlgemols  Bemdmenmgools
'831501536. smbodbyymo  0bggem@ds300ls 8m3m336¢ BQabo TC-'Ha@gmboSababogoE I
3¢8m0336360 dsederndobszools GBF)OQZ]&)B asdmmgmoliogol. 63066'30 B3memgools
dmﬁ)@gﬂabob aﬁ)mm&gmom&ﬂs “(?)mSc*)Qmaoob 35)0)0’)25;:)0(*)6&” [ﬁmgabo.

3.3 Hello F58)gmd0b900l gmMdsBo s 39b9M0Mds
30300™dM030  mobzgdols s gbmdmgdols Fglsbgd  0bgm®dsizomo  dsbols
F93bg00kmgol  Lsgdme  394s60bdo  godmoggbads,  GmIgmlsig  Labgmse HELLO

F9Bgmdabgdgdol Sgmomemmo as(33ems 9fmeEgds. $dgbse, (obsdwgdsdy msgo sffgdls
HELLO 398)gmd06g0ls bmase 394s60bdl, Gsebsz 0s6303mg3rmdon dmgggds mabgols

330 (36005 3 Bem3meemaool @segqbs, [37].
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HELLO 'EID@HWEDEDEDL %mﬁﬂoﬁbn 'Elaﬂj:g‘ﬂanot

] 1 z 3
D12345678901234567890123456788301
s S e L S s s s St

| fouthnbnea b | Higfie | gy g be |
S S S S S S S S S S
| eooBiol aeo | gefigbgapooe | rooby Bndgodebpdols Beds |

R S S S S S ST SR S S
| dnbedrol obfnfagelel Bobedafon |
T TS T S ST S S S S ST SR S S
| dnbesdrnl obinfeygelol Boledsfon |
T T T TS S S S S S ST ST S S S

e S A o et e A A et

| ponbyol geapen | metigbiotg e | monby Bthymdnbyiols beds |
e e T e e e D o T B S

| Bberdronls obfnfonelol Goledeson |
T T o
| dytedrmnl obdgfenelol obeBetion |
s e L e st L e e Y

{gg.b K.
bn@.3.2. HELLO 3g8gmdabgdol ggerérdsyo

smbodbyemo  0gBs3b690s, OMam®(3 doMomswo 38390l Bm@dsB ol dmbszgdms
bofomo. dsb 0sb sbemsgl “dgbogols Lobgmds”, Gmdgmoi asblsbomg@gmos, Gmgmes
HELLO_MESSAGE, TTL ggmo as6bsbmgermgmos 1-0b (9600) @omee, bowmeo
Voom, 89bsdsdolse, NEIGHB_HOLD_ TIME-ol lowpowpge, 6mdmols gs63s69ds3
439800 sGols dm(3gdmeo.

s b3adgmo

smbodbyemo  ggmo  (39G0gmos s bs  gsbolebmgtml,  Amame
“0000000000000”.

Heée

sbodbmo  ggmo  asblabma@sgl HELLO-L  as33980L  0bggmgeeml, @slsg
3396d0  0ggbgdls 83  3mb3MgB e 0bBgMngolby b gl sob G dmdgbe
HELLO-t  gos3gdsdeg.  HELLO-b 2093980 0b@gégemo  Faédmegqboemas
3s6@3)0bsmo  (Hede 39emols mmbo qooeglo do@0) ©s gJudmbgbBoo (Hetm 39emoals
mobo mdocgbo dodo). Lbzs Loggggdoo:

HELLO-b 3533980l 06@)gé3semo = C*(1+a/16)*2"b
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boss a o6l dogmo  Goibgo, Fomdmeggbormo HeMmol  ggmol  mobo
aooEqglo  doom, bomeo b — dmgmo  Goibzo, FoMdmegabomo He®mols  ggmols
mobo docgbo dodoo.

dBsymagbs

smbodbyemo  ggmo  gsblabmg@agl  3396dols  Ibsymazbsls Lbgs  3396d580Lmgols
350508336l s asssdobadsdmml  BEsgogzo.  3396do,  OMImols  Ibepymazbss
WILL_NEVER, s6sbm@gl o6 bos 0d6sl s@hgnmo MPR-sp 60dgmodg  3356d0ls
dog®. asm3boegdmse, 336d3s Mbos gewslzgl Ibswgmesbs WILL DEFAULT.

obgol gmeo

3mbodbyemo  ggmo  asblabmaMogl 0bgm@dszosls mobzol Bgbsbgd asdybegbol
0639390y s Igbmdgmo  0bBgmn90lgdl  Fmeol. ogo  slggg  asblabmgzMsgls
0633300 39bmdemol LB edmlol  Fglobgd.  mobzol  gmegdo,  G™Imgdos
33%6dobmgols 3bmdas, mMammgdgemymaezoen  s6056.

0630 gBymdobgdols Bends

@obgol  gBgmdabgdols bmds, GmIgmoai  omgmgds  dsoBgdom s  0bBmdgds
“@abgol 3meol” ggmol Esbsfgolowpst “@obzol 3meol” dmdwg3bm ggmsdwey (s6 —
oy Lb3gs Lsbol mabzgdo 36 sOlgdmdl — g gmdabgdols derenmdwy).

d9Bmdmols 0bggggobols dobadstroo

d9bmdgmo  3396dol 0bB)gMe390Lol dolsdsermo.

HELLO  3g@8gmdobgdols  g96g60698s  dmombmgl  obzols  g@omdmomdals,
IPbmdgmms  ghomdmomdols s MPR  gOmmdmomdols  gses3gdsl. 360630390,
HELLO 9g8gmd0obgds 183 @sdmmzo@gdger 33m(3s6sl gdlsbn@gds. glgbos:

- 0b 3ol sder36mds;

- d9berdemols saqbs;

- MPR 856h93s.

bsdogg 833868 ge0 39693 do  sOLgdmem  336d90L  BmGol  0bgm@dss0ols
39GomEne  asi3msl  gg3ndbgds s gdlsby@gds  “seaommddogo  Bmdmemmgools
700l 960056 dobsbl. Fglsdsdolse, HELLO 88 gmdabgdol 3q69¢0tgds bogds
0bggmds300l  Laggrdggmby,  Gmdgmoai  Bgbsbymos  seaommd@ogo  abzgdals
90md0mdsdo, 39bmdgmms gEmnmdmomdsls s MPR g&0mdemomdsdo.

3390035 b3l sdm3bmds  gmggen  0bBgeggolity mbes  dgeldmgmml, Gsms
303m3Bobels abggdo 0bBgORg0Lls s dgbmdgm 0bBgPsgaligdls dm@ol.

90



a0 sdols, 3396038 bs  3e@slzgl dolo LEmmo 1-doxosbo  as®gde33s
gmgzgem  0bgeqobbg, Gsms  asbbmd(zogmegl  Igbmdmgdols  smdmhBgbs. 833350,
dmgdgmo  ab@Bgdggololbmgol HELLO  8g@gmdabgds  Bgozegb  s@bodbogem
0b9exgolbg  mabzgdal  Losk  (mobgms  sbmiodgdmmo  Labgmdgdom),  olgay,
OGOz Jonmosbo 3s®9dmzz0l bosl (Igbmdgmms sbmgadgdamo Lsbgmdgdom).

Veomols 39000 03335150 >640ls 236 bmgermmo, Ad 3396dols
NEIGHB_HOLD _TIME 356539860l boowgls  3q9bsdsdgdmegl. He®mol 390
0d33568@ 360l gsblebrgdnmo, ®md 33s6dol HELLO_INTERVAL 356539860l
bowoegl  dg9bsdsdgdmegl. Ibsygmabol ggmo 0dagedse 860l gsblsbmg®mmo, ™3
399L565393mEgl  3396dol IBsymgbsls Lbgs  3396d930L  Lebgmon  gewssdalseds@romls
B353030. 3396dds gm0 ©s 03039 IbBsYMRbs Mbes aseslizals yzgms 0b@Bgggall.

9600 OLSR  0b@)g®a390b0ls 3dmby  3396d0bmgols dotomswo  dobsdsérmo  s60ls
gdGsmee  OLSR  0bBgdggqgolols  dolsdstmo 867y 3396dobimgols  gdmo  OLSR
0bBgdxg0kols  doomso  dobsdstmo,  Gemdgemoz  L_neighbor_iface addr-
Fqgliedsdgds, oéols L_neighbor_iface addr.

3.4 33Bmdemgdol awagbs

d9bedemols saabs s3bgdl dgBmdemol 0bggem@dssormen dsbsl s Lsddg o3l
33900960036 s 3386d980L  d;szs6  obsdsmngdmsb. dgBmdmols  sEagbols dgJsbobdl
HELLO 998gmd0bgdgdols 3gom@mnmo gs33ms Foedmswgqbl.

3.4.1 39bmdemgdol ghmmdmomdol Fg3lgds

3396d0  0bsbagls dgbmdgmms  3mAB9g900l  gPmmdemomdsls, Gmdgemo abgms
30089990 993dbgds. @b 6o 0bggm@ds(300l gebsbmgds mabzols gOMMdmmomdals
G3@omagdols  Bgbsdsedobs  brgds.  @obzol  gOmMmImombdsdo  0bsbgds  0bgmdssos
@ab3gdol  Fqlsbgd, GOmEgbsig  d9bmdgmms  gOmmdmomdsdo  0bsbgds  0bgm@dszos
I9bmdemgdols Fglobgd. 33 @O gHMMdmomdsl Fmeol bsmgmo 3933060 sGLgdmSl,
Go@ash  3396d0 80l gmey 3396001 dgbmdgemo  Fbmmme  olgmo  Bgdmbagzobsl,
OoEgbsg ™6 3336dl Bm@ols by mds ghmo mabzo s bgdmdl.
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34.2 MPR g6omdmomdols 3g3bgds

MPR 3356doesb  JlgemBo  Lsgmbtmmm  Ig8gmdabgdgdols  as3®(3gmgdolimgals
23dm0ygbgds, ©s 83839 ©@Mmb  JlgemTo  [sMdmBmdomo  assgbegbgdols  Memegbmds
I306Egds.  sdgbse, MPR-L  doMomse  30b(3953(300L  Fo63dmamagbls  gdgmdobgdgdols
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Mbos  Fgozegegl, Ly (3mB)s, abzgdl MPR - 3q93@Rgzms  ghmmdemomdols  gggems
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98906989830 (1 @s 3 Logymsgogdobozgols). dogbgosgse  sdals,  3396d5800
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36038335300l JgmmeEgdls, asbsmgdols gsdmygbgdsls s asbsmagdols d969%3d96@)L.

9bsegbem JBgeogdols 33633 0bs300b 3Gr0B)03remgdols 35350
3900000535988 Ferdr0ls m3Bndobodgdgmo  sebols  dpgmdsdgmdols ds@IGnB 0300l
(OLSR) 36m@mgmemo,  bsodgom  dgliérgmagdsl  g3ms3sbmdl  Jlgemol  Lobdomol,

98



373009090 d0deabstrg bt gbols s dofmegdnmo  B@sgogol ggoboo, omdis
33l 839090 lsggOnbmgdols  sdesbsms  gedmm  L3gBeol  mamemgdgmymaols
bty by, @sboi 9dgBgbse 3939060 343 Bm3memaools 0bgm@ds(300l  s30egdgm
35(3323bsb s Ladsbolm  ©s33900Lmsb, Mmd  yzgms  3396do  gmoemasbgmbamos.

sdogmds(s 3'380@368@0 Bgabo o\wao@)abomo Qémaabols 30(23&) qbogbe  Jlgendo
gho%ﬁmbmaboh 1 BEbggm bagmaezsc.

4.2. OLSR-b 3s63680bsgool 3Gmpmzmmals gubdisombaégdol  datomso
3606303900 ©s YlsgzAnbmgdals 6 mmzgsbgdgdo
as630bomme  OLSR  36m@mgmemols  dodomso  g3agbds0mbodgds.  Gregms
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3+

sbsGmo 1.

Initialization

HHN

# Default node configuration

set nodeConfig ""no-log 0; log-none ; log-route 1"

# Attacker types

set fake link hellos 1
set fake link_ tcs 2
set refuser 3

set cpmrate 15
set fake links 1

if {$argc 1= 2} {

puts "Usage: ns final.tcl \[default seed\] \[iteration\]"

exit

}

set defSeed 1
if {$argc == 2} {

set defSeed [lindex $argv 0]
set iteration [lindex $argv 1]

}

if {$defSeed < 1} {
set defSeed 1
3

puts '"Def seed = $defSeed,

# (possibly) Remove and create result directory

set dirName

Iterarion = $iteration"

"results_tc/30n_1.4ms_cpmrate_$cpmrate/fakelinks_$fake links/seed $de

fSeed/$iteration"

exec sh -c "rm -rf $dirName && mkdir -p $dirName"

3+

Define options

HH N

set opt(chan)
set opt(prop)
propagation model
set opt(netift)
interface type
set opt(mac)

set opt(ifq)
queue type

Channel/WirelessChannel
Propagation/TwoRayGround

Phy/WirelessPhy

Mac/802_11
Queue/DropTail/PriQueue

EAETIE e

channel type
radio-

network

MAC type
interface
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set opt(ll) LL ;# link layer

type

set opt(ant) Antenna/OmniAntenna ;# antenna model
set opt(ifglen) 200 ;# max packet in
ifq

set opt(adhocRouting) OLSR ;# routing
protocol

set opt(cp) e ;# connection
pattern file

set opt(sc) movement_1._.4ms._tcl” ;# node movement
file.

set opt(traffSessions) 25 ;# number of
traffic pattern sessions

set opt(seed) 10.0 ;# seed for
random number gen.

set opt(nn) 30 ;# number of

mobi lenodes

Mac set bandwidth_ 11Mb

set opt(X) 2000 ;# X coordinate
of topology

set opt(y) 400 ;# y coordinate
of topology

set opt(stop) 800.0 ;# time to stop
simulation

# check for random seed

if {$opt(seed) > 0} {
puts "Seeding Random Number Generator with $defSeed\n"
global defaultRNG
$defaul tRNG seed $defSeed

}

#
# OLSR global agent configuration
# (commented lines have the default values)

#

Agent/OLSR set use_mac__ false
Agent/OLSR set debug_ false
# Agent/OLSR set debug_ false

# Agent/OLSR set willingness 3
# Agent/OLSR set hello_ival 2
# Agent/OLSR set tc_ival_ 5

# JP_NEW

# A cpm rate of 50 means that, in average, CPMs are sent In response
to TC in 50% of the cases

Agent/OLSR set cpm_rate $cpmrate

Agent/OLSR set def prating_ 100

Agent/OLSR set def srating_ 100

Agent/OLSR set srating_dec_ -2

Agent/OLSR set srating_inc_ 1

Agent/OLSR set detect_fake hello_ 0

Agent/OLSR set detect fake tc_ 1

# Communication range = 250 meters
Phy/WirelessPhy set RXThresh_ 3.65262e-10

#

158



# Create simulator instance
#

set ns_ [new Simulator]

# trace settings

# $ns_ use-newtrace

set tracefd [open $dirName/trace_all._tr w]
set namtrace [open $dirName/animation.nam w]
$ns_ trace-all $tracefd

# initialize a namtrace file for logging node movements to
# be viewed in nam (must be called after mobility is defined)
$ns_ namtrace-all-wireless $namtrace $opt(x) $opt(y)

#

# create topography object
#

set topo [new Topography]

#

# define topology

#

$topo load_flatgrid $opt(x) $opt(y)

H*

# create God

# god is used to store an array of the shortest number of
# hops required to reach from one node to another

# e.g. $ns_ at 899.00 "$god setdist 2 3 1"

#

set god [create-god $opt(nn)]

# JP_NEW
# create channel

#

set channel_ [new $opt(chan)]
#

# configure mobile nodes

#

$ns_ node-config -adhocRouting $opt(adhocRouting) \
-11Type $opt(ll) \
-macType $opt(mac) \
-ifqType $opt(ifg) \
—-ifgLen $opt(ifglen) \
-antType $opt(ant) \
-propType $opt(prop) \
-phyType $opt(netif) \
-channel $channel_ \
-topolnstance $topo \
-agentTrace ON \
-wiredRouting OFF \
-routerTrace ON \
-macTrace OFF \

-movementTrace OFF # mobilenode movement logging

turned ON or OFF
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for {set i1 0} {$i1 < $opt(nn)} {incr i} {
puts $i
set node_($i) [$ns_ node]

define initial node position in nam

or {set i 0} {$i < $opt(nn)} {incr i} {
itial_node_pos $node_($i) 20

# Attack type 1 (=) Fake HELLO
# Attack type 2 (=) Fake TC

# $ns_ at 50 "[$node_(5) agent 255] attack-type 1"

# $ns_ at 300 "[$node_(5) agent 255] attack-type 0"

# $node_(5) set willingness 7; # will always (so that he is always
selected as mpr)

# node starts misbehaving at the 50 seconds

$ns_ at 50 "[$node_ (5) agent 255] attack-type 2"

# number of links faked by the malicious node (only for attack-type
2)

$ns_ at 50 "[$node_(5) agent 255] max-fake-links $fake_links"

# node stops misbehaving at the 300 seconds

$ns_ at 300 "[$node_ (5) agent 255] attack-type 0"

#
# source connection-pattern and node-movement scripts
#

if { $opt(cp) == "" } { puts "*** NOTE: no connection pattern
specified."

set opt(cp) "none™
} else {

puts "Loading connection pattern..."
source $opt(cp)

}
if { $opt(sc) == """ } {
puts "*** NOTE: no scenario File specified."
set opt(sc) "none"
} else {
puts "Loading scenario file__."
source $opt(sc)
puts "Load complete..."

H*+ W

# Print (in the trace file) routing table and other
# internal data structures on a per-node basis

#
for {set i1 0} {$i <= $opt(stop)} {incr i} {
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$ns_ at $i "[$node_(5) agent 255] print_mprselset”
for {set j 0} {$J < $opt(nn)} {incr j} {

$ns_ at $i "[$node_($j) agent
$ns_ at $i "[$node_($j) agent
$ns_ at $i "[$node_($j) agent
$ns_ at $i "[$node_($j) agent
$ns_ at $i "[$node_($J) agent
$ns_ at $i "[$node_($j) agent
$ns_ at $i "[$node_($j) agent
$ns_ at $i "[$node_($j) agent

or {set i 0} {$i < $opt(nn) } {incr
$ns_ at $opt(stop).0 "$node ($i)

HY =HHFHHF YHHIEHHFIFHFE HHHFHHFE HH

proc FinishSimulation { } {
global ns_ tracefd namtrace

$ns_ Flush-trace
close $tracefd
close $namtrace

# Exit
puts "Finished simulation."
$ns_ halt

}

proc runSimulation { } {
global ns_ finishSimulation opt

for {set j 1.0} {$j < Sopt(stop)} {set j [expr $j * 1.3 ]} {

$ns_ at $j "'puts t=%$j"

$ns_ at $opt(stop) "FinishSimulation”

$ns_ run

}

puts "'Starting Simulation..."
runSimulation

255]
255]
255]
255]
255]
255]
255]
255]

tell all nodes when the simulation ends

print_nbset"
print_nb2hopset™
print_rating_table"
print_mprset"”
print_mprselset”
print_nb2hopset™
print_topologyset"
print_rtable”

$ns_ at $i "[$node_(0) agent 255] print_rtable”

# $ns_ at $i "[$node_ (0) agent 255] print_linkset"”
$ns_ at $i "[$node_(0) agent 255] print_nbset"

$ns_ at $i "[$node_(0) agent 255] print_nb2hopset"
$ns_ at $i "[$node_(1) agent 255] print_mprset"”

# $ns_ at $i "[$node_ (0) agent 255] print_topologyset"

i} {

reset";
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sbsmo 2.

68‘56636015 3¢Q0¢Q30Q360B 1)(336&(4)01) 365339680

output format is NS2

Initial positions:
$node_(0) set X_ 655.610253277485
$node_(0) set Y_ 108.563122113177
$node_(0) set Z_ 0.000000000000
$ns_ at 0.000000000000 "$node_(0) setdest
100.704663254809 1.400000000000"
$node_(1) set X_ 406.496790908904
$node_ (1) set Y_ 272.771329093102
$node_(1) set Z_ 0.000000000000
$ns_ at 0.000000000000 "$node_(1) setdest
289.279204668467 1.400000000000"
$node_(2) set X_ 1003.455950596534
$node_(2) set Y_ 84.314025550113
$node_(2) set Z_ 0.000000000000
$ns_ at 0.000000000000 "$node_(2) setdest
219.392104183840 1.400000000000"
$node_(3) set X_ 614.279621461520
$node_(3) set Y_ 200.700196313696
$node_(3) set Z_ 0.000000000000
$ns_ at 0.000000000000 "$node_(3) setdest
220.166872064518 1.400000000000"
$node_(4) set X_ 677.215227275173
$node_(4) set Y_ 140.094137575755
$node_(4) set Z_ 0.000000000000
$ns_ at 0.000000000000 "$node_(4) setdest
12.793074886732 1.400000000000"
$node_(5) set X_ 438.165437892197
$node_(5) set Y_ 215.644344614315
$node_(5) set Z_ 0.000000000000
$ns_ at 0.000000000000 "$node_(5) setdest
174.133008796793 1.400000000000"
$node_(6) set X_ 938.498451801635
$node_(6) set Y_ 212.825757166815
$node_(6) set Z_ 0.000000000000
$ns_ at 0.000000000000 "$node_(6) setdest
291.826898556836 1.400000000000"
$node_(7) set X_ 1037.200597695065
$node (7) set Y_ 83.439080247497
$node_(7) set Z_ 0.000000000000
$ns_ at 0.000000000000 ""$node (7) setdest
79.227681520538 1.400000000000"
$node_(8) set X_ 1249.595648546719
$node_(8) set Y_ 29.859678224813
$node_(8) set Z_ 0.000000000000

#

# Random Waypoint Model
# numNodes = 30

# maxX = 2000.00
# maxy = 400.00
# endTime = 800.00
# speedMean = 1.4000
# speedDelta = 0.0000
# pauseMean = 1.00
# pauseDelta = 0.00
#

#

#

685.222499615934

311.916352361372

900.158169524625

1398.686677424510

1125.197152474063

571.360779955955

1448 .089975055971

1231.597459871274
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$ns_ at 0.000000000000 "$node_(8) setdest 1432.244379741621
29.876949988506 1.400000000000""

$node_(9) set X 654.441215523928

$node_(9) set Y_ 45.174767878264

$node_(9) set Z_ 0.000000000000

$ns_ at 0.000000000000 *$node_(9) setdest 673.106870381260
39.282504904097 1.400000000000"

$node_(10) set X 312.373793207546

$node_(10) set Y_ 251.089051051471

$node_(10) set Z_ 0.000000000000

$ns_ at 0.000000000000 *‘$node_(10) setdest 359.341341951384
286.164006836894 1.400000000000"

$node (11) set X 423.876766708258

$node_(11) set Y_ 164.593046871370

$node_(11) set Z_ 0.000000000000

$ns_ at 0.000000000000 *$node_(11) setdest 842.184315951740
173.586268434925 1.400000000000"

$node_(12) set X_ 1095.111374711666

$node_(12) set Y_ 172.789318671321

$node_(12) set Z_ 0.000000000000

$ns_ at 0.000000000000 *$node_(12) setdest 1269.182221135593
122.287184812319 1.400000000000"

$node_(13) set X_ 1383.790076775177

$node_(13) set Y_ 57.513108807300

$node_(13) set Z_ 0.000000000000

$ns_ at 0.000000000000 *'$node_(13) setdest 271.096515301162
101.747775893275 1.400000000000"

$node_(14) set X_ 446.640587881878

$node_(14) set Y_ 186.153349632326

$node_(14) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node (14) setdest 441.901365889199
187.229406104085 1.400000000000"

$node_(15) set X_ 547.616258667753

$node_(15) set Y_ 253.482991119668

$node_(15) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_ (15) setdest 1318.698752615530
192.643145185665 1.400000000000"

$node_(16) set X_ 400.462468447073

$node_(16) set Y_ 93.496084342724

$node_(16) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_ (16) setdest 283.107326811030
170.667651282049 1.400000000000"

$node_(17) set X_ 47.906815432499

$node_(17) set Y_ 210.453139549370

$node_(17) set Z_ 0.000000000000

$ns_ at 0.000000000000 ""$node_(17) setdest 1313.250009983372
288.885285030761 1.400000000000"

$node_(18) set X_ 451.754773838931

$node_(18) set Y_ 164.674847209366

$node_(18) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(18) setdest 277.646503070483
229.436550077037 1.400000000000"

$node_(19) set X_ 949.435016046316

$node_(19) set Y_ 263.131698207685

$node_(19) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(19) setdest 205.888541382390
277.888340158315 1.400000000000"

$node_(20) set X_ 1304.973217374030

$node_(20) set Y_ 215.107101910347

$node_(20) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(20) setdest 504.851343909330
207.101038427086 1.400000000000'"
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$node_(21) set X_ 237.715371400180
$node_(21) set Y_ 160.558365159839
$node_(21) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(21) setdest
58.804797850115 1.400000000000"

$node_(22) set X_ 891.356006549125
$node_(22) set Y_ 59.842299719869
$node_(22) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(22) setdest
24 .732606332775 1.400000000000""

$node_(23) set X_ 67.554204003726
$node_(23) set Y_ 172.335715757539
$node_(23) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(23) setdest
17.766458881498 1.400000000000""

$node_(24) set X_ 238.519805801505
$node_(24) set Y_ 274.501688039486
$node_(24) set Z_ 0.000000000000

$ns_ at 0.000000000000 ""$node_ (24) setdest
229.699488385599 1.400000000000"
$node_(25) set X_ 1268.467194113869
$node_(25) set Y_ 192.141303979821
$node_(25) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(25) setdest
269.469577826314 1.400000000000"
$node_(26) set X 845.584750274672
$node_(26) set Y_ 54.900424659441
$node_(26) set Z_ 0.000000000000

$ns_ at 0.000000000000 *"$node_(26) setdest
25.686623549026 1.400000000000"

$node_(27) set X _1066.863745131681
$node_(27) set Y_ 54.336058548391
$node_(27) set Z_ 0.000000000000

$ns_ at 0.000000000000 *"$node_(27) setdest
36.262953908121 1.400000000000"

$node_(28) set X_ 608.183973849892
$node_(28) set Y_ 40.449589866371
$node_(28) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(28) setdest
37.808932122231 1.400000000000"

$node_(29) set X _ 1083.852989290221
$node_(29) set Y_ 109.538129481653
$node_(29) set Z_ 0.000000000000

$ns_ at 0.000000000000 "$node_(29) setdest
146.760213227727 1.400000000000"

# Movements:

$ns_ at 3.471320003174 "$node_(14) setdest
187.229406104085 0.000000000000"

$ns_ at 4.471320003174 "$node_(14) setdest
232.955413808856 1.400000000000"

$ns_ at 13.981135873423 *"$node_(9) setdest
39.282504904097 0.000000000000"

$ns_ at 14.981135873423 "$node (9) setdest
156 .950832556647 1.400000000000"

$ns_ at 21.883743253720 "$node_(0) setdest
100.704663254809 0.000000000000"

368.

738.

793.

601983712136

016855966442

087868415094

1208.458913068853

1175.108583089005

559.

103911555983

1189.503605809879

104.

502.

441 .

155.

673.

921.

685.

332560077776

547955844304

901365889199

522439862032

106870381260

911974000018

222499615934

$ns_ at 22.883743253720 "$node_(0) setdest 1354.406086406592

75.087128569695 1.400000000000"

$ns_ at 41.870811751283 ""$node_(10) setdest 359.341341951384

286.164006836894 0.000000000000""
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$ns_ at 42.870811751283 '""$node_(10) setdest 300.205351090616
150.597432315626 1.400000000000"

$ns_ at 68.578754489077 ""$node_ (1) setdest 311.916352361372
289.279204668467 0.000000000000"

$ns_ at 69.578754489077 '""$node_(1) setdest 958.986142193914
251.626023154887 1.400000000000"

$ns_ at 86.589260859585 "'$node_(25) setdest 1175.108583089005
269.469577826314 0.000000000000"

$ns_ at 87.589260859585 ''$node_(25) setdest 1314.577177535430
67.837857019121 1.400000000000"

$ns_ at 88.546000204972 "$node_(27) setdest 1189.503605809879
36.262953908121 0.000000000000"

$ns_ at 89.546000204972 ""$node_ (27) setdest 767.424085913028
263.540937173061 1.400000000000"
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